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Abstract 
 
In the past few decades, there has been a growing demand for bandwidth in wireless 
communication systems due to an increase in the number of mobile users, computer network 
applications and high speed internet access and services. Visible light communication (VLC) 
is a newly emerging technology in optical wireless communication (OWC) systems to 
provide both illumination and high-speed data communication. In addition, it can also be 
used for indoor positioning or localization with wide applications that has merited a number 
of attractive research studies. However, security in wireless communications has become a 
matter of concern due to the possibility of unauthorised access to transmitted data. 
This thesis investigates received optical power (ROP) distribution to achieve illumination 
requirements for both optimal and sub-optimal Lambertian order in single and four cell 
configurations. Furthermore, it proposes VLC-based indoor positioning by using the 
received optical power levels from the emitting LEDs. Both scenarios of line-of-sight (LOS) 
and line-of-sight with non-line-of-sight (LOSNLOS) positioning are considered. The 
performance of the proposed system is evaluated under both noisy and noiseless channel 
cases and the impact of different location codes on the positioning error is also investigated. 
An analytical model of the system with noise and the corresponding numerical evaluation 
for a range of signal to noise ratios (SNRs) are presented. The results show that an accuracy 
of 8 cm in average is achievable at an SNR of 15 dB in the LOSNLOS scenario. We also 
introduce a novel approach for recovering 4×4 MIMO–VLC data with partial channel state 
information (CSI) knowledge both in noisy and noiseless cases. In addition, the proposed 
indoor localization system utilizing two visible light emitting diodes for different 
environments offering less complexity for both LOS and LOSNLOS scenarios is offered. 
The results of the scheme is compared with existing trilateration techniques and the 
 v 
 
performance of the proposed system is evaluated with a reported accuracy of less than 20 
cm for SNR values of greater than 13 dB. 
This thesis also proposes a new secure single input single output (SISO) VLC system and 
investigates the bit error rate (BER) performance with and without encryption in the Media 
Access Control (MAC) layer and physical layer for both the LOS and LOSNLOS scenarios. 
For a BER of 10-3, the results show that there is 1 to ~ 3.5 dB power penalties for the secured 
VLC system for data rates of up to 10 Mbps. The key length impact on the error propagation 
is also investigated. 
Finally, this thesis proposes a secure MIMO VLC system that relies on the position of the 
user by incorporating a new modified version of the Rivest-Shamir-Adleman (RSA) 
technique for encrypting the transmitted data in the MAC layer. Furthermore, the ability of 
the proposed system to control the size of the encrypted cell depending on the application 
environment is demonstrated. 
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Chapter One 
Introduction 
1.1. Research Fundamentals and Motivation 
Nowadays, there is an exponentially growing demand for data transfer between the 
increasing number of the networks’ users. As a result, the current communication systems, 
which are represented in Radio Frequency (RF) communication, are facing significant 
challenges to achieve this target due to the limitation of RF bandwidth, RF license fees, high 
implementation costs and spectrum overcrowding. The spectrum overcrowding problem of 
the present UK RF allocation chart is depicted in Fig. 1.1. From this chart, it can be seen that 
the highly restrictive bandwidth problem opens the prospect for optical wireless technology 
as an alternative to current wireless communication network such as Wi-Fi and Wi-Max. 
Indeed, there has already been a number of research efforts and demonstrations focusing 
on optical wireless communication (OWC) technologies such as free-space optical (FSO) 
communication, infra-red (IR) and visible light communication (VLC) [1-4]. In this work, 
we focus on the VLC alternative. In the next sub-section, an overview of VLC technologies 
will be given. 
1.1.1. Overview on Visible Light Communication 
In recent years, VLC systems have emerged as new and competitive area in an OWC 
technology as a sequel to RF technology gathering significant research attention. The VLC 
is an emerging technology that aims to achieve high data rate using the visible range of the 
electromagnetic spectrum (i.e. visible light wavelengths between ~370 nm to ~ 780 nm). 
VLC technology, which referred to as light fidelity (Li-Fi) networks as well, has received 
 
 2 
 
 
Fig. 1. 1 the UK radio frequency spectrum allocations chart to show overcrowding problem [4]. 
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increasing research attention in two last decades due to their capability of providing two 
simultaneous functions; illumination and data transmission. Furthermore, the technology 
offers huge bandwidth of approximately ~ 400 THz, which is 10,000 times larger than the 
RF bandwidth (as shown in Fig. 1.2). In 2004, Toshihiko Komine proposed VLC as an 
emerging area in optical systems using white light emitting diodes (LEDs) in Japan. The 
white phosphor LEDS (WPLEDs) are the most popular type of inorganic LEDs which offer 
modulation bandwidth up to hundreds of MHz using several equalizers. However, there are 
a number of serious challenges associated with VLC technologies. For instance, those 
challenges include optimal spectra allocation, high capacity broadband links, power 
consumption, quality of service (QoS), mobility, indoor positioning and security. The 
contributions of this work will focus on the last two challenges, namely indoor positioning 
and security [5-14]. 
Fig. 1. 2 The visible light range in the electromagnetic spectrum to show the difference between the 
RF bandwidth and the visible light bandwidth [4]. 
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1.1.2. Positioning in OWC Systems 
Satellite based positioning methods such as global positioning systems (GPS) offer very 
accurate location measurements. However, these methods are incapable of providing the 
same positioning accuracy in indoor areas. Furthermore, they are expensive and suffer from 
high power consumption [12, 15-21]. Finding the location of a smart device using lighting 
equipment is still a challenging task. Both Bluetooth and Wi-Fi 802.1lx use the common 2.4 
GHz unlicensed frequency; as a result, concerns about interference between them. 
Depending on the usage environment, Wi-Fi or Bluetooth based positioning systems can 
offer location accuracies within the range of 1-10 m [22, 23] In WLAN, the localization 
systems use a joint clustering technique for location estimation with an accuracy of more 
than 90% within a range of ~2.1m (7 feet) [24]. A grid based Bayesian location scheme 
within building with localization and tracking capability within 1.5 m is reported in [25, 26]. 
A tracking based positioning system, which determines the positions of users using the 
access points and tags attach to mobile terminals/users in order to determine their positions 
was developed for real-time locating system for Wi-Fi networks as reported in [27]. 
Furthermore, a real time tracking system for Wi-Fi networks based on trilateration 
determined from the RSSI values was developed to operate in a passive mode, with no need 
for mobile users to be related or send specific data to the positioning server application [26]. 
However, radio frequency based technologies are affected by the electromagnetic 
interference and background noise[28, 29]. In some applications, the positioning systems are 
mostly designed for tracking a small number of objects [30], thus designing an accurate 
indoor positioning system is challenging.  
On the other hand, VLC systems are able to transmit localization information. For 
instance, Cossu et al. proposed a localization algorithm that uses low frequency tones to 
provide tracking information to the receiver [31]. Furthermore, Jung et al. [32] proposed an 
optical wireless indoor localization which used LEDs-based ceiling lamps, the signal phase 
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difference and the time difference of arrival (TDOA) localization algorithm where they have 
achieved an indoor localization accuracy of less than one cm in the space of 5m×5m×3m. 
Biagi and Vegni [33] also proposed a simple method utilising infrared LED devices for 
indoor positioning service (IPS). That method relied on comparisons to the impulse 
responses of power and time samples of a room map to estimate the location of a mobile 
device. Jia [16] proposed a method which is a hybrid between the VLC-based positioning 
method and the conventional received signal strength indication (RSSI) for indoor wireless 
sensor network (WSN) to achieve accurate positioning and lower power consumption. Kim 
et al. [34] developed an adjustment method to reduce the positioning error to within few 
centimetres. Moreover, Won et al. [35] proposed a new indoor 3D positioning technique that 
utilises location codes and a spatial distribution map and obtained a positioning error of less 
than 3 cm. 
1.1.3. Security in OWC Systems  
Security is an important factor in wireless networks. Authentication and encryption are 
two processes that are utilised to provide the security in WLAN. There exist various ways 
to improve security requirements and quantum cryptography, which utilises techniques such 
as quantum key distribution (QKD) is useful technique [36-39]. Zhiqiang et al. [40] proposed 
a new design scheme that uses a digital chaotic encryption core and relies on FPGA and Wi-
Fi technology. On the other hand, security in optical wireless communication also represents 
a challenge. Jose et al. proposed new techniques for improving the security level for OWC 
networks. The method used modulation schemes based on the spread spectrum theory to 
encrypt data in the modulation process. These schemes are: Direct Sequence Spread 
Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS) [41]. 
Cryptography is a technique in which information can be hidden in ciphers and later used 
by authorized users employing a secret key. It refers to the science that studies algorithms to 
hide plaintext in a cipher-text using secret keys and sending an encrypted signal through the 
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unsecure communication channel. At the receiver side, only users (authorised or otherwise) 
who possess the secret keys are able to decrypt ciphertext and obtain the original message. 
Using the technique, it is either impossible or computationally infeasible for a hacker to 
crack the code. Therefore, cryptography can protect data during transmission from four 
general categories of attack: interruption, interception, modification and fabrication. There 
are three main units in a typical cryptography system: a data encryption unit, a data 
decryption unit and a key management unit as shown in Fig. 1.3. The key management unit 
manages the generation, distribution, recognition, and reception of the cryptographic keys 
[42, 43]. 
Cryptography techniques are generally divided into two categories of ciphers. The first 
one relates to symmetric ciphers known as conventional encryption or shared-key encryption 
which uses the same key for both encryption and decryption and are employed in such 
techniques as Data Encryption Standard (DES), Advance Encryption Standard (AES), and 
One Time Key (OTK) [44, 45]. On the other hand, the second technique is asymmetric cipher 
known as public-key cryptography which uses the different keys for encryption and 
decryption (e.g.; RSA algorithm, Diffie-Hellman key Exchange, and Elliptic curves 
cryptography). The summary of the issues, existing solutions and original contributions for 
the indoor VLC system in this thesis are outlined in Fig. 1.4. However, Fig. 1.5 explains the 
block diagram of the work which has been done in VLC positioning system in this thesis. 
On the other hand, the RSSI technique has been used to obtain the location of the user using 
Fig. 1. 3 General cryptographic units [35]. 
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three and two transmitters for an indoor positioning system. In each of the two indoor 
positioning system, we have implemented the positioning algorithm using ROP distributions 
and real system approaches as well as we have considered LOS and LOSNLOS scenarios 
for noisy and noiseless cases. 
1.2. Aims and Objectives  
The main aims of this work are to propose and design a novel secure SISO VLC system 
and a novel secure MIMO VLC system based on the position of the user and utilising 
cryptographic techniques. As a result, the objectives of this thesis are: 
 To understand the VLC system and investigate its performance for SISO-TDM and 
MIMO. 
 To develop and implement the positioning techniques for the VLC system. 
 To develop and implement the security for the SISO VLC system. 
 To develop and implement the security for the MIMO VLC system based on the VLC 
positioning system. 
1.3. Original Contributions 
An outline of the main contributions of this thesis are: 
 In Chapter Three 
 A comprehensive investigation of the received optical power (ROP) distributions and 
comparison between the ROP with and without optimum Lambertian order for single 
and four cell configurations is carried out. 
A novel 2-D indoor VLC positioning system using three transmitters and received 
signals indication (RSSI) for the LOS and the LOSNLOS scenarios using the ROP 
approach and an end-to-end system is designed. A comparison is also made with 
previous research work and this work has published in [46] (see Fig.1.5). 
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Fig. 1. 4  Summary of the issues, existing solution and original contributions for indoor VLC system in this dissertation.  
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 A novel approach for recovering the 4 × 4 MIMO VLC data with a partial channel state 
information (CSI) knowledge in both noisy and noiseless cases is designed and this work 
has published in [47]. 
 In Chapter Four 
 We have proposed, designed, implemented and evaluated a novel 2D indoor VLC 
positioning what using only two transmitters using two approaches: the ROP 
distributions approach and end-to-end system for both LOS and LOSNLOS scenarios 
with ideal and noisy conditions (see Fig.1.5). 
 We have derived and verified the mathematical model of the noise and the impact of 
noise on angular error and distance error. A comparison with a conventional trilateration 
method is also made in this Chapter and this work has published in [48] (see Fig.1.5). 
 In Chapter Five 
 We have proposed, designed and simulated a secure SISO VLC system using RSA 
technique for encryption and decryption for both LOS and LOSNLOS scenarios. 
Furthermore, investigation of the power penalty induced as a result of encrypted 
block length is conducted. This work has published in [49]. 
 In Chapter Six 
 We have designed a novel secure MIMO VLC system based on the location of user 
and the RSA technique. 
 We have developed a mathematical modelling of positioning in MIMO VLC 
systems. 
 We have developed a secure RSA encryption and decryption at the MAC layer for 
secure MIMO VLC system, with no extra data needed. Generating the public and 
private keys is carried out at the receiver side and only the public key is sent in 
unsecure VLC channel. 
.
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Fig. 1. 5 Summary of contributions in VLC positioning system  where the chapter numbers and appendices are provided in brackets.  
Positioning VLC techniques 
TDOA AOA RSSI TOA Hybrid
By three transmitters (3) By two transmitters (4)
ROP distributions 
approach (A1)
Real system 
approach (3)
ROP distributions 
approach (A2)
Real system 
approach (4)
LOSNLOS scenarioLOS scenario LOS scenario LOSNLOS scenario
Noiseless caseNoisy case Noisy case Noiseless case
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 We have shown the ability to control the size of the encrypted VLC cells based on 
the user environment. 
 We have investigated the BER of MIMO VLC using MMSE equalizer and 
positioning error distributions for ideal and real scenarios against a wide range of 
SNR levels. This work in this chapter has published in [50] 
1.4. List of Publication 
This work has generated the following journal and conference papers: 
1.4.1. Journal Papers 
1. F. Mousa; H. Le-Minh; Z. Ghassemlooy; X. Dai; T. T. Son; A. C. Boucouvalas; 
and S. K. Liaw; “Indoor Localization System Utilizing Two Visible Light Emitting 
Diodes”, Opt. Eng. 55(11) 116114, (2016), doi: 10.1117/1.OE.55.11.116114. 
2. F. Mousa, N. Almaadeed, K. Busawon, A. Bouridane and R. Binns, “Secure 
MIMO Visible Light Communication System Based on User’s Location and 
Encryption”, Journal of Lightwave Technology, vol. 35, pp. 5324-5334, 2017. 
3. F. Mousa, N. Almaadeed, K. Busawon, A. Bouridane, R. Binns, and I. Elliot, 
“Indoor Visible Light Communication Localization System Utilizing Received 
Signal Strength Indication Technique and Trilateration Method”, Opt. Eng. 57(1), 
016107, (2018), doi:10.1117/1.OE.57.1.016107. 
1.4.2. Conference Papers 
4. F. Mousa, T. T. Son, A. Burton, H. Le-Minh, Z. Ghassemlooy, T. Q. Duong, A. 
C. Boucouvalas, J. Perez and X. Dai., “Investigation of Data Encryption Impact 
on Broadcasting Visible Light Communications”, 9th International Symposium on 
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Communication Systems, Networks & Digital Signal Processing (CSNDSP), pp. 
390-394, 2014. 
5. H. Le-Minh; Z. Ghassemlooy, A. Burton, F. Mousa, S. Biswas, P. A. Tuan, et al., 
“Self-Correcting MIMO Visible Light Communications System Using 
Localization”, IEEE International Conference on Communication Workshop 
(ICCW), pp. 1362-1367, 2015. 
6. T. T. Son, H. Le-Minh, F. Mousa, Z. Ghassemlooy, N. V. Tuan, “Adaptive 
Correction Model for Indoor MIMO VLC using Positioning Technique with Node 
Knowledge”, International Conference Computing, Management & 
Telecommunication (ComManTel2015), DaNang, Vietman, 2015. 
1.5. Organization of Thesis 
This thesis is divided into seven chapters as outlined in the following: 
Chapter 1: Introduction. Provides the research fundamentals and motivation and the 
summary of aims and objectives as well as the outline of the thesis. 
Chapter 2: Optical wireless communication system overview. Gives an overview of OWC 
systems versus RF systems and the challenges for OWCs and the issues, drawback and 
challenges in a VLC system and multiple-input-multiple-output (MIMO). The Chapter also 
focuses on indoor VLC positioning techniques with related works. 
Chapter 3: Indoor VLC positioning system using three transmitters. Presents the received 
optical power (ROP) distributions with and without optimum Lambertian order as well as 
some new ROP relationships. The Chapter also proposes a positioning VLC system based 
on three transmitters and RSSI for two scenarios (LOS and LOSNLOS) and a comparison 
with previous research work. Additionally, an overview of applications for VLC positioning 
in MIMO VLC system is given. 
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Chapter 4: Indoor VLC positioning system using two transmitters. Proposes a novel indoor 
VLC positioning system based on only two transmitters and the RSSI technique. The 
Chapter introduces the mathematical noise modelling and channel modelling for the LOS 
and the LOSNLOS scenarios. The results show that the localization error is decreased 
compared with other VLC positioning systems. 
Chapter 5: Protection of VLC system. Presents the concept of information security, the 
requirements of information protection and cryptography, particularly the RSA technique, 
to encrypt data. It also proposes a new secured VLC system using the RSA technique and 
investigates the impact of protection of SISO VLC system for the LOS and the LOSNLOS 
scenarios and calculates the power penalty as well. 
Chapter 6:  Secure MIMO-VLC system. Proposes and designs a novel secure MIMO VLC 
system based on the user’s location with the ability to control the size of the encrypted VLC 
cells and encryption as well as the deployment of the RSA method at the MAC layer with 
no overhead data. 
Chapter 7: Conclusions and future work. Presents and reviews the main summaries of this 
research. The Chapter also proposes new ideas and research directions for further 
developments of this work. 
1.6 Summary 
This chapter has been outlined the main milestones in the OWC and VLC systems. This 
chapter also has been highlighted an VLC systems and its huge bandwidth which is 10,000 
times larger than the RF bandwidth. In addition, Chapter 1 has is reviewed the motivation 
on positioning and on the security in OWC system. Secondly, this chapter has been 
introduced aims, objectives, and original contributions for the whole thesis and a number of 
publications that have generated from this thesis. Finally, the organization of thesis has been 
clarified in this chapter. 
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The next chapter will introduce the fundamentals of an indoor VLC system, an indoor 
MIMO VLC system and the common techniques in an indoor VLC positioning system. 
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Chapter Two 
Optical Wireless Communication System 
Overview 
2.1. Introduction 
There is a significant demand for wireless communication technologies due to the rise of 
smartphone technology, video streaming, digital radio and cloud services in recent years. 
Among wireless communications, an OWC system is one of the candidates that has been 
strongly emerging in the last few decades [51]. There are two optical domains of the 
electromagnetic spectrum, which are the infrared spectrum and the visible light spectrum, 
that are used as the transmission medium [52]. OWC is a promising technology that provides 
an increased high data rate and to offer higher channel capacity for the existing indoor 
wireless communications [53],[54]. For instance, Gfeller and Bapst have proposed an OWC 
system utilising the IR domain. A large amount of research on optical wireless systems using 
IR domain of the optical spectrum (typically between 800 and 1500 nm in wavelength), 
started since the late 1970s for indoor local area network (LAN) applications. Most recently, 
the research on FSO communication in outdoor environment has seen a sharp increase as 
well [52]. On the other hand, the research on VLC, which is an alternative to the RF 
technology, in an indoor environment with a visible wavelength range from about 380 to 
780 nm has begun since the early 2000s [55]. This range is appropriate for the light being 
detected by a photodiode. Future optical networks should tolerate the interoperability of RF, 
fiber-optic and FSO technologies. However, the incompatibility of RF/microwave and fiber 
optics technologies is the major limiting factor that affects further development of future 
transport capabilities of such hybrid networks [56]. 
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2.1.1. OWC Systems Versus RF Systems 
There are several advantages of OWC systems compared to RF systems, where, for 
instance, an OWC system has license-free wavelengths in the optical domain of the 
electromagnetic spectrum from 380 nm to 10,000 nm. Therefore, the bandwidth of an OWC 
system is more than 670 THz; meaning it is 10,000 times larger than that of an RF spectrum, 
which is 60 GHz. Furthermore, RF signals are strongly attenuated in water, therefore, the 
underwater RF transmission is not allowed [52, 55]. In addition, the effect of multipath 
fading, which is prominent in RF systems, does not exist in OWC systems. Moreover, the 
requirement of achieving large capacity for future 4G/5G communication is still present, and 
as such, higher data rates have to be utilised to achieve this target. While, the spectrum of 
RF is limited and expensive, RF communication systems have some key advantages such as 
mobility, outdoor and indoor coverage and high sensitivity of RF receivers. However, RF 
components are expensive and consume more electrical power than their OWC counterparts. 
For more details, Table 2.1 shows the comparison between the VLC system and RF system. 
 
 
Table 2.1 Comparison of the VLC system and RF system [55] 
Property RF system VLC system 
Bandwidth Regulated and limited Unlimited, 400-700 nm 
EM interference Yes No 
Line of sight No Yes 
Distance Short to long Short 
Security Poor Good 
Standards Matured In progress 
Services Communications Illumination & Communication 
Noise sources All electrical/electronic appliances Sun light and other ambient lights 
Power consumption Medium Relatively low 
Mobility Good Limited 
Coverage Mostly wide Narrow and wide 
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2.1.2. Challenges facing OWC Systems 
Over the past two decades, most of the research on OWC has focused on increasing data 
rates. However, there are still other challenges facing the wide deployment of OWC systems. 
Firstly, the presence of strong non-linear transfer of the optical transmitter front-end as well 
as  the limited dynamic range of the optical transmitter. Secondly, the electrical modulation 
bandwidth is small compared to the optical bandwidth. Thirdly, optical multiple-input 
multiple-output (OMIMO) techniques to enhance the capacity is still an open issue. Fourthly, 
challenges associated with mobility, multi-user access, light dimming and shadowing. Last 
but not the least, indoor localisation and the security of OWC systems still present significant 
challenges and will be addressed in this thesis [57]. 
2.2. Visible Light Communications  
In 2004, Toshihiko Komine proposed VLC as a newly emerging area in OWC using white 
LEDs [58].The VLC system provides two functions: one is lighting in indoor environments 
and the other is wireless data communications [51]. In addition, it provides high security, 
high data rates and precise positioning detection compared to other wireless communication 
technologies [53]. Wireless radio frequency communications work for indoor and short 
distance links without the need for any physical connection [54]. Therefore, optical wireless 
technology would be an attractive supplement or even alternative to a current wireless 
communication network, for example, Wi-Fi and Wi-Max. The technology can achieve very 
high data rates though there is one crucial limiting factor to achieve such high data rates 
which is the limited modulation bandwidth of white LEDs [58-60]. A feasible method of 
communication is intensity modulation with direct detection (IM/DD) to obtain low-cost 
OWC systems. A block diagram of a typical VLC is shown in Fig. 2.1 [61, 62]. 
The optical path depends on numerous factors, including room dimensions, the 
reflectivity of the ceiling, walls and objects within the chamber. In addition, the position and 
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orientation of the transmitter and receiver, also affect the optical path and as a result, it is 
more complex to predict and determine this loss. There are two optical components, namely, 
LEDs and Laser Diodes (LDs) that are used in OWC as they coincide with the peak 
responsivity of inexpensive silicon photodetector. On the other hand, photodetectors are 
divided into two types: the positive–intrinsic negative (PIN) and the avalanche photodiode 
(APD). 
Light Fidelity (Li-Fi) is a high-speed communication variant of VLC. By using multi-
carrier modulation techniques such as orthogonal frequency division multiplexing (OFDM) 
for a single point-to-point transmission, data rates of more than 500 Mbps can be achieved 
[63, 64]. Wu et al. [65] achieved 3.22 and 2.93 Gb/s for carrier amplitude power (CAP) and 
OFDM, respectively, as the maximum aggregate data rates after individually optimizing red-
green-blue (RGB) chips. Helmi et al. [66] reported indoor wireless VLC transmission at 1 
Gb/s and an average bit error rate of 10-3 by designing and developing a high-speed MIMO-
OFDM VLC transmission system where they utilised wavelength division multiplexing 
(WDM) to achieve this performance. Furthermore, a fixed-length digital pulse interval 
modulation was proposed by Lei and Dianren achieving 1080 Mbps data rate with eight 
channels [63, 67, 68]. 
Link configurations are divided into four categories as illustrated in Fig. 2.2. Firstly, the 
directed line-of-sight (LOS) is mainly used outdoor, and it can be considered in the indoor 
Fig. 2. 1 Block diagram of a typical VLC system. 
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domain too, as shown in Fig. 2.2 (a). LOS links have a narrow field of view (FOV), and as 
such, they have a minimum optical path loss. Therefore, they provide high SNR and the 
lowest transmission power and hence offer the highest data rates. For instance, data rates of  
1.25 Gbps and 12.5 Gbps were reported in [69] and [70], using directed LOS OWC links. 
Furthermore, there is no multipath-induced ISI in this structure. Secondly, the non-directed 
LOS achieves a wide coverage area and is suitable for single-input multi-output (SIMO) 
applications with more user mobility as shown in Fig. 2.2 (b). Thirdly, non-line-of-sight 
(NLOS) has sub configurations based on the number of reflection points. For instance, if it 
has one it is referred to as a directed NLOS or first reflection and so on as shown in Fig. 2.2 
(c). It is also known as a diffuse system and is used to overcome the blocking or shadowing 
problem . This link is suitable for SIMO system applications as well. However, in this link, 
 
Fig. 2. 2 Link configurations (a) Directed line-of-sight (b) Non-directed line-of-sight (c) Non-line-
of-sight by first reflection and (d) Tracked link. 
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data rate is restricted to approximately 260 Mbps [71, 72] as the presence of intersymbol 
interference (ISI) and the resulting loss of pulse amplitude lead to restrictions on the 
maximum transmission speed based on the room size. The last configuration is the tracked 
link which takes place when the transmitter and receiver are mechanically steerable optics 
as shown in Fig. 2.2 (d). However, this link is expensive and complex. In this study, only 
the directed and non-directed LOS, and directed NLOS will be considered [55, 73]. 
2.2.1. Light Emitting Diodes 
LEDs and LDs are the incoherent and coherent OWC sources respectively. There are a 
number of advantages that an OWC transmitter offers including power reservation, high 
brightness in the visible spectrum for single wavelength or range of wavelengths, a long life, 
mercury absence and relatively small size display. Further advantages include the radiation 
pattern, the optical impulse response, E/O transfer, the electrical modulation bandwidth and 
the low drive current and forward voltage, all of which are key characteristics of optical 
transmitters. A high-directionality spectrum is required for OWC transmitters to achieve two 
targets: one is to accumulate as much transmission power as possible, and the other is to 
reduce the background ambient light. Light is generated due to the transition of an electron 
from an excited to a lower energy state. Therefore, there will be a difference of energy that 
leads to a radiative or non-radiative processes to create light or heat, respectively. This 
difference is related to the frequency and the wavelength by the following equation [8, 52, 
55, 74]: 
𝐸 = 𝐸2 − 𝐸1 = ℎ𝑓 =
ℎ𝑐
λ
      (2. 1) 
where 𝐸2 and 𝐸1 are the energies before and after the transition, ℎ =6.626×10
-34 J.s is 
Planck’s constant. 𝑓 , 𝑐 and λ are the frequency, speed of light and wavelength of light waves, 
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respectively. There are a number of types of p-n junction devices, one of which is the LED 
which gives off spontaneous optical radiation to generate light [62]. 
White LEDs are currently made by using two different techniques (i) combining GaN 
(Gallium Nitride) LED and YAG (Yittrium Aluminum Garnet) phosphor in the blue range 
(i.e.; 450nm-470nm) to glare white (ii) combining three types of LEDs (red, green and blue) 
to realise a white colour. Luminous intensity and transmitted optical power are important 
characteristics of LED light. Luminous intensity describes the brightness of an LED and it 
is the first derivative of energy flux with respect to a solid angle, Ω. It is expressed as [35]: 
𝐼 =  
𝑑Φ
𝑑Ω
       (2. 2) 
where 𝛷 is the luminous flux. We can rewrite the formula above using the energy flux 𝛷𝑒 
as [55]: 
Φ = 𝑘𝑚 ∫ 𝑉(𝜆)
780
380
Φ𝑒(𝜆)𝑑𝜆,      (2. 3) 
where 𝑉(𝜆) is the spectral luminous efficiency and 𝑘𝑚 is the maximum visibility which can 
be estimated to be approximately 683 lm/W when 𝜆 =555 nm.  
The transmitted optical power point to the total energy that is emitted by the LED and it is 
given by [68]: 
𝑃𝑡 = ∬ Φ𝑒
Λ𝑚𝑎𝑥
Λ𝑚𝑖𝑛
𝑑𝜃𝑑𝜆,      (2. 4) 
where Λ is the photodetector sensitivity and 𝜃 is the irradiance angle. 
2.2.2. Channel Modelling 
The channel impulse response gives an important information about the characteristics of 
the communication channel such as channel distortion, optical path loss and multipath 
dispersion. The study of an indoor optical wireless communication channel is made 
according to the directionality and the configuration link between the transmitter and 
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receiver. There is a directly proportional relationship between the generated photocurrent at 
the receiver and the instantaneous optical power that is incident upon the photodetector 
surface. Intensity modulation with direct detection (IM/DD) is simple and thus can be used 
in the optical channel. The mathematical model for the optical channel can be defined by 
[55]: 
𝑦(𝑡) = ℜ𝑥(𝑡) ⊗ ℎ(𝑡) + 𝑛(𝑡)     
= ∫ ℜ𝑥(𝜏)ℎ(𝑡 − 𝜏)𝑑𝜏 + 𝑛(𝑡)
∞
−∞
     (2. 5) 
where ℜ is the responsivity of photodetector, 𝑦(𝑡) is the photocurrent, 𝑥(𝑡) is the transmitted 
optical power, 𝑛(𝑡) is channel noise such as shot noise or thermal noise and it is modelled 
as additive white Gaussian noise (AWGN), ⊗ symbolises the convolution process and ℎ(𝑡) 
is the impulse response of optical channel in baseband and it is modelled by Gfeller and 
Bapst as follows [71]: 
ℎ(𝑡) =  {
2 𝑡0
𝑡3𝑠𝑖𝑛2(𝐹𝑂𝑉)
 ;       𝑡0  ≤ 𝑡 ≤  
𝑡0
cos (𝐹𝑂𝑉)
0                      ;                       𝑒𝑙𝑠𝑒𝑤ℎ𝑒𝑟𝑒
    (2. 6) 
where 𝑡0 is the minimum delay and 𝐹𝑂𝑉 is the field of view of the receiver. This model can 
be illustrated as shown in Fig. 2.3.  
Two constraints on the instantaneous transmitted optical signal are required. Firstly, 𝑥(𝑡) 
must be always non-negative, which means: 
x(t)  ≥ 0.        (2. 7) 
Secondly, the average of 𝑥(𝑡) must not exceed the average power requirement for eye safety 
requirements, which means [55]: 
Fig. 2. 3 An optical wireless communication system utilising baseband IM/DD.  
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𝑃𝑚𝑎𝑥  ≤  lim
𝑇→∞
1
2𝑇
 ∫ 𝑥(𝑡)
𝑇
−𝑇
 𝑑𝑡      (2. 8) 
where, 𝑇 is the period of signal 𝑥(𝑡). Generally, an indoor OWC channel is modelled based 
on the angular distribution utilising the Lambertian radiant intensity as shown in the 
following equation [55]: 
𝑅0(𝜃) =  {
(𝑚l+1)
2𝜋
 𝑐𝑜𝑠𝑚l(𝜃);          −𝜋/2 ≤ 𝜃 ≤ 𝜋/2
0                             ;                  𝜃 ≥  𝜋/2            
   (2. 9) 
where 𝑚𝑙 is the Lambertian emission which is given by [55]: 
𝑚𝑙 = 
− ln(2)
ln (cos(𝜃1/2))
       (2. 10) 
where 𝜃1/2 is semi-angle at half luminance of the LED Fig. 2.4 (a). We can now express the 
radiant intensity 𝑆(𝜃) by [55]: 
𝑆(𝜃) =  𝑃𝑡
(𝑚l+1)
2𝜋
 𝑐𝑜𝑠𝑚l(𝜃).      (2. 11) 
The photodetector has an active area 𝐴𝑟 which collects the incident light at the incident 
angle 𝜓, which must be less than that of the FOV of the photodetector as shown in Fig. 2.4 
(b). We can then define the effective collection area 𝐴eff by: 
𝐴eff(𝜓) =  {
𝐴𝑟 cos𝜓 ;                      0 ≤ 𝜓 ≤ 𝐹𝑂𝑉 
0 ;                                            𝜓 > 𝐹𝑂𝑉.
    (2. 12) 
If the concentrator is an ideal non-imaging with refractive index 𝑛, the optical gain can then 
be expressed as [55]: 
𝑔(𝜓) =  {
𝑛2
sin2 𝐹𝑂𝑉
;               0 ≤ 𝜓 ≤ 𝐹𝑂𝑉
0 ;                                 𝜓 > 𝐹𝑂𝑉
     (2. 13) 
In Chapter 3, we will discuss the impulse response for two scenarios that LOS and 
LOSNLOS scenarios in the VLC environment. 
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2.2.3. Photodetector 
A photodetector is a unique solid-state device used as an optical receiver. It generates an 
electrical current from the incident bright light on its surface based on the photoelectric effect 
in the depletion layer. The absorption process of photons creates electron-hole pairs as a 
result of electrons going to the N side and holes to the P side of the junction as shown in Fig 
2.5. There is a proportional square relationship between the generated photocurrent by 
photodetectors and the instantaneous received optical power over a greatly superior dynamic 
range. 
There are two types of photodetectors, namely, photodiodes and phototransistors. 
Photodiodes can be semiconductor pn junction, PIN photodiode or APDs. These types differ 
in the depletion layer size and gain. For instance, APDs provide gain whereas PINs do not 
and each have different bandwidth. Phototransistors are like photodiodes, except that there 
is an additional n-type region added to the photodiode and the response time of 
phototransistor is slower compared with a photodiode. The relation between the average 
photocurrent 𝐼𝑝 and the incident optical power 𝑃𝑝 or radiant flux in the basic steady-state 
operation can be modelled by the following expression [55]: 
𝐼𝑝 = 𝑞𝜂𝑖
𝑃𝑝
ℎ𝑣
 .      (2. 14) 
Fig. 2. 4 (a) The semi-angle at half luminance 𝜃1/2 of the transmitter (LED) and the 
irradiance light angle 𝜃, (b) The field of view of receiver (FOV) and the incident angle 𝜓 
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where q is the electronic charge, 𝜂𝑖 is the quantum efficiency of the device in electrons per 
photon, ℎ𝑣 is the photon energy, ℎ is the Planck constant (eVs) and 𝑣 is the photon  
frequency (m/s). The flux responsivity (ℛ) in amps per watt is the ratio of photocurrent to 
the received optical power and can be derived from (2.6) as follows [55]: 
ℛ =
𝑁𝑜.  𝑜𝑓 𝑒𝑙𝑒𝑐𝑡𝑟𝑜𝑛−ℎ𝑜𝑙𝑒 𝑝𝑎𝑖𝑟𝑠 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑/𝑠𝑒𝑐
𝑁𝑜.  𝑜𝑓 𝑖𝑛𝑐𝑖𝑑𝑒𝑛𝑡 𝑝ℎ𝑜𝑡𝑜𝑛𝑠/𝑠𝑒𝑐
=  
𝐼𝑝
𝑃𝑖
 =  
𝑞𝜂𝑖
ℎ𝑣
.   (2. 15) 
The responsivity can be rewritten based on the relation between the power and the length 
𝑥 of semiconductor (i.e. exp (−𝛼𝑥)) as shown in the following equation [55]: 
ℛ = 
𝑞𝜆
ℎ𝑣
(1 − 𝑅𝑓)(𝑒𝑥𝑝(−𝛼𝑥1) − 𝑒𝑥𝑝 (−𝛼𝑥2))    (2. 16) 
where 𝜆 is the wavelength of light, 𝑅𝑓 is the reflectivity at the entrance of the photodiode 
and 𝛼 is the absorption coefficient. The quantum efficiency is the probability of generating 
an electron-hole pair when a photon hits the active area of the photodiode and its typical 
values range between 0.7 to 0.9. The responsivity of APD can be greater than unity due to 
the fact that the gain can reach high values up to 300 [55]. 
2.2.4. Modulation Schemes 
Previous studies have proposed a number of modulation techniques and have thoroughly 
analysed a number of the constraints imposed such as the maximum average radiation, power 
efficiency and transmitted power [42]. The majority of practical OWC systems employ the 
IM/DD scheme for indoor and outdoor applications. In RF systems, the amplitude, frequency 
Fig. 2. 5 PIN Photodiode diagram. 
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and phase of the carrier signal are modulated by the information signal. Whilst they cannot 
be applied in optical system, the intensity of the optical carrier is modulated when data rate 
is small than 2.5 Gbps. There are a number of modulation schemes that have been deployed 
in optical systems such as quadrature amplitude modulation (QAM) utilizing discrete 
multitones (DMT), binary and multi-level modulation schemes, for instance, on-off keying 
(OOK) modulation and multi-level pulse amplitude modulation [5, 8, 75]. These are suitable 
for VLC systems and are based on LEDs. The main metrics to select the modulation scheme 
are: 
1. Bandwidth efficiency: theoretically the bandwidth is unlimited. However, the receiver 
bandwidth is limited by the photodetector area whereas multipath propagation confines 
the bandwidth of channel. Modulation schemes also affect the intersymbol interference 
(ISI). The efficiency of bandwidth 𝜂𝐵 is the ratio between achievable bit rate 𝑅𝐵 and 
bandwidth of the IR transceiver 𝐵 [55]: 
𝜂𝐵 = 
𝑅𝑏
𝐵⁄ .       (2. 17) 
The second parameter is known by the power efficiency which is the relationship 
between the bandwidth efficiency and the average duty cycle 𝛾 [55]: 
𝜂𝑝 = 
𝜂𝐵
𝛾⁄ .       (2. 18) 
2. Transmission reliability: reliability requires a minimum acceptable error rate. 
Modulation schemes should overcome a number of problems such as phase jitter due to 
signal power variations, pulse extensions and pulse distortion. 
3. Power efficiency: the average transmitted optical power for each modulation technique 
is limited because of safety regulations and illumination design. The power efficiency 
is the ratio between the pulse energy 𝐸𝑝𝑢𝑙𝑠𝑒 and the average energy per bit 𝐸𝐵: 
𝜂𝑝 = 
𝐸𝑝𝑢𝑙𝑠𝑒
𝐸𝑏
.        (2. 19) 
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These metrics must be taken into consideration in the selection of the modulation scheme 
based on bandwidth and power requirements. There are two common modulation schemes 
which are M-ary Pulse amplitude modulation (M-PAM) and L-pulse position modulation 
(L-PPM) [76]. The simplest modulation technique is OOK which is the lowest order of M-
PAM and has the lowest bandwidth efficiency and is easy to implement. In this technique, 
the amplitude of the electrical current is proportional to the optical power intensity. OOK is 
based on two levels where the pulse energy is used to transmit a binary one (L-level) whilst 
the bit zero is represented by an absence of energy (0-level) as shown in following relation: 
𝑃(𝑡) =  {
𝑃0;                          if   0 ≤ 𝑡 < 𝑇𝑏
0 ;                             𝑒𝑙𝑠𝑒𝑤ℎ𝑒𝑟𝑒       
    (2. 20) 
where 𝑃0 = 2 𝑃𝑎𝑣𝑔,  𝑃𝑎𝑣𝑔  is over the symbol interval and 𝑇𝑏  is the bit duration. The OOK 
technique has two sub-techniques which are return-to-zero (RZ) and non-return-to-zero 
(NRZ) as illustrated in Fig. 2.6. The data rate achieved by OOK modulation is below 4 Mbps 
using IrDA and Fast IR links [77]. The OOK signal can be given by [55]: 
∅𝑂𝑂𝐾(𝑡) =  
1
√𝑇
 𝑟𝑒𝑐𝑡(
𝑡
𝑇
)      (2. 21) 
where 
𝑟𝑒𝑐𝑡 (𝑡) =  {
1;               0 ≤ 𝑡 < T
0 ;               𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
     (2. 22) 
The time varying optical intensity can be represented by the basis function as: 
𝑥(𝑡) ∑ 2𝑃√𝑇 𝐴[𝑘]∅𝑂𝑂𝐾(𝑡 − 𝑘𝑇)
∞
𝑘= −∞    (2. 23) 
Fig. 2. 6 The OOK signal where S1(t) represents binary one and S0(t) represents binary zero. 
(a) NRZ scheme (b) RZ scheme (𝛾 = 0.5) 
 28 
 
where 𝐴[𝑘] ∈ [0, 1] and it must be uniform. OOK-NRZ has electrical power spectral density 
(PSD) that is different to the PSD of OOK-RZ. They are given by [55]: 
𝑃𝑆𝐷𝑂𝑂𝐾𝑁𝑅𝑍 (𝑓) = (𝑃𝑟ℛ)
2𝑇𝑏𝑠𝑖𝑛𝑐
2(𝜋𝑓𝑇𝑏)(1 + 𝑅𝑏𝛿(𝑓))    (2. 24) 
𝑃𝑆𝐷𝑂𝑂𝐾𝑁𝑅𝑍(𝛾=0.5) (𝑓) =  (𝑃𝑟ℛ)
2𝑇𝑏𝑠𝑖𝑛𝑐
2(𝜋𝑓𝑇𝑏)[1 + 𝑅𝑏 ∑ 𝛿 (𝑓 −
𝑛
𝑇𝑏
)∞𝑛=−∞  ] (2. 25) 
where 𝛿() is the Dirac delta function. The power spectral density are plotted in Fig. 2.7. The 
average optical power is the same for NRZ and RZ schemes. The power efficiency 𝜂𝑃 is 2 
for both but the bandwidth efficiency of NRZ (𝜂𝐵) is 1, whereas for the RZ scheme, it 
depends on the duty cycle such as if  𝛾=0.25, the bandwidth efficiency is 0.25 [7, 57, 78]. 
2.2.5. Noise in VLC Systems 
All communication channels inherently contain noise. The received signal at the receiver 
side has the least power while the noise is at its highest at the end of propagation. The noise 
is typically generated from three types of sources, except in the case of  APD where the noise 
can be generated from another noise type. 
2.2.5.1. Dark Current Noise 
The dark current noise is generated as a result of dark current generated in a circuit when 
there is no light incident on photodetector surface. Due to the reverse bias operation, a small 
Fig. 2. 7 The power spectral density (PSD) of the OOK-NRZ scheme and the 
OOK-RZ scheme. 
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reverse saturation current flow through the device. The current magnitude is dependent on 
factors such as temperature, the bias voltage and the material type. Typically, the amplitude 
of dark current is 100 pA and 10 pA for Si PIN photodiode and Si APD, respectively. 
2.2.5.2. Shot Noise 
The shot noise is generated by the dark current which is a combination of the two currents 
from bulk and surface leakage. It exists in all optical receivers and is the major source of 
noise in photodetectors. Variances for bulk current and surface leakage current are given by 
[55]: 
𝜎𝑑𝑏
2 = 2𝑞𝐼𝑑𝑀
2𝐹𝐵.      (2. 26) 
𝜎𝑑𝑠
2 = 2𝑞𝐼l𝐵.       (2. 27) 
where 𝐼𝑑 and 𝐼l are the dark and the surface leakage currents, respectively, 𝐹 = 〈𝑔
2〉 𝑔⁄  and 
〈𝑔2〉 is the mean-square current gain of the photodiode, 𝑞 is the electronic charge, B is the 
equivalent noise bandwidth and 𝑀 is the gain factor which is given by: 
𝑀 = 𝐼𝑇 𝐼𝑃.⁄         (2. 28) 
where 𝐼𝑇 is the average of the total output current and 𝐼𝑃 is the principal photocurrent without 
gain. The total variance of shot noise can be written as [79]: 
𝜎𝑠ℎ𝑜𝑡
2 = 𝜎𝑑𝑏
2 + 𝜎𝑑𝑠
2 = 2𝑞ℛ(𝑃𝑟−𝑠𝑖𝑔𝑛𝑎𝑙 + 𝑃𝑟𝐼𝑆𝐼)𝐵 + 2𝑞𝐼𝑏𝑔𝐼2𝐵  (2. 29) 
where 𝐼𝑏𝑔 is the photocurrent due to background radiation, 𝑃𝑟−𝑠𝑖𝑔𝑛𝑎𝑙 is the received optical 
power from the signal and 𝑃𝑟𝐼𝑆𝐼 is the desired received power from multipath [80]. 
2.2.5.3. Thermal Noise 
In general, all electronic devices (active or passive) have a load resistance 𝑅𝐿. Therefore, 
the thermal fluctuation of electrons with a random motion produce thermal energy even 
when there is no optical power or voltage applied to the photodetector. This noise source is 
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also referred to as the Johnson noise. Furthermore, it is white noise and its distribution is 
Gaussian with zero mean and its variance can be defined as [79]: 
𝜎𝑡ℎ
2 = 
8 𝜅𝑇𝑒
𝐺𝑜𝐿
𝐶pd𝐴𝐼2𝐵
2 + 
16𝜋2𝜅𝑇𝑒Γ
g𝑚
 𝐶pd
2 𝐴2𝐼3𝐵
3.   (2. 30) 
where 𝐵 is the bandwidth of the electrical filter, g𝑚is the FET transconductance, 𝜅 is the 
Boltzmann’s constant, 𝐶pd is the fixed capacitance of the photodetector per unit area, 𝑇𝑒 is 
absolute temperature, 𝐺𝑜𝐿 is the open-loop voltage gain, Γ is the FET channel noise factor, 
𝐴 is the photodetector area and 𝐼2 =0.562 and 𝐼3= 0.0868 are the noise-bandwidth factors [7, 
80-82].    
2.3. Multiple-Input Multiple-Output (MIMO) 
In recent years, indoor VLC systems have been demonstrated to provide good 
illuminations and at the same time realise reliable high data rate transmission. Such systems 
are typically equipped with multiple LEDs [83]. This fact results in an increasing throughput 
which is a requirement of the next generation of communication networks (i.e. fifth 
Generation (5G)) [8]. The large bandwidth of the visible range of the electromagnetic 
spectrum can be readily exploited to create optical multiple-input-multiple-output (MIMO) 
communication systems. MIMO techniques have been applied in many RF systems to 
achieve high data rates by increasing the spectral efficiency and to make the transmission 
more robust without increasing the data rate. MIMO-VLC based systems have become an 
attractive approach for naturally increasing the channel capacity, particularly in indoor 
environments. These systems can achieve Gbit/s data rates and have already been reported 
in [66, 84-86]. 
It is still unclear whether MIMO techniques for indoor OWC can provide gains because 
there is no fading effect indoor, especially if we only have LOS scenarios. However, there 
is a high correlation between indoor optical wireless links, to achieve  minor diversity gains. 
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i.e. MIMO techniques mostly depend on spatially uncorrelated channels. The benefits from 
OWC MIMO include increasing the throughput [87]. There are two main categories for 
MIMO-VLC: (a) Imaging MIMO, which is similar to a camera communication technique 
and needs an optical subsystem. (b) Non-imaging MIMO, which is simpler and robust 
against the mobility conditions as well as it employs multiple transmitters and multiple 
receivers to send and receive parallel data transmission. The receiver can receive data 
separately if it has full knowledge about the channel-state information (CSI) from the 
transmitted pilot signals (PS). Indoor VLC applications in homes and offices need to deal 
with more mobility and consider shadowing to make sure the link is available at all times. 
Therefore, if any shadowing takes place in any of the MIMO links, this will hinder the full 
knowledge of the CSI and as a result, cause a significant increase in the bit error rate (BER) 
[55, 57, 88]. 
2.3.1. The MIMO VLC Model 
An optical wireless MIMO-VLC transmission system employs four transmitters (4-LED 
array) utilising intensity modulation and direct detection (IM/DD) with four independent and 
simultaneously transmitted data stream by means of multiple incoherent light sources and 
multiple photodetectors is shown in Fig. 2.8 (a). The number of transmitters and receivers 
can be increased or decreased depending on the place size and the illumination footprint 
requirement without affecting the MIMO principle. 
The receiver array consists of four photodetectors (PD) elements (with optional non-
imaging concentrators). The receivers collect the light from transmitters, estimate the 
channel matrix and recover the original data using MIMO signal processing. Fig. 2.8 (b) 
describes the 4×4 VLC MIMO system. The conventional model for VLC MIMO system can 
be expressed by [85, 89]: 
𝑦 = 𝐻𝑥 + 𝑛        (2. 31) 
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where, y is the received signal vector, 𝐻 is the channel matrix, 𝑥 is the transmitted signal 
vector and 𝑛 is the AWGN vector. Equation (2.31) can be expanded further as follows: 
[
𝑦1
𝑦2
𝑦3
𝑦4
] =  [
ℎ11 ℎ12 ℎ13 ℎ14
ℎ21 ℎ22 ℎ23 ℎ24
ℎ31
ℎ41
ℎ32
ℎ42
ℎ33 ℎ34
ℎ43 ℎ44
] . [
𝑥1
𝑥2
𝑥3
𝑥4
] + [
𝑛1
𝑛2
𝑛3
𝑛4
]    (2. 32) 
The input data 𝑆𝑑 ∈  {1,0} is sent to the serial to parallel converter. This converter gives 
outputs which are a parallel data streams and subsequently, these outputs are DC-level 
shifted to apply to the IM LED transmitter 𝑇𝑥𝑗. The transmitted signals are 𝑥𝑗 where 𝑗 =
1,2, . . . 𝑀 and 𝑀 is the number of LEDs at the transmitter side [8, 87, 90]. 
All data streams are transmitted at the same time. Every receiver will receive a signal 
which is a linear combination of all 𝑥𝑗. The retrieval process of the transmitted data from 
multiplex signal is based on estimating the channel coefficients between each transmitter 𝑇𝑥𝑗 
and receiver 𝑅𝑥𝑖. These channel coefficients are called the CSI matrix (H matrix). In other 
Fig. 2.8 (a)  A 4×4 VLC MIMO system (b) Block diagram of the 4×4 VLC MIMO system. 
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words, the channel gain ℎ𝑖𝑗 denotes the gain for the channel between 𝑇𝑥𝑗 and 𝑅𝑥𝑖, where 𝑖 is 
the number of PDs at the receiver side, (i.e.; the channel coefficient is ℎ𝑖𝑗, which is the gain 
between 𝑗𝑡ℎ transmitter and the 𝑖𝑡ℎ receiver (1 ≤ 𝑖 , 𝑗 ≤ 𝑀)).  
 2.3.2. MIMO Receivers 
To cancel the effect of the channel matrix (H) at the receiver side, the received signal 
vector (y) is transformed using a matrix equaliser to obtain an estimation of the transmitted 
signal vector (x). There exist a number of criteria that can be used to estimate the channel 
coefficients which can be divided into two types of equalisers: Linear equalisers such as 
Zero-Forcing (ZF) and Minimum Mean Squared Error (MMSE). Whilst nonlinear equalisers 
such as decision feedback equaliser (DFE), maximum likelihood (ML) equaliser and sphere 
decoding. In this study, we present and used the linear equalisers as follows [89, 91]: 
2.3.2.1. Zero-Forcing (ZF) Equaliser 
Zero Forcing equaliser is a low complexity linear equaliser that owes its name due to the 
fact that it minimises the ISI to zero and gives a flat frequency response and a linear phase 
from the combination of the channel characteristics and the equaliser [92]. However, this 
equaliser has its disadvantages such as noise amplification and the need for accurate 
estimation of the channel state information (CSI) to achieve proper operation. The estimated 
signal vector, ?̂?, using the ZF equaliser which chooses the minimum error vector (least 
squares solution) and is given by: 
  ?̂?  =  argmin‖𝑦 − 𝐻𝑥‖2,         (2. 33) 
𝑑‖𝑦−𝐻𝑥‖2
𝑑𝑥
= 
𝑑(𝑦−𝐻𝑥)𝑇(𝑦−𝐻𝑥)
𝑑𝑥
,      (2. 34) 
−2𝐻𝑇?̅? + 2𝐻𝐻𝑇?̂? = 0,      (2. 35) 
?̂? =  (𝐻𝑇𝐻)−1𝐻𝑇?̅?.       (2. 36) 
?̂? =  (𝐻𝐻𝐻)−1𝐻𝐻?̅?.       (2. 37) 
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where the equation (2.41) is used for the real channel matrix, whereas equation (2.42) is for 
the complex channel matrix and (𝐻𝐻𝐻)−1𝐻𝐻 = 𝐻† is the pseudo inverse of channel matrix 
H. We should also note that the existence of an inverse cannot always be guaranteed as is 
the case where the matrix does not have full rank and is thus not invertible. 
2.3.2.2. Minimum Mean Squared Error (MMSE) Equaliser 
In this technique, the squared error of a random variable is first computed and its mean 
taken. The mean value represents a very critical difference in statistics. This MMSE 
equaliser is a linear equaliser, and it works to alleviate ISI and reduce the noise as well. The 
mathematical model of MMSE equaliser is given as: 
?̂? = argmin𝐸‖?̂? − 𝑥‖2,       (2. 38) 
=  argmin𝐸{‖𝐶̅𝑇?̅? − 𝑥‖2},       (2. 39) 
Then, the equaliser matrix is given as: 
𝑐̅ =  𝑃𝑑  (𝑃𝑑𝐻𝐻
𝑇 + 𝜎𝑛
2 𝐼)−1 𝐻      (2. 40) 
where 𝑃𝑑 and 𝜎𝑛
2 are the powers of the transmitted signal and the noise at the receiver 
respectively. Finally, the LMMSE equalizer for the MIMO system is given as: 
?̂? =   𝑃𝑑 (𝑃𝑑𝐻𝐻
𝑇 + 𝜎𝑛
2 𝐼)−1 𝐻 ?̅?       (2. 41) 
?̂? =   𝑃𝑑 (𝑃𝑑𝐻𝐻
𝐻 + 𝜎𝑛
2 𝐼)−1 𝐻 ?̅?       (2. 42) 
where (2.46) is used for a real channel matrix whereas equation (2.47) is used for a complex 
channel matrix. The above equation can be rewritten as [89]: 
?̂? =    (𝐻𝐻𝐻 + 
1
𝑆𝑁𝑅
 𝐼)
−1
 𝐻 ?̅?       (2. 43) 
where 𝑆𝑁𝑅 =
𝑃𝑑
𝜎𝑛
2. Here, at high SNR, the MMSE equalizer approaches the ZF equalizer [93]. 
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2.4. Indoor VLC Positioning Techniques 
In general, radio-band satellite-based positioning technologies (i.e. GPS) have been 
widely used for a number of years mostly for outdoor applications. However, GPS cannot 
be used in indoor environments (homes, factories, offices, tunnels, etc.) due to the significant 
signal attenuation by walls and enclosed objects [16, 94].  In addition, the location error in 
commercial GPS systems is in the order of a few meters, thus making them less attractive 
for indoor applications where a more accurate (i.e. a few centimetres e.g. in manufacturing 
and shopping environments) localisation is required. In indoor environments, there are a 
number of positioning schemes based on radio frequency wireless technologies such as 
wireless local area network (WLAN), Wi-Fi and Bluetooth which offer a range of accuracy, 
coverage and installation cost [17, 95, 96]. 
There are many techniques for positioning in indoor environment that can be used based 
on the user output including techniques utilising LEDs and are free of interferences from 
others working in different rooms. In other words, these are the same techniques that have 
been employed in Wi-Fi networks [97]. Indoor positioning algorithms in Wi-Fi networks 
can be categorized as: 
 Proximity algorithm: Range-free algorithm which is based on the transmission range for 
a fixed node and a mobile node. In this case, if the power level is weak, this means that 
the mobile node might be out of the transmission range. 
 Fingerprinting localisation algorithm estimate the user’s position using two stages. The 
first stage is an offline learning or training stage to find the channel characteristics using 
received signal strength indication (RSSI), SNR and probability distribution of the 
estimated signal. Secondly, the online or runtime stage, where the user compares the 
data gathered from runtime and the training dataset from training stage to obtain the 
location[98]. 
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 Trilateration/triangulation algorithm uses the geometrical dependencies between the 
user and transmitters whereas the trilateration method uses the distances and the 
angulation method uses the angles between the mobile node and transmitters [99]. The 
following subsections will explained some of the previous research on sub-techniques 
that utilise the trilateration and angulation methods in VLC environments [18, 100-102]  
2.4.1. Time of Arrival (TOA) 
The TOA technique uses the signal propagation time to determine the user’s position, i.e. 
it is based on the time for the signal to travel from the transmitter to the receiver [18]. This 
method is sometimes referred to as Time of Flight and is utilised in GPS systems as well. 
The majority of current research points that the speed of light 𝑐 is 3/2  of the propagation 
speed 𝑣. Therefore [99]: 
𝑑 = 𝑣. 𝑡𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑡𝑖𝑜𝑛 = 
2
3
 . 𝑐. 𝑡𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑡𝑖𝑜𝑛     (2. 44) 
where 𝑡𝑝𝑟𝑜𝑝𝑎𝑔𝑎𝑡𝑖𝑜𝑛 is the propagation time and  𝑑 is the distance between the mobile node 
and the transmitters. The first step is to measure the propagation time and the  subsequent 
step is based on the estimation process for the distances between the mobile node and the 
transmitters using equation (2.34) and utilising trilateration method to estimate the location 
of the user (mobile node). This technique requires an accurate synchronization between the 
transmitters and the receiver [99]. In [20, 103], the Cramer-Rao bound (RCB) of TOA-based 
ranging for an indoor positioning system achieved very accurate distance estimates with 
perfect synchronization based on the room’s geometry, the frequency, the transmitted signal 
power and the LED and PD characteristics. The average positioning error ranged between 2 
and 6 cm [33, 104]. 
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2.4.2. Time Difference of Arrival (TDOA) 
The study of the difference in arrival times between signals at multiple transmitters is used 
to determine the relative position of the user and is the main idea behind the TDOA method 
[18] and it is similar to Time-of-Arrival technique (TOA). The positioning system generates 
two simultaneously transmitted signals with different propagation speeds (𝑣1and 𝑣2) through 
additional hardware. The difference in time  (𝑡𝑑𝑖𝑓) between the two signals arrival can be 
given by [99]: 
𝑡𝑑𝑖𝑓 = 𝑡2 − 𝑡1 = 
𝑑
𝑣2
− 
𝑑
𝑣1
,        (2. 45) 
𝑑 =  
𝑣1𝑣2
𝑣1−𝑣2
 𝑡𝑑𝑖𝑓       (2. 46) 
where, 𝑑 is the distance between the transmitter and the receiver. 
In [105], Nah et al. reported a VLC positioning model based on coherent heterodyne 
detection and simulated the system using MATLAB, achieving accuracies of less than 2 cm 
in positioning the target receiver. In [32], S-Y Jung et al. proposed a localization algorithm 
by using the phase difference and TDOA and evaluated it using computer simulations and 
obtained an average location error of 1.8 mm. In [106], Kim et al.; proposed and analysed a 
VLC-based location based service (LBS) and the mean of positioning error was around 0.14 
meter. 
2.4.3. Angle of Arrival (AOA)  
The AOA technique is based on the intersection of several pairs of angle direction lines, 
each formed by the circular radius between the transmitter and the device’s user [18, 107]. 
We assume that the position of the user is (𝑥𝑢, 𝑦𝑢), the transmitter’s position is (𝑥Tx𝑖, 𝑦Tx𝑖) 
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and the angle between the transmitter and the user is 𝜙𝑖 as shown in Fig. 2.9. Thus, the 
position of user is given by: 
 𝑥𝑢 = 𝑥Tx𝑖 + 𝑑Tx𝑖,𝑢. cos 𝜙𝑖      (2. 47) 
 𝑦𝑢 = 𝑦Tx𝑖 + 𝑑Tx𝑖,𝑢. sin 𝜙𝑖      (2. 48) 
where 𝑖 = 1, 2, 3…𝑁,𝑁 is the number of transmitters and 𝑑Tx𝑖,𝑢 is the distance between the 
user and the transmitter and it can be estimated via:  
?̂? =  𝐻?̂?
†
𝑢𝑥𝑦      (2. 49) 
We can rewrite (2.54) using the matrix form as follows [99]: 
[
 
 
 
 
− cos𝜙1
0
⋮
0
cos𝜙1
cos𝜙2
−cos𝜙2
⋮
0
0
0
cos𝜙3
⋱
0
0
…
…
⋱
⋱
…
0
0
⋮
cos𝜙𝑁
−cos𝜙𝑁]
 
 
 
 
. [
𝑑1,𝑢
⋮
𝑑𝑁,𝑢
] =  [
𝑥1 − 𝑥2
⋮
𝑥𝑁−1 − 𝑥𝑁
]  (2. 50) 
[
 
 
 
 
− sin𝜙1
0
⋮
0
sin𝜙1
sin𝜙2
−sin𝜙2
⋮
0
0
0
sin𝜙3
⋱
0
0
…
…
⋱
⋱
…
0
0
⋮
sin𝜙𝑁
−sin𝜙𝑁]
 
 
 
 
. [
𝑑1,𝑢
⋮
𝑑𝑁,𝑢
] =  [
𝑦1 − 𝑦2
⋮
𝑦𝑁−1 − 𝑦𝑁
]  (2. 51) 
Islam and Klukas [108] proposed an inertial navigation system (INS) with loosely coupled 
AOA and INS with tightly coupled AOA to achieve average errors of 2.34 cm and 1.67 cm, 
respectively, while using the AOA technique only achieved an average error of 4.21 cm. In 
[79], an AOA estimation algorithm using circular-PD array and truncated-weighting method 
to improve the accuracy was proposed by S. Lee and S. Jung.  
Fig. 2.9 VLC positioning using the AOA technique. 
 39 
 
2.4.4. Received Signal Strength Indication (RSSI) 
An RSSI trilateration method is widely employed in VLC-based localization, which 
requires at least three lighting sources installed on the ceiling to achieve positioning. This 
method uses the received power (the received signal strength) levels that are determined at 
the receiver to estimate the distances between the transmitters and the receiver. Assume that 
the transmitters’ positions are (𝑥𝑖 , 𝑦𝑖) and that they are known, where 𝑖 = 1, 2, 3 … 𝑁 (𝑁 is 
the number of transmitters). The position of the user (𝑥𝑢 , 𝑦𝑢) can then be calculated by [99]: 
(𝑥𝑖 − 𝑥𝑢)
2 + (𝑦𝑖 − 𝑦𝑢)
2 = 𝑑𝑖
2.     (2. 52) 
Equation (2.57) can be rewritten in a matrix form as follows [99]: 
2. [
(𝑥𝑛 − 𝑥1) (𝑦𝑛 − 𝑦1)
⋮ ⋮
(𝑥𝑛 − 𝑥𝑛−1) (𝑦𝑛 − 𝑦𝑛−1)
] . [
𝑥𝑢
𝑦𝑢
] =  [
(𝑑1
2 − 𝑑𝑛
2) − (𝑥1
2 − 𝑥𝑛
2) − (𝑦1
2 − 𝑦𝑛
2)
⋮
(𝑑𝑛−1
2 − 𝑑𝑛
2) − (𝑥𝑛−1
2 − 𝑥𝑛
2) − (𝑦𝑛−1
2 − 𝑦𝑛
2)
] (2. 53) 
where 𝑑𝑖 is the distance between transmitter 𝑖 and the receiver, which is estimated by the 
Friis transmission equation as [6]: 
𝑃rx = 𝑃tx ∗ 𝐻(𝑑) ∗  𝐺rx,     (2. 54) 
 where 𝑃rx and 𝑃tx are the received and transmitted signal power respectively, 𝐺rx is the 
receiver gain and 𝐻(𝑑) is the channel gain which is a function of the distance 𝑑 [12, 20-22, 
109-114]. We can be able to compare the positioning techniques as presented in Table 2.2. 
From the comparison as shown in Table 2.2. we have selected RSSI technique to use in this 
work because of this method does not require synchronization. 
Table 2.2. The comparison between the VLC positioning techniques [18] 
 TOA TDOA AOA RSSI 
Accuracy Moderate-to-high Moderate-to-high Low-to-Moderate Moderate 
Synchronization Yes (precisely) Yes (precisely) No No 
Position calculation Network Network Network Network 
Implementation in 
one-way way 
positioning 
Yes Yes Yes Yes 
Complexity Complex Most Complex 
More complex than 
RSSI 
Simplest 
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2.5. Related Work for RSSI Technique in VLC 
System 
The RSSI trilateration method is widely employed in VLC-based localizations and 
requires at least three lighting sources installed on the ceiling to achieve positioning. There 
are a number of previous researches on the RSSI technique in VLC positioning. However, 
these works made different assumptions and had different accuracies.  For instance, the first 
assumption is a LOS and did not consider the effect of noise. As an example, the Epsilon 
system was implemented and evaluated by Liqun et al., in [115] and is based on the measured 
received signal strength (RSS) at a receiver using the following equation: 
𝑃𝑟 = 𝐶. sin(𝜏𝜋 𝑇⁄ ).
cos𝜃 cos𝜙
𝑑2
     (2. 55) 
where 𝐶 and 
𝜏
𝑇
 are the per-LED constant related to the maximum emission power and the 
current duty cycle of the LED, both included in its beacon. The positioning accuracies are 
0.4 m, 0.7 m and 0.8 m for three typical environments. Yiqing et al. [116] have proposed an 
indoor localization scheme. This is known as Lightitude based on visible received light 
strength (RLS) and COST devices using this equation [116]: 
𝐿𝑠 =
𝐿0
𝑑2
cos(𝜙)𝑒−((𝜃−𝜃0)/𝛿)
2
     (2. 56) 
where 𝐿0 is the maximum RLS while 𝜃0 and 𝛿 are constant, 𝑑 is the distance between the 
transmitter and the receiver and can be obtained by a one-for-good calibration to achieve a 
mean accuracy of 1.93 m and 2.24 m in two different environments. In [117], [118] and 
[119], a positioning algorithm based on the extinction ratio (ER) distributions was reported 
by Yang et al. which can be expressed as [117]: 
𝐸𝑅 =  10 log10(𝑃1 𝑃0⁄ )  = 20 log10(𝑉1 𝑉0⁄ )    (2. 57) 
where 𝑉1 and 𝑉0 are the high and low voltage values respectively using the trilateration 
method. That algorithm achieved extremely low average distance errors of 1.5787 cm, < 3 
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cm and 1.689 cm for references [117], [118] and [119] respectively. Jia Ziyan proposed in 
[16] an indoor VLC positioning system for indoor WSN based on hybrid method of the RSSI 
technique and the range-free VLC method in Rician fading environments. The accuracy was 
good with lower power consumption and with very small numbers of packets. In [120] and 
[121], Sertthin et al. proposed a switching estimated receiver position (SwERP) scheme 
using root mean square error distance (RMSED) which is given by [122]: 
𝑅𝑀𝑆𝐸𝐷 =  √
1
𝑛
∑ 𝐸𝑟𝑟𝐷𝑖
2𝑛
𝑖=1      (2. 58) 
where 𝐸𝑟𝑟𝐷𝑖 is the error distance of each experimental result and 𝑛 is the number of 
experiments. This work is based on embedding 6-axis sensor and resulting in an accuracy of 
298 mm under different field of view (FOV) configuration. Indoor three and two 
dimensional (3D and 2D) positioning systems were reported by Tuan and Jang in [18, 123] 
and are based on the following equation to calculate the distance between a user and a 
transmitter 𝑖: 
dr,i = √Cotp Pr,i⁄       (2. 59) 
where Cotp is the optical constant related to the parameters of the VLC environment. The 
proposed system aims to improve the accuracy of VLC indoor positioning but the number 
of localization packets is quite large. In [35], Yong et al. proposed a new indoor 3D and 2D 
positioning system using a location code and a spatial distribution map based on the 
extinction ratio (ER) of location code which is the ratio of electrical power level of the 
location code. The positioning errors were found to be smaller than 3 cm and 12.3 cm for 
2D and 3D positioning systems, respectively. The indoor VLC localization based on the 
received signal strength ratio (RSSR) and three equations was proposed by Jung et al. [124]. 
They presented the received power as: 
𝑃𝑟 = 𝑘
1
𝑑𝑛+3
       (2. 60) 
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where 𝑘 =  
𝑚+1
2𝜋
𝐴𝑅ℎ
𝑚+1𝑃𝑇, 𝑃𝑇 is the source power and ℎ is the height of the room. The 
average and maximum of positioning error were 1.12 cm and 3.65 cm, respectively. An 
indoor positioning was demonstrated by Hann et al. in [125] using the correlation values 
between the received data and each address vector as a result to get correlation sum ratio 
(CSR). The distance error has maximum and average values of 1.495 cm and 0.651 cm 
respectively. Indoor location estimation was proposed using RSSI and the relative position 
between multiple optical receivers by Yang in [126]. The maximum estimated position 
obtained was smaller than 1.5 cm of error and the average was 0.65 cm in symmetric and 
asymmetric circular pattern. In [110], Yamaguchi et al. designed and evaluated an indoor 
positioning system using optical orthogonal codes (OOC) theory, code mapping table and 
trilateration method based on [110]: 
𝑑 = √
(𝑚+1)𝐴𝑃𝐷𝑇𝑠(𝜓)𝑔(𝜓) cos𝑚+1(𝜙)𝑃𝑡
2𝜋𝑃𝑟
    (2. 61) 
The maximum and mean of location errors are 0.403 m and 0.08 m respectively. Three 
dimensional indoor VLC positioning algorithm based on nonlinear estimation and RSSI 
technique was proposed by Wenjun, et al. in [127]. They used the following RSSI equation: 
𝑑𝑖 = √
(𝑚+1)𝐴 𝑇𝑠(𝜓)𝑔(𝜓)𝑃𝑡ℎ2
2𝜋𝑃𝑟𝑖
4
     (2. 62) 
and non-linear estimation to minimize the error defined as: 
𝑆̅ =  ∑ (√(?̃? − 𝑥𝑖)2 + (?̃? − 𝑦𝑖)2 + (?̃? − 𝑧𝑖)2 − 𝑑𝑖)
24
𝑖=1 .   (2. 63) 
The RMS error was 0.0464 m of the 3D positioning system. In [128], Iturralde et al. have 
proposed a novel location system using VLC and location identification based on dynamic 
active radio frequency identification (RFID) calibration (LANDMARC) algorithm with 
adoption of a mathematical formulation using quadratic equations and the trilateration 
method to minimize the location estimation error compared to the LANDMARK algorithm 
[123]. In [31], Cossu et al. reported LOS localization OWC algorithm in a 1-D indoor 
positioning system. However, there were not any values on location error average. In [34, 
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53], Hyun-Seung et al. proposed an indoor VLC positioning using RF carriers allocation 
based on the following equations [34]: 
𝑑𝑒𝑖 = √𝐶𝑜𝑝𝑡 𝑃𝑟𝑖⁄ =  √𝐶𝑅𝐹 𝑃𝑅𝐹𝑖⁄
4 .     (2. 64) 
where 𝑃𝑟𝑖 and 𝑃𝑅𝐹𝑖 are the received optical power and the RF received power respectively. 
The adjusted distance 𝑃𝑟𝑖 can be expressed as [34]: 
𝑑𝑐𝑖 = 𝑊𝑖𝑑𝑒𝑖 = (𝐶𝑛 𝑑𝑒𝑖⁄ )
𝑛𝑑𝑒𝑖,        0 ≤ 𝑛 ≤ 1    (2. 65) 
where 𝑊𝑖 is a weighting factor, 𝑛 and 𝐶𝑛 are the normalizing factor and the normalizing 
constant, respectively, 𝑑𝑒𝑖 is the estimated distance and 𝑑𝑐𝑖 is the adjusted distance. This 
technique has an average positioning error of 141.1 cm and 2.4 cm with and without using 
the adjustment process for different values of semi-angle respectively. A novel indoor 
localization by Wang et al. in [129-131]. It is dependent on the RSSI technique using the 
following equation: 
𝑃𝑟
𝑆𝑟
=
2𝑃𝑟
𝜋𝜔2
exp (
−2𝑟2
𝜔2
).      (2. 66) 
where, 𝑆𝑟 is the receiver’s area and 𝜔 is the beam footprint of the localization beam. The 
results in this demonstration show that an average positioning precision of ≈ 15 cm with the 
ability to reduce the positioning time by 80% [129], while it was  ≈ 5.26 cm for work [130]. 
However, in [131], the authors used the signal incident angle (𝛼𝑖𝑛,𝑥, 𝛼𝑖𝑛,𝑦) to estimate the 
distance and the results show that an average localization accuracy of 3.81 cm. In [132], 
Saadi et al. presented an indoor positioning system based on RSS of LED, and TDM was 
used to incorporate angle information at the receiver and different frequencies for LED1 and 
LED2. The precision of the proposed algorithm is ≈13 cm even in the presence of moderate 
noise. 
The second assumption is a LOS scenario in the presence of noise while the SNR is very 
high, meaning that the noise has little effect. For instance, in [133], Zhang and Kavehrad 
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proposed a 2D indoor localization based on LED and the difference in transmitted power 
between 0s and 1s at the transmitter side 𝑃𝑑𝑖𝑓𝑓,𝑡 and at the receiver side 𝑃𝑑𝑖𝑓𝑓,𝑟: 
𝑑𝑒𝑠𝑡 = √
(𝑚+1)𝐴 cos𝑚(𝜙)𝑇𝑠(𝜓)𝑔(𝜓) cos(𝜓)𝑃𝑑𝑖𝑓𝑓,𝑡
2𝜋𝑃𝑑𝑖𝑓𝑓,𝑟
.    (2. 67) 
From the results, the localization error was higher than 5 cm when the average SNR is 30 
dB only. An asynchronous indoor positioning system was introduced by Zhang et al. in [134] 
using VLC technology and least square estimation for two scenarios (direct and sunlight 
exposure) and with accuracy of 17.25 cm and 11.2 cm, respectively. In [135], Luo et al. 
proposed an indoor VLC positioning system using dual tone multi-frequency (DTMF) 
technique without the need for clock synchronization and the system was analysed both in 
time and frequency domains. The average positioning error from this technique was 18 
millimeters when the SNR = 10 dB. In [136], Jaechan Lim published a paper in which the 
author described an indoor positioning system based on RSS measurement and trilateration 
using the least square (LS) method and the maximum likelihood (ML) estimator. The results 
show that the ML method is better than the LS method by approximately 10 dB gain for 10 
cm error. In [137], Bangjiang Lin et al. proposed an indoor VLC positioning system using 
orthogonal frequency division multiplexing access (OFDMA) scheme with a mean 
positioning error of 1.32 cm and error vector magnitude (EVM) of 12 cm when the SNR > 
10 dB. 
The third assumption is an LOSNLOS scenario in the absence of noise as described in 
[138] where Wenjun et al investigated the impact of multipath reflections on the positioning 
accuracy of indoor VLC positioning system using the RSS technique with a linear LS 
estimation approach and combined deterministic and modified Monte Carlo (CDMMC). The 
root mean square (RMS) error was 0.0423 m when the reflections were neglected and it was 
0.8064m when the reflections were considered. However, the authors calculated the RMS 
error for two types of estimations: linear and non-linear [139]. The RMS error was 0.5589 
m and 0.4642 m for linear and non-linear estimations respectively for the whole room. In 
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[140], Abd Elkarim et al. presented two lighting systems that are distinct and provide a 
uniform lighting system based on the RSSI technique as defined in: 
𝑑0 = √
(𝑅𝑃𝑡(𝑚+1)𝐴𝑇𝑠(𝜓)𝑔(𝜓)ℎ𝑚+1)2
4𝜋2𝑃𝑒𝑙𝑒.
2𝑚+6
    (2. 68) 
where, 𝑃𝑒𝑙𝑒 is the output electrical power from the PD. The mean localization errors were 
0.0462 mm and 4.3 mm for distinct and uniform lighting respectively when assuming only 
a LOS. However, the mean localization errors were 14.98 cm and 9.61 cm for distinct and 
uniform lighting respectively when considering the effect of diffuse reflections. In [141], 
Keon et al. developed an indoor localization device based on TDM using bit stuffing method 
(to avoid light flickering and to prevent inter-pulse interference) as well as the RSSI 
technique which is presented as: 
𝑙 = 𝑎1𝑒
−𝑏1𝑆 + 𝑎2𝑒
−𝑏2𝑆     (2. 69) 
where 𝑙 is the distance between the light source and receiver, S is the signal strength measure 
and 𝑎1, 𝑎2, 𝑏1 and 𝑏2 are values from experimental setup. The maximum and mean of 
location errors were 3.89 cm and 1.68 cm in simulation whereas 10.29 cm and 3.24 cm in 
experiment respectively. 
The fourth assumption is a LOSNLOS scenario in the presence of noise and was studied 
in a small number of work such as in [142] by Zhuo et al. where the authors proposed the 
novel indoor positioning algorithm using VLC environment based on the signal received at 
the mobile terminal (ML), which is expressed by: 
𝑟𝑀𝑇(𝑡) =  𝑃0 ∑ 𝑆𝑖(𝑡) ⊛ ℎ𝑖(𝑡) + 𝑛(𝑡)
4
𝑖=1     (2. 70) 
where, 𝑃0 is the emitted power from each LED. This provides a positioning resolution higher 
than 0.5 mm but the noise level was minuscule (i.e. the noise power level is -140 dBm to -
180 dBm). In [143, 144], Aminikashani et al. reported a positioning algorithm based on the 
RSSI technique which can be presented by: 
𝑑𝑚+3 = 
(𝑚+1)𝐴𝑇𝑠(𝜓)𝑔(𝜓)(H−h)
𝑚+1
2𝜋𝑃
      (2. 71) 
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Table 2.3. The classification of the RSSI techniques in the VLC positioning systems. 
No. author's name reference VLC environment Modulation scheme Noise  Accuracy 
Noiseless LOS scenario 
1 Liqun, et al. [115] 20×20×3 m3 BFSK No 0.4 & 0.7 &0.8 m 
2 Yiqing, et al. [116] 720m2, 960m2 not specified No 1.93 & 2.24 m 
3 Yang, et al. [117] 90×90×150 cm3 NRZ-OOK No 1.57587 cm 
4 Yang, et al. [118] 1.5×1.5×2.0 m3 FDM No < 3 
5 Yang, et al. [119] 80×80×150 cm3 TDM No 1.689 cm 
6 Jia Ziyan [16] 8×8×3 m3 not specified No not specified 
7 Sertthin, et al. [120] 1.2×5×2.05 m3 SC-4PPM No 331.5 &672.5 mm 
8 Sertthin, et al. [121] not specified not specified No 298 & 463 mm 
9 Tuan & Jang [18] not specified not specified No not specified 
10 Yong, et al. [35] 1.5m×1.5m×2.35m not specified No 3 & 12cm  
11 Jung, et al. [124] 5×5×3 m3 TDM  No 1.12 cm 
12 Hann, et al. [125] 30×30×50 cm3 RZ-OOK No 0.651 cm 
13 Yang, et al. [126] 2×2×2 m3 QPSK No 0.65 cm 
14 Yamaguchi, et al. [110] 36×12×3 m3 not specified No 0.08 m 
15 Wenjun, et al. [127] 6×6×3.5 m3 OOK-TDM No 0.0464 m 
16 Iturralde, et al. [123, 128] 10×10×20 m3 not specified No not specified 
17 Cossu, et al. [31] not specified OFDM No not specified 
18 Hyun-Seung, et al. [34] 60×60×60 cm3 QPSK No 141.1 & 2.4 cm 
19 Hyun-Seung, et al. [53] 60×60×60 cm3 QPSK No 6 cm 
20 Wang, et al. [129] 5×4×3 m3 not specified No < 15 cm 
21 Wang, et al. [130] not specified OOK No ≈ 5.26 cm 
22 Wang, et al. [131] not specified OOK No ≈ 3.81 cm 
23 Saadi, et al. [132] 3×3×2 m3 TDM No ≈ 13 cm 
Noisy LOS scenario 
24 Zhang, et al. [133] 6×6×4 m3 OOK 30dB ≈ 5 cm 
25 Zhang, et al. [134] 6×6×4 m3 OOK 30dB 17.25 &11.2cm 
26 Luo, et al. [135] 2×2×2 m3 not specified 10dB 18 mm 
27 Jaechan Lim [136] 6×6×4 m3 OOK 15dB 10 cm 
29 Bangjiang, et al. [137] 10×10×9 cm3 QPSK -OFDMA 10dB 1.32 cm  
Noiseless LOSNLOS scenario 
30 Wenjum, et al. [138] 6×6×3.5 m3 OOK No 0.0423 &0.8064m 
31 Wenjum, et al. [139] 8×8×3.5 m3 OOK No 0.5589 &0.4642m 
32 
Abd Elkarim, et 
al. 
[140] 5×5×4 m3 not specified No 
0.0462 &4.3 mm 
14.98 &9.61 cm 
33 Keon, et al. [141] 120×120×170 cm3 not specified No 
3.89 &1.68 cm 
10.29 & 3.24cm 
Noisy LOSNLOS scenario 
34 Zhuo, et al. [142] 3×3×3 m3 RZ-OOK 
-140 
dBm, -
180 dBm 
0.5 mm 
35 
Aminikashani, et 
al. 
[143, 144] 6×6×3.5 m3 OFDM, OOK 
15dB, 
25dB 
0.2609 & 1.01m 
36 Wei Xu, et al. [145] 6×6×3 m3 not specified 10 dB 6 & 4 cm  
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where, H is the height of the transmitter, ℎ is the height of the receiver and 𝑃 is the power 
attenuation. The mean of positioning errors was 0.2609 m and 1.01 m for OFDM and OOK 
modulation schemes respectively when the SNR is 15 dB and 25 dB with different number 
of subcarriers. In [145], Wei Xu et al. presented an indoor positioning scheme for VLC 
system using multi-PDs and the RSSI technique based on the following equation: 
𝑑 =  √
𝑚+1
2𝜋
𝐴ℎ𝑚+1
𝑃𝑡
𝑃𝑟
𝑚+3
      (2. 72) 
where, 𝐴 is the PD area, and ℎ is the vertical distance between the LED and PD. The mean 
positioning error was 6 cm and its maximum error was around 14 cm under M =1 (number 
of LEDs) and N=3 (number of PDs), whereas under M=2 and N=2 the mean positioning 
error was 4 cm and its maximum was 13 cm under the real VLC channel when SNR=10 dB. 
Finally, the Table 2.2 shows the summary of the classification of the RSSI techniques in 
the VLC positioning systems for four different scenarios as well as different modulation 
schemes and different VLC environments.  
2.6. Summary 
The main goal of Chapter 2 was to review the indoor visible light communications and 
its fundamentals as well as an indoor MIMO VLC system. This chapter has highlighted a 
number of features of VLC systems, compared it to RF communications systems counterpart 
and some of the challenges were also mentioned. In addition, Chapter 2 has comprehensively 
reviewed a VLC system. For instance, LEDs, PDs and the VLC channel with mathematical 
model of transmitted optical power and the impulse response for LOS and NLOS scenarios 
were discussed. Furthermore, the optical receiver (i.e.; photodetectors) and OOK modulation 
scheme were studied with different types of noises that are common in a VLC system. This 
chapter also introduced the MIMO VLC system with the ZF and MMSE equalizers that were 
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used. Finally, there are four common techniques in indoor VLC positioning system that have 
been discussed as well. In addition, the chapter summarises all results from related works on 
indoor VLC positioning systems which use the RSSI technique under different assumption. 
The next chapter will introduce a new algorithm for an indoor VLC positioning system 
based on the received power levels of LEDs and the trilateration method with comprehensive 
investigation of the impact of noise for both LOS and LOSNLOS scenarios and applied that 
in MIMO VLC application to recover the data with a partial CSI knowledge. 
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Chapter Three 
Indoor VLC Positioning System Using 
Three Transmitters 
3.1. Introduction 
VLC systems based on LEDs technology not only provide higher data rates for indoor 
wireless communications and offer room illumination, but also have the potential for indoor 
localization. We begin with an investigation on the received optical power (ROP) 
distributions with and without optimum Lambertian order which are evaluated and simulated 
by MATLAB for indoor cellular VLC system considering two types of illuminations. A 
further analysis of the results are also presented as well as an analysis into the ROP 
relationship. 
In addition, we propose a new algorithm for indoor VLC positioning using the RSSI 
technique and the trilateration method. The end of chapter, we report an application based 
on indoor VLC positioning in a MIMO-VLC system by simulation as well.  
3.2. Received Optical Power (ROP) Distributions 
3.2.1. Optimum Lambertian Order 
There are a number of studies on cellular VLC systems which focus mainly on the 
uniform received power distribution and the reduction of distortion that is generated from 
multi-reflections. A new genetic algorithm has been reported obtaining a uniform ROP 
distribution for cellular VLC systems without increasing the distortion from multipath [146, 
147]. In [148, 149], a spotlight scheme provides low channel distortion when using small 
divergence angles of LEDs. Subsequently, the cellular configuration is the best solution to 
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achieve a higher data rate and obtain a uniform optical power distribution. The conclusion 
from these studies is that the divergence angle (i.e., semi-angle at half power) of the LED is 
an essential parameter as it affects both ROP distributions and the channel distortion for 
indoor VLC system [150, 151]. 
From equation (2.10), it can be noted that the Lambertian emission order only depends 
on the semi-angle at half luminance (divergence angle) of the LED. Subsequently, an 
optimum Lambertian order (OLO) is dependent on the optimum divergence angle of the 
LED. The OLO is used to minimize the channel path loss and to obtain uniform ROP based 
on the number of cells in a standard room. The OLO can be derived from the conventional 
Lambertian model as follows. 
From (2.9), we can derive the output power of Lambertian radiance depending on the 
irradiance angle, 𝜃, as [149, 152]: 
𝑑𝑃𝑖 = 
(𝑚+1)
2𝜋
 𝑃𝑖𝑐𝑜𝑠
𝑚(𝜃)𝑑Ω      (3. 1) 
Where 𝑑𝑃𝑖 is the optical power radiated into the solid angle 𝑑Ω. Therefore, the total 
transmitted optical power can be written as [149]: 
𝑃 = ∫ 𝑑𝑃𝑖𝐻𝑒𝑚𝑖𝑠𝑝ℎ𝑒𝑟𝑒          (3. 2)   
In this derivation, we assume only a LOS path. By using (2.14), for each cell, the 
maximum ROP occurs at 𝜃 = 0 and the minimum ROP at 𝜃 =  𝜃𝑚𝑎𝑥. Those are presented 
as [149]: 
𝑃𝑅𝑥_𝑚𝑎𝑥 = 𝑃𝑇𝑥
(𝑚+1)𝐴𝑟
2𝜋𝑉2
 cos(𝜓) 𝑇𝑠(𝜓)𝑔(𝜓),         0 ≤ 𝜓 ≤ FOV.   (3. 3) 
𝑃𝑅𝑥_𝑚𝑖𝑛 = 𝑃𝑇𝑥
(𝑚+1)𝐴𝑟
2𝜋𝑑𝑚𝑎𝑥
2  𝑐𝑜𝑠
𝑚(𝜃𝑚𝑎𝑥)cos(𝜓) 𝑇𝑠(𝜓)𝑔(𝜓),         0 ≤ 𝜓 ≤ FOV.  (3. 4) 
where 𝜃𝑚𝑎𝑥 and 𝑑𝑚𝑎𝑥 are the maximum irradiance angle and the maximum distance between 
the transmitter and the receiver inside every single cell (Radius of VLC cell), respectively, 
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𝑉 is the perpendicular distance between the transmitter and the receiver. The maximum value 
of minimum ROP (𝑃𝑅𝑥_𝑚𝑖𝑛) occurs when  
𝜕𝑃𝑅𝑥_𝑚𝑖𝑛
𝜕 𝑚
= 0, where [151]: 
𝜕𝑃𝑅𝑥_𝑚𝑖𝑛
𝜕 𝑚
= 𝑘𝑐𝑜𝑠𝑚(𝜃𝑚𝑎𝑥)(1 + (𝑚 + 1)ln (cos(𝜃𝑚𝑎𝑥)),   (3. 5) 
where, 
𝑘 =  𝑃𝑇𝑥𝑇𝑠(𝜓)𝑔(𝜓) cos(𝜓)
𝐴𝑅
2𝜋𝑑𝑚𝑎𝑥
2 .     (3. 6) 
We can express the OLO (𝑚opt) as: 
 
𝑚opt = 
−1
ln (cos(𝜃𝑚𝑎𝑥))
− 1,      (3. 7) 
where 𝜃𝑚𝑎𝑥 = cos
−1(
𝑉
𝑑𝑚𝑎𝑥
) and the optimum semi-angle at half power 𝜃1/2_opt can be 
given as [149]: 
𝜃1/2_opt = cos
−1 (exp (
− ln(2)
𝑚opt
)) .     (3. 8) 
3.2.2. VLC System Configurations 
The illumination of the proposed indoor VLC system has been divided into two types in 
this chapter. The first proposal is a single cell for the whole room, and the transmitter 
constitutes of LEDs array that is in the middle of the ceiling where that the dimension of the 
room is 5m×5m×3m (width, length, height) as shown in Fig. 3.1 (a). The second proposal 
uses four cells, where each single cell has a transmitter in the middle. The typical room has 
a dimension of 5m×5m×3m as shown in Fig. 3.1 (b). Here, the assumption is that all 
transmitted optical power from transmitters and the semi-angle at half power of each LED 
are the same. The next investigation will be on the ROP by a photodetector (PD) with and 
without the optimum Lambertian order from a LOS path, a NLOS path and both LOS and 
NLOS paths from the first reflection.  
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3.2.3. The ROP Distributions 
LEDs are used for illumination and data communication in future applications and have 
a number of advantages including luminous intensity and  transmitted optical power at 
visible light spectrums. In this chapter, the ROP distributions are analysed and discussed. 
The simulations are carried out using the parameters which presented in Table 3.1. The 
illumination and data communication for standard room is implemented using two different 
types of illumination, namely, single and four transmitters configurations as follow: 
3.2.3.1. Single Transmitter Configuration 
For office environment, there is a requirement for room illumination which is defined by 
the international organization for standardization (ISO) to be between 300 lx to 1500 lx [149, 
153, 154]. In these simulations, the maximum illuminance is ≈ 1200 lx, whereas the 
minimum illuminance is ≈ 400 lx at the centre and the corners of the room respectively [149]. 
The ROP distributions were investigated for LOS and NLOS using (3.9) and (3.10), 
respectively, based on (2.14), (2.15) and (2.16). While, for LOSNLOS, using both equations 
to calculate the total ROP [6].  
𝑃𝑅𝑥 = 𝑃𝑇𝑥.
(𝑚+1)
2𝜋𝑑2
 𝑐𝑜𝑠𝑚(𝜃) . cos(𝜓). 𝑇𝑠(𝜓). 𝑔(𝜓),    0 ≤  𝜓 ≤ 𝐹𝑂𝑉     (3. 9) 
Fig. 3.1 An indoor VLC system with two types of illumination using (a) one transmitter (b) four 
transmitters. 
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𝑃𝑅𝑥 = 𝑃𝑇𝑥.
(𝑚 + 1)
2𝜋2𝐿1
2𝐿2
2  . ρARdAwallcos
m(θr) cos(ψr) cos(αr) cos(βr)  𝑇𝑠(𝜓). 𝑔(𝜓),    
0 ≤  𝜓𝑟 ≤ 𝐹𝑂𝑉   (3. 10) 
Fig. 3.2 (a) and (b) show the ROP distributions in absolute value (watt) and dBm  when the 
semi-angle at half power is equal to 70° from LOS path. Note that the maximum received 
power is ≈ -17 dBm and the minimum value is ≈ -26 dBm. The communication system is 
able to detect a received optical sensitivity (used with the AD8015 trans-impedance 
amplifier) equal to -36 dBm at 155.52 Mbps [155]. The ROP distribution in dBm units from 
NLOS path is shown in Fig. 3.2 (c). Note that the maximum is ≈ -29 dBm and the minimum 
is ≈ -37 dBm at the corner and the centre respectively whereas Fig. 3.2 (d) shows the total 
ROP from both LOS and NLOS paths. Some statistical standards are presented in Table 3.2 
which shows that there is a very small difference between the ROP with and without 
optimum Lambertian order (i.e.; optimum semi-angle at half power). This means that the 
optimum order does not have an effect on the ROP for an indoor VLC system using single 
cell [156]. 
Table 3. 1 Parameters of an indoor VLC system 
Parameters Values 
Transmitted optical power (𝑃𝑇𝑥) (watt) 10  
Semi-angle at half power (𝜃1/2) Optimum, 70ᵒ 
The height from floor to receiving plane (m) 0.75  
FOV of a receiver 60ᵒ 
Refractive index of a lens at a PD (𝑛) 1 
Effective collection area (𝐴eff) (m
2) 16×10−6 
Gain of an optical filter (Ts(𝜓)) 1.0 
Received optical sensitivity (used with the AD8015 
trans-impedance amplifier) 
-36 dBm at 155.52 Mbps 
Reflectance factor (ρ) 0.7 
The size of room  See Fig. 3.1 
The maximum horizontal distance (𝑑𝑚𝑎𝑥) (m) 3.5, 1.77 
Transmitter’s position for one cell (m) (2.5, 2.5)  
Transmitters’ positions for four cell (m) (1.25,1.25),(1.25,3.75), 
(3.75,1.25), (3.75, 3.75)  
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Table 3. 2 Some statistical standards for ROP from one transmitter 
Received optical power (ROP) LOS NLOS LOSNLOS 
 
Optimum semi-angle at 
half power and 𝑑𝑚𝑎𝑥  
=3.5 m 
Max. -18.065 dBm -29.212 dBm -18.044 dBm 
Min. -29.755 dBm -41.137 dBm -26.085 dBm 
mean -23.697 dBm -35.130 dBm -21.668 dBm 
 
Semi-angle at half 
power = 70ᵒ 
Max. -19.750 dBm -29.111 dBm -19.499 dBm 
Min. -29.419 dBm -37.376 dBm -29.419 dBm 
mean -24.315 dBm -33.355 dBm -22.393 dBm 
Fig. 3.2 The ROP distributions from LOS, NLOS and LOSNLOS for one transmitter (a) the ROP by 
watt from LOS only (b) the ROP by dBm from LOS only (c) the ROP by dBm from NLOS only (d) the 
ROP by dBm from LOSNLOS. 
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3.2.3.2. Four Transmitters Configuration 
The positions of transmitters are selected as mentioned in Table 3.1 to obtain an 
illumination profile as flat as possible. The comparison may be divided into three main 
categories. Firstly, the ROP from LOS path as shown in Fig. 3.3 (a) and (b), has ≈ 4 dBm 
difference between the maximum ROP with a semi-angle at half power of 70° and the 
maximum of ROP with optimum semi-angle at half power. On the other hand, the difference 
of the minimum ROP is quite low (i.e. less than 1 dBm) when using semi-angle at half power 
equal to 70° and optimum semi-angle at half power. Secondly, the ROP from NLOS path as 
shown in Fig. 3.3 (c) and (d), where we use semi-angle at half power of 70° and optimum 
angle respectively. The statistical data in Table 3.3 indicate that the difference between the 
maximum of the ROP with and without optimum Lambertian order is very small. However, 
the difference is quite high (i.e. ≈ 18 dBm) between the minimum of ROP with optimum 
Lambertian order and with semi-angle at half power of 70°. As a result, this causes very high 
multipath-induced ISI but it provides a good flat illumination as shown in Fig. 3.3 (e) 
compared to a four transmitter configuration with optimum Lambertian order which is 
shown in Fig. 3.3 (f). 
 
 
 
Table 3. 3 Some statistical standards for ROP from four transmitter 
Received optical power (ROP) LOS NLOS LOSNLOS 
 
Optimum semi-angle at 
half power and 𝑑𝑚𝑎𝑥  
=1.77 m 
Max. -13.203 dBm -24.914 dBm -13.154 dBm 
Min. -22.555 dBm -47.939 dBm -22.555 dBm 
Mean -16.210 dBm -33.686 dBm -16.007 dBm 
 
Semi-angle at half 
power = 70ᵒ 
Max. -17.322 dBm -23.171 dBm -16.954 dBm 
Min. -23.377 dBm -29.602 dBm -23.377 dBm 
Mean -18.600 dBm -26.434 dBm -17.984 dBm 
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Fig. 3.3. The ROP distributions for four transmitters configuration where 
(a) the ROP from LOS when θ1/2=70° (b) the ROP from LOS when 𝜃1/2 is optimum,  
(c) the ROP from NLOS when 𝜃1/2=70°, (d) the ROP from NLOS when 𝜃1/2 is optimum,  
(e) the ROP from LOSNLOS when 𝜃1
2
 =70°, (f) the ROP from LOSNLOS when 𝜃1
2
 is optimum. 
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3.2.4. The ROP Relationships 
Fig. 3.4 shows the relationship between the semi angle at half illuminance of an LED and 
the ROP. The curves explain how the maximum power underneath of transmitter changes 
with different semi-angles at half power. We note that there is an intelligible exponential 
relationship between the maximum received optical power levels and semi-angle at half 
power (𝜃1/2) less than 40 degrees but it is linear between 40ᵒ and 80ᵒ. However, there is a 
clear difference in the maximum received optical power levels when using a transmitted 
power level of less than 10 watts. However, the difference is significantly decreased when 
the transmitted power level is more than 15 watts. On the other hand, Table 3.2, Table 3.3. 
and Fig. 3.4 provide some information for ROP from one and four transmitters to design 
indoor VLC positioning system based on ROP distributions and RSSI techniques. 
As shown in Fig. 3.5, bar charts explain the relationship between the transmitted power 
and the maximum horizontal distance for a VLC cell for different values of half-angle ( i.e., 
𝜃1/2 equal to 5
o, 10o, 15o, 20o, 25o, and 30o ) and different transmitted LEDs power  
Fig. 3.4. The relationship between the maximum ROP and semi-angle at half power for different 
transmitted power levels. 
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( i.e., 𝑃𝑇𝑥 = 1, 5, 10, 15, 25, 35, 50, 65, 80 and 100 watts). Fig. 3.5 (a) shows the previous 
relationship when the receiver sensitivity is -36 dBm whereas Fig. 3.5 (b) shows the 
relationship when the receiver sensitivity is -30 dBm. These are based on the received optical  
 
Fig. 3.5. The maximum horizontal distance against the transmitted power level and semi-angle at half 
power when (a) receiver sensitivity = -30 dBm (b) receiver sensitivity = -36 dBm. 
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sensitivity of PD but the second case was plotted to compare the effect of the sensitivity on 
the maximum horizontal distance. From the chart, it can be seen that there was no difference 
between the maximum horizontal distances when the transmitted power is more than 10 
watts and the semi-angle at half power is more than 50 degrees or the optimum semi-angle 
when the sensitivity of PD is -36 dBm. 
3.3. Proposed Indoor VLC Positioning System 
 3.3.1. The System Description 
Throughout this work, we consider an indoor VLC environment as illustrated in Fig. 3.6 
(a). The coordinator, the visible LED and the smart device as a mobile user are the three 
main parts as required by the IEEE 802.15.7 protocol [3, 18]. The standard room size is 5 × 
5 m2 with a height of 3 m and the receiver plane is 0.75m above floor as illustrated in Fig. 
3.6 (a) and Fig. 3.7. The room is assumed to be empty. The coordinator generates different 
location codes for four transmitters based on the transmitters’ positions and use the locations 
and combines them to the transmitted data (i.e. is to frame). The transmitted data is 
modulated using on-off keying-time division multiplexing (OOK-TDM) modulation 
scheme. The intensity modulation/direct detection (IM/DD) technique is employed to 
generate the transmitted signal, 𝑥(𝑡), as shown in Fig. 3.6 (b). These transmitted signals are 
up-sampled by 10 times. 
Notations: In what follows, we shall use the following notations: 
 ℎ𝐿𝐸𝐷(𝑡): The impulse response of LED. 
 ℎ𝐶ℎ(𝑡): The impulse response of VLC channel. 
 ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡): The impulse response of VLC channel in LOS scenario. 
 ℎ𝐶ℎ,𝑁𝐿𝑂𝑆𝑖(𝑡): The impulse response of VLC channel in NLOS scenario. 
 ℎ𝐶ℎ,𝐿𝑂𝑆𝑁𝐿𝑂𝑆𝑖(𝑡): The impulse response of VLC channel in LOS and NLOS scenarios. 
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 ℎPD(𝑡): The impulse response of the PD. 
 𝑛(𝑡): An additive white Gaussian noise (AWGN). 
The impulse response of LED, ℎ𝐿𝐸𝐷(𝑡), was derived by applying a pulse function to the 
LEDs in the lab as shown in Fig. 3.8 (a). As a result, the output signal, 𝑦(𝑡), of the LED is 
given by [142]: 
𝑦(𝑡) = 𝑥(𝑡) ⊛ ℎLED(𝑡) = ∫ 𝑥(𝑡 − 𝜏)ℎLED(𝜏)
∞
0
 𝑑𝜏,    (3. 11) 
 
Fig. 3.6. (a) Indoor VLC positioning system (b) Block diagram of indoor VLC positioning system. 
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where, ⊛ denotes the convolution operation. Then, the output signal, 𝑦(𝑡), is sent to the 
VLC channel with the impulse response, ℎ𝐶ℎ(𝑡), as shown in Fig. 3.8 (b) and (c). Fig. 3.8 
(b) shows the impulse response of the VLC channel in LOS scenario, ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡), whereas, 
Fig. 3.8 (c) shows the impulse response of the VLC channel in a NLOS scenario, 
ℎ𝐶ℎ,𝑁𝐿𝑂𝑆𝑖(𝑡), where we have considered only the first reflection. The signal 𝑟1(t) in front of 
the PD is: 
𝑟1(t) = 𝑦(𝑡) ⊛ ℎ𝐶ℎ(𝑡) = {
𝑦(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡)                  for LOS case           
𝑦(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑁𝐿𝑂𝑆𝑖(𝑡)           for LOSNLOS case 
 (3. 12) 
at the receiver side, we receive four signals from four transmitters (i.e., four LEDs) using 
one PD based on OOK-TDM scheme and the output of the PD is given by: 
𝑟2(𝑡) =  𝑟1(𝑡) ⊛ ℎPD(𝑡)      (3. 13) 
where ℎPD = 𝑐𝑜𝑛𝑠𝑡𝑎𝑛𝑡. In this work, we assume ℎPD(t) = 0.6. Ultimately, the received 
signal of the overall system can be expressed as:  
𝑟3(𝑡) =  𝑟2(𝑡) + 𝑛(𝑡),      (3. 14) 
where 𝑛(𝑡) is the background noise which is the combination of thermal, shot and dark noise 
and can be modeled as AWGN. A low pass filter (LPF) was used to reduce the impact of 
noise. The RSSI technique was implemented to obtain the user’s location. Using this 
technique, the receiver separates the received data from each transmitter by slot time and 
recover the original data with location codes. These location codes are then used to detect 
the locations of the transmitters and simultaneously measure the power level for every LED, 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖). Consequently, we can obtain the received power level, 𝑃Rx,ℎ(0), at distance ℎ, 
from the typical room measurements. Finally, by applying the RSSI algorithm and the 
trilateration method, we obtain the user’s location. In the next section, the user’s location 
methodology will be explained. The flow of the mathematical and signal process is 
illustrated in Fig. 3.6 (b).  
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Fig. 3.7. Impulse responses of VLC positioning system (a) the LED impulse response (b) impulse 
response of VLC channel for the LOS scenario (c) impulse response of VLC channel for NLOS. 
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Fig. 3.9 shows the flowchart of the proposed VLC positioning system which is an end to 
end positioning system from the coordinator to the receiver. The coordinator generates 
different location codes for the four transmitters based on the transmitters’ positions and it 
combines them with the transmitted data as shown in Fig. 3.6. The receiver on the other side 
recovers the data based on the OOK-TDM scheme and hence it obtains the locations of 
transmitters from the transmitted location codes. During the location code transmission, only 
one LED is active at a time to ensure the receiver gets the correct code from a dedicated 
LED. Because we have been used the RSSI technique, therefore, the best way to select three 
transmitters is to measure the three strongest signals to reduce the impact of the noise on 
these signals and to reduce the positioning error. The positioning algorithm then uses the 
transmitters’ positions and the received power levels. 
3.3.2.  Channel Modelling 
In this subsection, we recall some of the basic methodologies for VLC channel modelling 
that exist in the literature. The general form of Friis transmission equation gives the 
relationship between transmitted and received power for any communication system [115, 
157]: 
𝑃Rx = 𝑃Tx. 𝐻(𝐿). 𝐺Rx,      (3. 15) 
where 𝑃Rx and 𝑃Tx are received and transmitted signal power respectively, 𝐺Rx is the receiver 
gain and 𝐻(𝐿) is the channel gain which is function of distance 𝐿. The relationship between 
transmitted and received optical power can be written as follows [90, 158, 159]: 
PRx = ∑ (𝑃Tx𝑖  ℎch,LOS𝑖(0)𝑖 ) +  ∫ 𝑃Tx𝑖  𝑑ℎch,NLOS𝑖(0)walls    (3. 16) 
where 𝑖 is the index of the 𝑖th transmitter and LOS stands for line-of-sight and 𝑁LOS refers 
to the non-line-of-sight (NLOS) paths (also referred to as the diffused configurations). In 
this work, we distinguish two cases: (i) LOS only and (ii) LOSNLOS. 
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 Fig. 3.8. Flowchart of the proposed VLC positioning system using three transmitters. 
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3.3.2.1. Mathematical Model of LOS Path 
For the first LOS case, the impulse response of VLC channel based on Subsection 2.2.2. 
when the distance between the transmitter and receiver is 𝐿 and the irradiance angle 𝜃 can0 
expressed as [142, 160]: 
ℎch,LOS𝑖(𝑡) =  {
𝑅0,𝐿𝑂𝑆(𝜙)𝐴𝑒𝑓𝑓,𝐿𝑂𝑆(𝜓)δ(t −
𝐿𝑖
𝑐
)/𝐿𝑖
2                     ; 0 ≤ 𝛹 ≤ 𝐹𝑂𝑉
0                                                                            ; otherwise       
, (3. 17) 
with 
𝑅0,𝐿𝑂𝑆(𝜙) =
𝑚+1
2π
 cos𝑚(𝜃) and   𝐴𝑒𝑓𝑓,𝐿𝑂𝑆(𝜓) = 𝐴R cos(𝜓) 𝑇𝑠(𝜓)g(𝜓) 
where:  
 𝑅0,𝐿𝑂𝑆(𝜙) is the transmitter radiant intensity for the LOS scenario, 
 𝐴𝑒𝑓𝑓,𝐿𝑂𝑆(𝜓) is the effective signal collection for the LOS scenario, 
 𝜃 is the irradiance angle,  
 𝛹 is the incidence angle, 
 𝑇𝑠(𝜓) is the gain of an optical filter, 
  𝑔(𝜓) is the gain of an optical concentrator,  
 𝐴𝑅 is the detector effective area,  
 𝐿 = 𝑑(𝑇𝑥𝑖 , 𝑅𝑥) is the distance between 𝑖
𝑡ℎ transmitter-to-receiver 𝑅𝑥, 
 FOV is the field of view of the receiver,  
 𝑚  is the  Lambertian emission which is given in equation (2.10). 
3.3.2.2. Mathematical Model of non-LOS Path 
In this study, the non-LOS configuration is considered depending on a number of factors 
such as the size of the room and the reflection factor of walls, ceiling and objects inside the 
room as well as the site and coordination of the receiver and the transmitter. There are a 
number of factors affecting the reflection by objects, walls and ceiling such as wavelength, 
surface material and its roughness and the incident angle. In the second NLOS case, the 
impulse response of VLC channel is given by [55, 142]: 
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ℎch,ref𝑖(𝑡) =  {
 
𝜌𝑑𝐴𝑤𝑎𝑙𝑙
𝐿1𝑗
2 𝐿2𝑗
2 𝑅0,𝑁𝐿𝑂𝑆(𝜙)𝐴𝑒𝑓𝑓,𝑁𝐿𝑂𝑆(𝜓)cos(𝛼𝑟𝑖𝑗) cos(𝛽𝑟𝑖𝑗) δ (t −
𝐿1𝑖𝑗+𝐿2𝑖𝑗
𝑐
) ;  0 ≤ 𝛹𝑟𝑖𝑗 ≤ 𝐹𝑂V
0;                                                                                                                otherwise           
 (3. 18) 
With  
𝑅0,𝑁𝐿𝑂𝑆(𝜙) =
𝑚+1
2π2
cos𝑚(𝜃𝑟𝑖𝑗)  and  𝐴𝑒𝑓𝑓,𝑁𝐿𝑂𝑆(𝜓) = 𝐴Rcos(𝜓𝑟𝑖𝑗) 𝑇𝑠(𝜓𝑟𝑖𝑗)𝑔(𝜓𝑟𝑖𝑗) 
where: 
 𝑅0,𝑁𝐿𝑂𝑆(𝜙) is the transmitter radiant intensity for the NLOS scenario, 
 𝐴𝑒𝑓𝑓,𝑁𝐿𝑂𝑆(𝜓) is the effective signal collection for the NLOS scenario, 
  𝑗 is the index of the  𝑗th of multipath,  
 𝜌 is the reflectance factor,  
 𝑑𝐴𝑤𝑎𝑙𝑙 is a reflective area of small region,  
 𝐿1 is the distance between LED and a reflective point,  
 𝐿2 is the distance between a reflective point and a receiver,  
 𝛼𝑟 is the angle of irradiance to a reflective point,  
 𝛽𝑟 is the angle of irradiance to the receiver from multipath as depicted in Fig. 3.7. 
 
 Fig. 3.9. the VLC channel modelling for direct and diffused links. 
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3.4. User Location Methodology Using RSSI 
Technique 
This section discusses the RSSI technique of indoor positioning using three transmitters 
with the trilateration method. This approach recovers the channel characteristics from the 
incident light and estimates the receiver location by analytically solving a Lambertian 
equation group. In what follows, we describe the algorithm that allows the calculation of the 
path loss as a result of attenuation. From equation (2.15), which is a basic equation that can 
calculate the received power in VLC environment for any location inside a room, the received 
power at distance 𝐿𝑖 utilizing (2.14) and (2.16) can be expressed as: 
 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖  𝜓𝐿𝑖) = 𝑃Tx.
(𝑚+1)
2𝜋𝐿𝑖
2  . cos
𝑚 𝜃𝐿𝑖 . 𝑇𝑠(𝜓𝐿𝑖). 𝑔𝑠(𝜓𝐿𝑖). cos(𝜓𝐿𝑖),   (3. 19) 
The received power underneath the transmitter, i.e. at distance ℎ and  𝜓𝐿𝑖 = 𝜃𝐿𝑖 = 0, is 
given as: 
 𝑃Rx,h(0,0) = 𝑃Tx
(𝑚+1)
2𝜋ℎ2
 .       (3. 20) 
as shown in Fig. 3.10.  
From (3.37) and (3.38), assuming 𝑇𝑠(𝜓). 𝑔𝑠(𝜓) = 1 (This means that we do not have any 
attenuation or amplification for the received optical signal from these stages because of the 
employed positioning VLC technique here is RSSI technique which is depend on the 
received power level), and  𝜓𝐿𝑖 = 𝜃𝐿𝑖, therefore, the mathematical equation of the RSSI 
technique can be written as: 
 𝑃Rx,𝐿(𝜃𝐿𝑖 , 𝜃𝐿𝑖) =  𝑃Rx,h(0,0). cos
(𝑚+𝛾+1)(𝜃𝐿𝑖)    (3. 21) 
where 𝑖 = 1,2,3 or 4 represents the number of transmitters in the room and 𝛾 = 2 is a path-
loss exponent correction factor [31]. Subsequently, for the sake of simplicity, we shall 
rewrite the above equation (3.39) as: 
 𝑃Rx,𝐿(𝜃𝐿𝑖) =  𝑃Rx,h(0). cos
(𝑚+𝛾+1)(𝜃𝐿𝑖)     (3. 22) 
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3.4.1. Horizontal Distance Estimation 
From (3.40), we can calculate the angle of irradiance (𝜃𝐿𝑖) using measurements of the 
received power at distance h and at distance 𝐿𝑖. We can now calculate the horizontal distance 
estimation, 𝑑𝐿𝑖, as: 
𝑑𝐿𝑖 = ℎ. 𝑡𝑎𝑛 𝜃𝐿𝑖.      (3. 23) 
3.4.2. Trilateration Method 
The process of determining absolute or relative locations of targets by measuring the 
distances using the geometry of circles is shown in Fig. 3.11. There are four power levels to 
be determined at the receiver. However, the receiver will select only the three maximum 
power levels that will be used in the positioning algorithm in order to determine the location 
of the user. So, we can use the RSSI algorithm to calculate 𝜃𝐿𝑖 (i.e., 𝜃𝐿1, 𝜃𝐿2 and 𝜃𝐿3). We 
then calculate 𝑑𝐿1 , 𝑑𝐿2  and 𝑑𝐿3using equations (3.40) and (3.41) respectively. Now, the 
trilateration method can be used to determine the position of the user by obtaining the 
intersection point from the three following equations: 
{
(𝑥𝑅𝑥 − 𝑥𝑇𝑥1)
2 + (𝑦𝑅𝑥 − 𝑦𝑇𝑥1)
2 = 𝑑𝐿1
2
(𝑥𝑅𝑥 − 𝑥𝑇𝑥2)
2 + (𝑦𝑅𝑥 − 𝑦𝑇𝑥2)
2 = 𝑑𝐿2
2   
(𝑥𝑅𝑥 − 𝑥𝑇𝑥3)
2 + (𝑦𝑅𝑥 − 𝑦𝑇𝑥3)
2 = 𝑑𝐿3
2   
    (3. 24) 
 Fig. 3.10. Side view of 1-D indoor VLC system. 
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where 𝑑𝐿1 , 𝑑𝐿2  and 𝑑𝐿3 are the horizontal distances between the transmitters and the 
receiver and (𝑥𝑇𝑥1, 𝑦𝑇𝑥1) , (𝑥𝑇𝑥2, 𝑦𝑇𝑥2) and (𝑥𝑇𝑥3, 𝑦𝑇𝑥3) are the position coordinates of the 
transmitters, whereas (𝑥𝑅𝑥, 𝑦𝑅𝑥)  is the position of the receiver. 
3.4.3. Mathematical Analysis of Noise 
In this subsection, we conduct a noise analysis for the proposed positioning system. By 
setting 𝑘 = 𝑚 + 𝛾 + 1, (3.40) can then be written as: 
 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖  ) =  𝑃Rx,h(0). cos
𝑘(𝜃𝐿𝑖)      (3. 25) 
Equation (3.43) expresses the ideal system case which means there is no noise affecting the 
system. From this, we can derive: 
𝜃𝐿𝑖 = cos
−1 (√
 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
𝑃Rx,h(0)
𝑘
)      (3. 26) 
On the other hand, in the presence of noise, we have: 
 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖  ) + 𝑃𝑛𝑖 = (𝑃Rx,h(0) + 𝑃𝑛0)cos
𝑘(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖)   (3. 27) 
where 𝑃𝑛𝑖 and 𝑃𝑛0 are the noise power levels at distance 𝐿𝑖, and ℎ respectively, both are white 
Gaussian noise, and  ∆𝜃𝐿𝑖 is the angular error at distance 𝐿𝑖, Consequently: 
Fig. 3.11. Top view of 2-D positioning system. 
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𝜃𝐿𝑖 + ∆𝜃𝐿𝑖 = cos
−1 (√
( 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)+𝑃𝑛𝑖)
(𝑃Rx,h(0) +𝑃𝑛0)
𝑘
)      (3. 28) 
that is, 
∆𝜃𝐿𝑖 = cos
−1 (√
( 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)+𝑃𝑛𝑖)
(𝑃Rx,h(0) +𝑃𝑛0)
𝑘
) − cos−1 (√
 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
𝑃Rx,h(0) 
𝑘
).  (3. 29) 
From (3.41), we can calculate the horizontal distance in the ideal and the real cases as shown 
in (3.41) and (3.48): 
𝑑𝑖 + ∆𝑑𝑖 = h ∗ tan(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖).      (3. 30) 
∆𝑑𝑖 = h ∗ (tan(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖) − tan(𝜃𝐿𝑖))      (3. 31) 
Finally, from (3.47) and (3.49), we can obtain the relationship between the angular error 
(∆𝜃𝐿𝑖) or the horizontal distance error (∆𝑑𝑖) for wide range of SNR at any point in the VLC 
room. 
3.5. Results and Discussion 
The indoor positioning system is simulated using MATLAB to pinpoint the user’s 
position. The system parameters are shown in Table 3.5. First of all, the location algorithm 
which is shown in Fig. 3.6 (b) was applied in order to obtain the performance of the location 
error at 441 points on the floor in a typical room (5m × 5m × 3m) by the two scenarios 
mentioned before (i.e. LOS and LOSNLOS). According to [6], the required SNR to achieve 
a target BER of 10-6 is 13.6 dB. Therefore, our simulations consider an SNR of more than 
13.6 dB. From the mathematical analysis of noise, we have simulated two scenarios which 
are LOS and LOSNLOS scenarios as follow: 
3.5.1. Line of Sight Scenario 
we simulated and plotted the relationship between the angular error (∆𝜃) and a wide range 
of SNR when the receiver is at different positions of the room for LOS scenario as shown in 
Fig. 3.12 (a), where we select three different positions. It is noted that the angular error is 
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different from one position to another when the SNR is less than 10 dB. However, it has 
approximately the same effect when the SNR is high. Moreover, the relationship between 
the horizontal distance error (∆𝑑) and the SNR is plotted in Fig. 3.12 (b) for three different 
positions of the receiver, where it becomes stable at high values of SNR. In addition, we note 
that the performance of angular error and horizontal error for the position of the receiver is 
(2.5,2.5) m do not have the same trend in terms of the position (0,2.5) m, and (0,0) m because 
of the distances between the transmitter and the receiver are not equal. Moreover, the errors 
are negative because the angle from the first term in (3.47) is less than the angle from the 
second term as well as the distance from the first term in (3.48) is less than the distance from 
the second term based on the negative angular error. 
Now, we investigate the effect of different location codes on the angular error and the 
horizontal distance error for LOS scenario. We assume four different location codes which 
are [0000 0001], [1000 0000], [1010 1010] and [1111 1111]. This means that every signal 
has a different average normalized power level which are 0.125, 0.125, 0.50 and 1, 
respectively. Then, there is a difference between location codes when the SNR is less than 
15 dB, because the VLC system is stable only.when SNR is more than 15 dB then we can 
use different location codes and there is not any impact on the positioning accuracy for an 
angular error or horizontal distance error when SNR is more than 15 dB as shown in Fig. 
3.13 (a) and (b). Therefore, we can conclude that there is not any impact on the positioning 
accuracy when we use different location codes with OOK modulation. 
The result in LOS scenario (i.e. in the absence of any reflections from walls) were 
generated under both noisy and noiseless cases. In the first case, the VLC positioning system 
is considered to be an ideal system meaning that noise does not affect any stage in the 
aforementioned VLC system. The spatial distribution of localization errors of the device are 
plotted in Fig. 3.14 for the ideal scenario. 
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Table 3. 4 Simulation Parameters for indoor VLC positioning using three transmitters. 
Parameters  Values 
Size of room 
Length(m) × Width(m) × Height(m) 5× 5 × 3 
Number of LED-based transmitters 4 
Transmitters locations See Fig. 3.11 
LED characteristics 
The LED’s semi-angle at half power (FWHM) 70ᵒ 
Transmitted power (per transmitter) (watt) 10 
LED bandwidth (MHz) 3 
Transmit data rate RB (Mbps) 5  
Optical receiver (PD) 
Receiver plane above the floor (m) 0.75 
Photodetector (PD) type OSD-15T 
Active area (AR) of receiver (m2) 50×10-6 
PD responsivity 0.6 
Half angle FOV of receiver 80 
Detector orientation: tilt horizontal (elevation) 0ᵒ 
Detector orientation: tilt vertical (azimuth) 0ᵒ 
Refractive index of lens at PD 1 
PD O/E conversion efficiency (A/W) 0.6 
Receiver sensitivity (used with the AD8015 trans-impedance 
amplifier) (dBm). 
-35 
LPF cut-off frequency (MHz) RB 
Test setup 
X-Y sweep resolution (m) 0.25 × 0.25 
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Fig. 3.12. The relationship between the SNR and the average and variance bar for (a) angular error 
(∆𝜽𝑳𝒊) (b) horizontal distance error (∆𝑑𝐿𝑖  ). 
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Fig. 3.13. The relationship between SNR and the average (a) angular error (∆𝜃𝐿𝑖)  (b) horizontal 
distance error (∆𝑑𝐿𝑖) for different location codes when the position of receiver is (2.5, 2.5) m. 
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In the second case, we investigate the senario where noise is present in the system. Here, 
the same positioning algorithm is applied but with noise added to the received signal. The 
noise is modeled as normal AWGN over the SNR range of 0 dB to 30 dB. The selected 
localization error distribution is poltted at 20 dB in Fig. 3.15. Furthermore, the real and 
estimated positions of device poltted at 20 dB are depicted in Fig. 3.16. In addition, all 
statistical measures of central tendency (mean, standard deviation and maximum value) 
indicate that there is free error in the noiseless LOS scenario. However, in the noisy LOS 
scenrio, the localization error average decreases spectacularly when the SNR increases (as 
shown in Fig. 3.15) and from all statistical measures of central tendency that are illustrated 
in Table 3. 5. For instance, we obtained an average positioning error of less than 5.6 cm 
when the SNR was more than 15 dB, whereas, the average positioning error was less than 1 
cm when SNR = 30 dB. There are extra results from ROP distributions approach for 
positioning using three transmiters that have presented in appendix A. 
 
Fig. 3.14. Spatial distribution of the localization error of the positioning VLC system for 
noiseless LOS scenario. 
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Fig. 3.15. Spatial distribution of the localization error of the positioning VLC system for the 
noisy LOS scenario when SNR = 20 dB. 
Fig. 3.16. Estimated (blue circles) and real positions (green squares) for the real system at SNR=20 dB 
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3.5.2. LOS and non-LOS (LOSNLOS) Scenario 
In this scenario, we used the same positioning algorithm utlilised in the LOS scenario. To 
further investigate the LOSNLOS scenario we considered both the LOS paths and the NLOS 
(LOSNLOS) paths (i.e. the received optical power is calculated from LOS paths and from 
the first refection off the walls). This scenario is carried out for two cases. The first case is a 
noiseless LOSNLOS scenario which means that no noise is present at any stage in the 
aforementioned VLC system. The average error slightly increases in all locations in the 
typical room, especially nearby the walls where the maximum error here is < 20 cm due to 
the directionality of Lambertian as shown in Fig. 3.17. 
On the other hand, in the noisy LOSNLOS scenario, the selected localization error 
distributions are poltted at 20 dB and depicted in Fig. 3.18. Furthermore, the real and 
estimated positions of the device are poltted at 20 dB and depicted in Fig. 3.19. It can be 
noted that, in Fig. 3.19 there is a clear difference between the positioning error in most 
positions in the room and positions near the walls. We note that the majority of the estimated 
positions are inside the room (useful feature), and that the effect of reflections are clear on 
the estimated positions that are close to walls. In addition, we have some statistical standards 
that are shown in Table 3. 5 which show that the localization error average decreases 
signifincantly when the SNR increases. 
Furthermore, Fig. 3.20 illustrates the relationship between the average positioning error 
and the SNR for the LOS and the LOSNLOS scenarios. Indeed, both scenarios provide an 
average error of less than 7 cm when SNR = 15 dB. On the other hand, when the SNR is 
approximately 30 dB, the LOS scenario provides an average error that is close to zero 
whereas the average error in the LOSNLOS procedure is less than 5 cm, where reason behind 
that stems from the directionality of Lambertian as well as the impact of noise. 
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Fig. 3.18. Spatial distribution of the localization error for the noisy LOSNLOS scenario at 
SNR=20 dB. 
Fig. 3.17 Spatial distribution of the localization error for the noiseless LOSNLOS scenario. 
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Table 3. 5 The statistical standards of positioning error for the LOS and LOSNLOS scenarios. 
LOS scenario 
SNR(dB) Max. (cm) Mean (cm) Std. (cm) 
0 103.57 53.45 20.57 
5 61.09 26.62 12.62 
10 33.23 11.59 6.24 
15 21.76 5.61 3.25 
20 12.67 2.97 1.82 
25 5.61 1.63 0.97 
30 2.57 0.90 0.50 
LOSNLOS scenario 
SNR (dB) Max. (cm) Mean (cm) Std. (cm) 
0 117.35 54.72 22.24 
5 80.97 29.23 14.66 
10 46.53 14.50 9.00 
15 37.15 8.15 6.50 
20 28.51 5.28 5.29 
25 24.76 4.21 5.24 
30 23.56 3.56 5.20 
Fig.3.19. Estimated and real positions for the noisy LOSNLOS scenario at SNR=20 dB. 
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3.5.3. Comparative Analysis of the Results 
In order to evaluate the proposed positioning system in which the same RSSI technique 
and trilateration method are used, a comparison of the results in literature is required. For 
the table of a fair comprising the some condition under which the results in the previous 
works were conducted were also used in the proposed study (for instance, the VLC 
environment and modulation scheme parameters are illustrated in Table 3.7). The summary 
in Table 3.7 is divided into two scenarios: a LOS scenario and a LOSNLOS scenario. Each 
scenario has two cases: noisy and noiseless. Notably, in this study there is free error in 
noiseless LOS scenario, whereas, there were errors in the previous studies. On the other 
hand, in the noisy LOS scenario, the results in the previous work show the positioning 
accuracy at specific values of SNR only such as in [133] and [136], and the accuracies are 5 
cm and 10 cm when SNR are 30 dB and 15 dB respectively. 
In the noiseless LOSNLOS scenario, the previous results show that the average 
positioning error is high (for example, 0.8064 m and 14.98 cm in [138] and [140] 
respectively). Whereas in the positioning system, the average distance error is less than 3.5 
Fig. 3.20.The relationship between the positioning error average and the SNR for a real 
positioning system. 
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cm. On the other hand, in the noisy LOSNLOS scenario, the average positioning error was 
0.5 mm in [142] but the noise power was very low (i.e. the range of noise power was from -
140 dBm to -180dBm). In addition, in [144] the RMS error was 1.01 m when SNR =25 dB. 
However, in our work, the average distance error is 4.21 cm when the SNR is 25 dB. At the 
end of this comparison, we can conclude that the proposed positioning system is investigated 
in LOS and LOSNLOS scenarios under both noisy and noiseless cases. In other words, this 
study is more comprehensive with the highest accuracy reported so far. 
3.6. Application of the VLC Positioning in MIMO-
VLC Systems 
3.6.1. Shadowing Issue 
Generally, a uniform illumination within a room is required in a VLC environment. This 
can be achieved by using the irradiance of light with a wide semi-angle at half power as 
lighting equipment, where at the same time, it can be used to minimize a shadowing effect 
[68]. There is an optimal number of lighting sources based on the data rate, mean density of 
pedestrians and room model, etc. to make the VLC system robust against shadowing. 
Overall, this study highlights the need for the optimal number of the four lighting sources as 
transmitters as mentioned, which can achieve better blocking rate performance. Note that 
the previous VLC model was MISO system based on TDMA in Section 3.1[161]. 
Table 3. 6 The comparison of the RSSI techniques in the VLC positioning system. 
Author's name Ref Typical room Modulation Noise Average 
error 
LOS scenario 
Yang, et al [117] 90×90×150 m³ NRZ-OOK No 1.575 cm 
Wenjun, et al. [127] 6×6×3.5 m³ OOK No 0.0464 m 
Zhang, et al. [133] 6×6×4 m³ OOK 30 dB ≈ 5 cm 
Jaechan Lim [136] 6×6×4 m³ OOK 15 dB 10 cm 
LOSNLOS scenario 
Wenjum, et al. [138] 6×6×3.5 m³ OOK No 0.8064 m 
Abd Elkarim, et al. [140] 5×5×4 m³ not specified No 14.98 cm 
Zhuo, et al. [142] 3×3×3 m³ RZ-OOK -140dBm to 
-180 dBm 
0.5 mm 
Aminikashani, et al. [143, 144] 6×6×3.5 m³ OOK 25 dB 1.01 m 
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 The lighting distribution is not only used to achieve a uniform illumination but to also 
increase the channel capacity. This is done using multiple lighting sources (i.e. LEDs) as 
multiple transmitters (with each of them sending independent data streams) and multiple 
photodetectors at the receiver side. Resulting in a MIMO VLC system (which is explained 
in Section 2.3 of Chapter 2). We propose a 4 × 4 MIMO VLC system which is shown in Fig. 
2.8. Here, we use a ZF equalizer at the receiver side to separate and recover the transmitted 
signals. In this equalizer, we need to obtain an inverse of 𝐻 (i.e. 𝐻−1) and multiply it with 
the received signal 𝑌 to estimate the original signal ?̂?𝑒𝑠𝑡 as follows: 
?̂?𝑒𝑠𝑡 = 𝐻
−1𝑌.      (3. 32) 
This is valid when the 𝐻 matrix is square and full rank which means the inversion holds, 
in other words, the determinant of 𝐻 matrix is non-zero. This model suffers from the 
shadowing problem. The shadowing problem is defined as a blockage of one or two of the 
LOS paths during the process of gathering full channel state information (CSI). The CSI is 
required in a MIMO VLC system and can be estimated by sending a pilot signal (PS) at a 
specific time. Thus, if one transmitting signal from four transmitting signals (for example 
𝑇𝑥4) was blocked, the receiver cannot receive the PS from 𝑇𝑥4 As such, the ZF equalizer 
cannot estimate the original data, not only from the shadowed transmitter but also from the 
other transmitters (i.e., the data from 𝑇𝑥1, 𝑇𝑥2, and 𝑇𝑥3) due to the determinant of 𝐻 matrix 
being zero. In this case, the matrix inversion is not available. 
There are two approaches to address this rank-reduced problem. The first and simplest 
approach is to reduce the MIMO order (i.e. from 4×4 (M = 4) to 3×3 (M = 3)). Therefore, it 
is possible to apply (3.50). This approach requires the knowledge of the Tx’s link failure. In 
addition, it needs to ensure that 𝑇𝑥4 is not active while data is being transmitted (e.g. 𝑇𝑥4 
might only be briefly shadowed during the piloting process but thereafter not shadowed 
during the data transmission which will create interference with other channels). The second 
solution possibility to deal with rank-reduction is to use pseudo-inversion (PI), which is 
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detailed in [162]. In contrast to the previous approach, PI does process the rank-reduced 
matrix and produce the inversion, and therefore does not require the knowledge of the 𝑇𝑥4 
link blocking. However, the data recovery process will still demand that 𝑇𝑥4 is completely 
blocked during data transmission for two previous approaches, which is not practically 
feasible. In the next section, we propose new methods to solve this problem and to minimise 
the system complexity. 
3.6.2. Self-correcting MIMO-VLC system using 
positioning 
3.6.2.1. Mathematical Modelling 
In this section, we model the proposed self-correction method. When PS from 𝑇𝑥4 is 
blocked, the full-rank channel matrix 𝐻 in equation (2.35) with elements obtained by (2.36) 
can be represented as: 
𝐻 = [
ℎ11 ℎ12 ℎ13 0
ℎ21
ℎ31
ℎ41
ℎ22
ℎ32
ℎ42
ℎ23 0
ℎ33 0
ℎ43 0
]     (3. 33) 
In (3.51), the last column (i.e. the fourth column) is zero as there is no PS from 𝑇𝑥4. In a 
noisy channel (i.e. strong ambient light) the values in the fourth column might not be zeros 
but containing random noise values. For the proof of concept, we consider that the channel 
here has a high signal-to-noise ratio (SNR) level, and as such, noise can be assumed to be 
low and not included in (3.51). However, noise will be considered in the simulations. The 
inversion of 𝐻 matrix does not exist due to the matrix determinant being equal to zero, 
therefore, an estimate of the 4th column elements for data recovery is needed as in (3.50). 
Since 𝑅𝑥 receives the signals and 𝑇𝑥-locations from 3-𝑇𝑥𝑠 (𝑇𝑥1, 𝑇𝑥2 and 𝑇𝑥3) during the 
piloting period, we can estimate the 𝑅𝑥 position and determine ℎ14, ℎ24, ℎ34 and ℎ44 Having 
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obtained the 𝑅𝑥 position, which will be discussed in the next subsection, the values of 
𝜃𝑖4−𝑒𝑠𝑡, ?̂?𝑖4−𝑒𝑠𝑡 and ?̂?𝑖4−𝑒𝑠𝑡 are determined and we can thus estimate the CSI: 
ℎ̂𝑖4−𝑒𝑠𝑡 =
𝑚+1
2𝜋
(
𝐴𝑒𝑓𝑓
𝑑𝑖4
2 ) cos
𝑚(𝜃𝑖4) cos(𝜓𝑖4) 𝑔(𝜓𝑖4)𝑇𝑠(𝜓𝑖4)  (3. 34) 
Hence, the estimated channel matrix (?̂?𝑒𝑠𝑡) is: 
𝐻𝑒𝑠𝑡 =
[
 
 
 
 
ℎ11 ℎ12 ℎ13 ℎ̂14−𝑒𝑠𝑡
ℎ21
ℎ31
ℎ41
ℎ22
ℎ32
ℎ42
ℎ23 ℎ̂24−𝑒𝑠𝑡
ℎ33 ℎ̂34−𝑒𝑠𝑡
ℎ43 ℎ̂44−𝑒𝑠𝑡]
 
 
 
 
     (3. 35) 
Once 𝐻𝑒𝑠𝑡 is computed, 𝑅𝑥 can accept and successfully recover data for all four channels, 
which is a significant improvement over the PI approach. Note that the proposed method can 
be applied to any MIMO VLC system (i.e. with 𝑀 >  4). Furthermore, it can also function 
even if the system loses all PSs from 𝑇𝑥4, 𝑇𝑥5,.…., 𝑇𝑥𝑀. 
3.6.2.2. Positioning Estimation Using Three Transmitters 
In section 3.4, the positioning algorithm considered a SISO-VLC system based on the 
TDMA technique, the RSSI method and the trilateration method to get the position of the 
device in the VLC environment. We have applied this algorithm in MIMO-VLC system 
(note that, a MIMO -VLC receiver has four photodetectors and we have to use at least two 
of them to apply the positioning algorithm). The receiver already has knowledge of all the 
positions of photodetectors using the positioning algorithm  (i.e.; from the RSSI technique 
that has explained in previous subsection). This is because when the positions of 
photodetectors are known and the transmitters’ positions are already known from the typical 
VLC room, then, the distances between the transmitters and photodetectors are also known. 
In other words, we can calculate the distance between the transmitter which is blocked and 
the photodetectors (𝑑𝑖4). Therefore, the uncompleted CSI matrix 𝐻 can be corrected from 
the fourth transmitter without having a pilot signal as indicated below: 
1. We know the distance 𝑑𝑖4 from the positioning algorithm and the room dimensions. 
2. We calculate the incidence angle 𝜃𝑖4 using the following equation: 
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𝜃𝑖4 = cos
−1(ℎ 𝑑𝑖4⁄ )      (3. 36) 
where h is the vertical distance between the transmitters and the receiver. 
3. We use the same assumption which is 𝜃𝑖𝑗 = 𝜓𝑖𝑗  and 𝑔(𝜓𝑖𝑗) = 𝑇𝑠(𝜓𝑖𝑗) = 1. 
4. Finally, we can calculate ℎ̂𝑖4−𝑒𝑠𝑡 using (3.52). 
3.6.3. Results and Discussions 
The proposed self-correcting MIMO–VLC system is simulated and evaluated using 
MATLAB to validate the above concept. The simulation parameters used in this case are 
depicted in Table 3.7. 
The proposed self-correcting MIMO VLC system works under the condition that the 
receiver does not receive CSI from 𝑇𝑥4 due to the shadowing problem. However, in the data 
transmission period, all transmitters still transmit signals and the receiver collects signals as 
per the normal scenario. In this proposed model, we used data rate of 0.5 Mbps as it can be 
sent within the experimentally measured 3 dB bandwidth of the LEDs. However, it is 
possible to use higher data rates based on the 3 dB bandwidth, but the focus here is on the 
operation demonstration of the self-correcting method. The localization error distributions 
were plotted in two cases (noiseless and noisy cases) when SNR = 20 dB as shown in Fig. 
3.21 (a) and (b), respectively. 
Table 3. 7 The simulation parameters for the self-correct MIMO-VLC system. 
Parameter Value 
Room and Transmitters 
Length (m) × Width (m) × Height (m) 5 × 5 × 3 
Number of LED-based transmitters 4 
Transmitters’ positions See Fig. 3.11 
Transmitted power (per transmitter) 100 w 
LED bandwidth (Luxeon Rebel cool white SR-01-WC310) 3 MHz 
Transmit data rate RB 2 Mbps 
Optical receivers 
Photodetector (PD) type OSD-15T 
PD active area 15 mm3 
PD responsivity (as average over visible band) 0.6 
Receiver sensitivity (used with the AD8015 trans-impedance amplifier) -30 dBm 
Receiver field of view (FOV) 70o 
Receiver pitch 10 cm 
LDF cut-off frequency 0.75* RB  MHz 
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We divided the results in this section into two parts: the first part is for the normal scenario 
and the second part is for the “blocking problem” scenario. In the normal scenario, we firstly 
examine the BER performance for 4–channels of 4×4 MIMO–VLC system (i.e. the data sent 
from 𝑇𝑥1 , 𝑇𝑥2, 𝑇𝑥3, and 𝑇𝑥4) without considering any noise. In Fig. 3.22, the results show 
that the MIMO–VLC system has free BER in an ideal case. 
  
Fig. 3. 21. Spatial distribution of the localization error for MIMO VLC system (a) noiseless case (b) noisy 
case when SNR = 20 dB. 
Fig. 3. 22. BER map of total received data from four channel including 𝑇𝑥1 , 𝑇𝑥2, 𝑇𝑥3, and 𝑇𝑥4 without 
noise. 
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Note that BER value below 10−6 is truncated to this level. Lower BER can be obtained 
with longer tests but there is no gain in doing so in this proof of concept study. Secondly, 
we examine the BER performance for 4–channels of 4×4 MIMO–VLC system with the 
presence of noise and when SNR = 20 dB. Fig. 3.23 shows the BER distribution maps in the 
receiving plane of the four channels. The BER of channel (1), which is evaluated by the 
receiving data from 𝑇𝑥1, is very low underneath 𝑇𝑥1 and in the nearby area. However, the 
combination effect of low received power (from 𝑇𝑥1) at the opposite corner area and the 
noise amplification increases the BER at the corner due to large  value of 𝐻−1 (i.e. that means 
the ℎ𝑖1 coefficients are very small). Due to the dependence on the room configuration, other 
interference light sources, and different noise power distribution might be able to help 
alleviate this effect. However, such consideration are not part of the scope of this work. The 
BER for channels (2), (3) and (4) are similar to the BER of channel (1) as shown in Fig. 
3.23. Furthermore, the total BER performance of the MIMO-VLC system is shown in Fig. 
3.24 when SNR = 20 dB. The results show that the proposed MIMO-VLC system does not 
work at corners as the BER is very low.  
In the second scenario, which has the blocking issue, we assume that the MIMO–VLC 
system operates under the condition of interchangeably missing a pilot signal from one 
transmitter (in this work it will be from 𝑇𝑥4). The results in Fig. 3.25 and Fig. 3.26 show 
that the self-correcting method (explained above) allows the MIMO-VLC system to recover 
the original data even in the absence of a pilot signal from a transmitter. By applying the 
self-correcting method, the receiver is able to adapt to the missing pilot signal from one 
transmitter to fulfil the 𝐻 matrix and recover data. Note that the BER performance for four 
channels in Fig. 3.25 obtained using self-correcting method is similar to the BER 
performance for 4-channels in Fig. 3.23. Furthermore, the total BER performance of the self-
correcting MIMO-VLC system is similar to the total BER performance of MIMO-VLC 
system without missing any pilot signal as shown in Fig. 3.26 and Fig. 3.24 respectively. To 
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date, one can therefore see that this work has proposed a novel self-correcting model for 
recovering 4×4 MIMO–VLC data in the case of missing pilot signal from one transmitter. 
The indoor VLC positioning algorithm has been used to estimate the missing CSI thus fully 
restoring the full MIMO-VLC transmission. 
Fig. 3. 23. BER distribution maps in the receiving plane of the four channels, including from 𝑇𝑥1(channel 
(1)) , 𝑇𝑥2(channel (2)), 𝑇𝑥3(channel (3)), and 𝑇𝑥4(channel (4)) when SNR = 20 dB. 
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Fig. 3. 24. Total BER for the MIMO-VLC system when SNR = 20 dB. 
Fig. 3. 25. BER for four channels using the self-correcting method when channel (4) is blocked and the 
SNR = 20 dB. 
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3.6. Summary 
In this chapter, an indoor VLC system was investigated using two types of illumination: 
single and four cell configurations. The comparison has shown that the four cell 
configuration has a superior flat illuminance over the single cell configuration. In addition, 
a comprehensive investigation of the ROP distributions was conducted and a comparison 
between the ROP with and without optimum Lambertian order for single and four cell 
configurations was made. The spatial distribution of ROP and the numerical simulation 
results have shown a very small difference of ROP for single cell with and without optimum 
Lambertian order, whereas the difference is quite high for the four cell configuration. 
Moreover, the relationship between the semi-angle at half power of LED and the ROP has 
also been studied as well as the relationship between the maximum horizontal distance and 
the transmitted power level and semi-angle at half power with different levels of receiver 
sensitivity. We have also compared our work with the existing works on the indoor VLC 
positioning system which have the same modulation scheme and used the RSSI technique. 
Fig. 3. 26. Total BER for the MIMO-VLC system using the self-correcting method 
when channel (4) is blocked and the SNR = 20 dB. 
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The chapter has also discussed a novel 2D indoor positioning system using LED ceiling 
lamps which are modelled mathematically using the RSSI technique. The simulations were 
carried out to calculate the effect of distortions on the received optical power from three 
transmitters using the trilateration method. We have found that there is no effect on the 
positioning accuracy when different location codes are used. The proposed positioning 
algorithm is able to determine the user's location with an average error of 5 cm when the 
SNR is 15 dB for a LOS system. However, the error average in LOSNLOS is around 8 cm 
when SNR is 15 dB. In general, the average error decreases dramatically when the SNR is 
increased above 15 dB. A comparison is made with previous works on the subject and we 
have demonstrated the good performance of the proposed positioning scheme. 
Finally, we have introduced a novel approach based on the proposed positioning scheme 
for recovering 4×4 MIMO–VLC data with a partial CSI knowledge. Theoretical analysis and 
numerical evaluation have been outlined both in noisy and noiseless cases and have shown 
the capability of the self-correcting method using the RSSI positioning technique with the 
trilateration method. 
The next chapter will introduce a new indoor VLC positioning system based on the 
received power levels of only two LEDs for different environments. The proposed model 
will use only two equations to estimate the user location (in a full 2D receiving plane). 
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Chapter Four 
Indoor VLC Positioning System Using 
Two Transmitters 
4.1. Introduction  
Indoor positioning or localization based on VLC is an emerging technology with wide 
applications. In conventional localization schemes, the trilateration technique is widely used 
with at least three separate lighting sources to determine the user’s location. In indoor 
environments, LED based lighting fixtures offer in addition to illumination and data 
communications, highly accurate positioning [110, 163]. There exist a number of techniques 
for indoor positioning systems (IPSs). However, in certain environments such as (i) small 
rooms, long rectangular rooms,…etc., where the number of lighting sources is less than 
three, (ii) long corridor, tunnels etc. where lighting sources are positioned in a single row; 
and (iii) rooms, halls etc. where a selected number of LEDs could be used for localisation, 
the trilateration method does not work accurately. 
 In this chapter, a new indoor VLC positioning scheme based on the received power 
distributions of only two LEDs, and offering to alleviate the dependence on trilateration, is 
reported for different environments. The proposed scheme considers both RSSIs and the 
lighting fixture layout within a room. This could help reduce the cost and complexity and 
offers similar performance to the trilateration based IPS. The chapter outlines a mathematical 
model for the VLC channel with Gaussian noise and will numerically evaluate the system 
performance over a large range of SNR. We also study the effect of noise on IPS. In addition, 
the results are compared with the exiting trilateration technique. 
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4.2. Indoor VLC Positioning System 
4.2.1. System Description 
In this section, we consider all stages of the proposed VLC positioning system as shown 
by the block diagram illustrated in Fig. 4.1. The coordinator, visible LED and smart device 
are the three main parts as mentioned in the IEEE 802.15.7 protocol [18]. These parts are 
considered as the three main stages of the proposed VLC positioning system using two 
transmitters. The typical room size is 3 × 3 m3 with a 3 m height and the receiver plane is 
0.75 m above floor as shown in Fig. 3.6 (a). We assume an empty room. The coordinator 
generates two location codes (Location code (A) and location code (B)) for the two 
transmitters depending on the transmitters’ positions. These location codes are combined to 
the transmitting data (i.e. to the frame). The transmitted data is modulated using the OOK-
TDM modulation scheme. The IM/DD technique is employed to generate the transmitted 
signal 𝑥1(𝑡) and  𝑥2(𝑡) as shown in Fig. 4.2. These signals (𝑥1(𝑡),  𝑥2(𝑡)) are up-sampled 
by 10 times. The impulse response of LED, ℎ𝐿𝐸𝐷(𝑡), is derived by applying a pulse function 
to the LED in the Lab. As shown in Fig. 3.8 (chapter three). As a result, the output signal, 
𝑦(𝑡), of the LED is given by: 
𝑦(𝑡) = {
𝑦1(𝑡) = 𝑥1(𝑡) ⊛ ℎLEDA(𝑡),                   𝑡𝑖 ≤ t ≤ 𝑡𝑖+∆𝑡       
𝑦2(𝑡) = 𝑥2(𝑡) ⊛ ℎLEDB(𝑡),                   𝑡𝑖+∆𝑡 ≤ t ≤ 𝑡𝑖+2∆𝑡
  (4. 1) 
where, 𝑡 is the time and  ∆𝑡 is the duration time of 𝐿𝐸𝐷𝑖 to send its data Then, the output 
signal, 𝑦(𝑡), is sent to the VLC channel with impulse response ℎ𝐶ℎ(𝑡), as shown in Fig. 3.8 
(b) and (c). The impulse response of the VLC channel is calculated for two scenarios: the 
LOS scenario (ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡)) that is generated based on (3.17) and the LOSNLOS scenario 
(ℎ𝐶ℎ,𝐿𝑂𝑆𝑁𝐿𝑂𝑆𝑖(𝑡)) that is generated based on (3.18). The received signal, 𝑟1(t), at the input 
of the PD for the LOS scenario and is given by: 
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𝑟1(𝑡) = {
𝑟11(𝑡) = 𝑦1(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡),   𝑡𝑖 ≤ 𝑡 ≤ 𝑡𝑖+∆𝑡        
𝑟12(𝑡) = 𝑦2(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑖(𝑡),   𝑡𝑖+∆𝑡 ≤ 𝑡 ≤ 𝑡𝑖+2∆𝑡
 (4. 2) 
whereas for LOSNLOS scenario, 𝑟1(𝑡) is given by: 
𝑟1(𝑡) = {
𝑟11(𝑡) = 𝑦1(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑁𝐿𝑂𝑆𝑖(𝑡),   𝑡𝑖 ≤ 𝑡 ≤ 𝑡𝑖+∆𝑡        
𝑟12(𝑡) = 𝑦2(𝑡) ⊛ ℎ𝐶ℎ,𝐿𝑂𝑆𝑁𝐿𝑂𝑆𝑖(𝑡),   𝑡𝑖+∆𝑡 ≤ 𝑡 ≤ 𝑡𝑖+2∆𝑡
  (4.3) 
at the receiver side, the output of the PD is given by: 
𝑟2(𝑡) =  {
𝑟21(𝑡) = 𝑟11(𝑡) ⊛ ℎPD(𝑡),   𝑡𝑖 ≤ 𝑡 ≤ 𝑡𝑖+∆𝑡        
𝑟22(𝑡) = 𝑟12(𝑡) ⊛ ℎPD(𝑡),   𝑡𝑖+∆𝑡 ≤ 𝑡 ≤ 𝑡𝑖+2∆𝑡
  (4. 4) 
where ℎPD(𝑡) is constant. In this study, we assume ℎPD(𝑡) = 0.6. In the following stage, the 
received signal of the overall system in the presence of noise can be expressed as: 
𝑟3(𝑡) =  {
𝑟31(𝑡) = 𝑟21(𝑡) + 𝑛1(𝑡),   𝑡𝑖 ≤ 𝑡 ≤ 𝑡𝑖+∆𝑡       
𝑟32(𝑡) = 𝑟22(𝑡) + 𝑛2(𝑡),   𝑡𝑖+∆𝑡 ≤ 𝑡 ≤ 𝑡𝑖+2∆𝑡
.   (4. 5) 
where 𝑛1(𝑡) and 𝑛2(𝑡) are the background noise for the two VLC channels which exists 
between the two transmitters and the receiver. These noise sources are the combination of 
thermal, shot and dark noise and can be modelled as AWGN. 
A LPF was used to reduce the impact of the noise. Finally, the RSSI technique is 
implemented to obtain the user’s location. By using the positioning algorithm, the received 
signal is separated from each transmitter by slot time and is demodulated  
 
Fig. 4. 1 the block diagram of proposed VLC positioning system. 
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Fig. 4. 2 Flowchart of a real scenario for VLC positioning using two transmitters. 
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(i.e. OOK demodulation) to recover the original data which contains the location codes 
as well. From the two location codes, we can find the positions of the transmitters and at 
the same time, measure the power level for each transmitter (𝑃Rx,𝐿1(𝜃𝐿1) and 𝑃Rx,𝐿2(𝜃𝐿2)). 
Consequently, we can obtain the received power level, 𝑃Rx,ℎ(0), at distance ℎ, from the 
typical room measurements. After that, we can calculate 𝜃1 and 𝜃2 and then calculate 𝑑1 
and 𝑑2. The final step in the proposed positioning algorithm is finding the solution for 
two equations only to get the user’s location. The flow of signal process is illustrated in 
Fig. 4.2. In the next sub-sections, the proposed positioning algorithm will be explained.  
4.2.2. Mathematical Model for Localization Using RSSI 
A 1-D localization scheme based on the signal path losses from two Txs was reported in 
[31]. Here, we will use two Txs for the 2-D positioning system. From (4.7) and (4.8), we 
have the received power for the case when the Rx is just beneath the Tx at a height h (i.e., L 
= h) (see Fig. 4.3), which is defined as: 
𝑃Rx,ℎ(0,0) = 𝑃Tx
(𝑚+1)
2πℎ2
 cos𝑚(0) cos(0), 
𝑃Rx,ℎ(0,0) = 𝑃Tx
(𝑚+1)
2πℎ2
 .       (4. 6) 
Note that 𝑃Rx,ℎ(0,0) is the received optical power determined at distance h, which is the 
vertical distance between the transmitter and receiver, (i.e., underneath the transmitter) as 
shown in Fig. 4.3. Here, 𝜓𝐿𝑖 = 𝜃𝐿𝑖  as the transmitter and the receiver are assumed to be in 
the parallel planes. Underneath the Txs (i.e., at distance h), in this case, these angles 
(𝜓𝐿𝑖 , 𝜃𝐿𝑖) are zero. From (4.7) and (4.12), the relationship between the received optical 
powers at h and L distances (𝑃Rx,ℎ and 𝑃Tx,𝐿 respectively) is given by: 
  𝑃Rx,𝐿𝑖(𝜃𝐿𝑖, 𝜓𝐿𝑖) =  𝑃Rx,ℎ(0,0)
ℎ2 cos𝑚(𝜃𝐿𝑖).cos(𝜓𝐿𝑖)
𝐿𝑖
2     (4. 7) 
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where 𝜃𝐿𝑖 and 𝜓𝐿𝑖 are the angles at distance Li. Note that, for 𝐿𝑖 =
ℎ
cos 𝜃𝐿𝑖
⁄ , we have: 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖) =  𝑃Rx,ℎ(0)cos
𝑚+𝛾+1(𝜃𝐿𝑖),       𝑖 = 1,2   (4. 8) 
where 𝑖th is the number of transmitters in the room (𝑖 = 1, 2 in this work), Li is the distance 
from Txi to the receiver and γ = 2 is a path-loss exponent correction factor [31]. From (4.14), 
and knowing 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖) and 𝑃Rx,ℎ(0), we can determine the angle of irradiance 𝜃𝐿𝑖 
Therefore, the projected horizontal distance 𝑑𝑖   between the transmitter and the receiver can 
be determined as follows: 
𝑑𝑖 = ℎ ∗ tan 𝜃𝐿𝑖.      (4. 9) 
4.3. Novel Indoor Model for Positioning using RSSI 
Technique 
Here, we propose an indoor localization system using only two transmitters as illustrated 
in Fig. 4.4. We will also investigate the accuracy of the localisation using the proposed 
approach in different scenarios. From (4.14), it is possible to calculate the irradiance angle 
𝜃𝐿𝑖. The receiver needs to determine the received optical powers at (i) beneath each Txi (i.e.; 
𝑃Rx,h); and (ii) at the current user’s location (i.e., 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)). Using equation (4.14), we can 
determine 𝜃𝐿1 and 𝜃𝐿2 for Tx1 and Tx2 respectively as shown in Fig. 4.4. Next, 𝑑1 and 𝑑2 
Fig. 4. 3 Side view of 1-D indoor VLC system 
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(horizontal distances between Tx1, Tx2 and the receiver) can be calculated from 𝜃𝐿1 and 𝜃𝐿2 
using (4.15). Fig. 4.5 shows the top view of the 2-D system as well as the predicted power 
contours of the two transmitters at the positions (0.25m, 0m) and (2.75m, 0m). To determine 
the user’s location, we need to find the intersection of the predicted power contours, which 
can be obtained by solving the following equations: 
{
(𝑥Rx − 𝑥Tx1)
2 + (𝑦Rx − 𝑦Tx1)
2 =  𝑑𝐿1
2    
(𝑥Rx − 𝑥Tx2)
2 + (𝑦Rx − 𝑦Tx2)
2 =  𝑑𝐿2
2    
   (4. 10) 
where (𝑥Tx1, 𝑦Tx1) and (𝑥Tx2, 𝑦Tx2) are the position coordinates of the transmitters and 
(𝑥Rx,  𝑦Rx)  is the position of the receiver to be determined. 
In previous works, there has been no analytical model for the impact of noise on the 
positioning accuracy in a standard size room as previously mentioned in Section 4.3.1. In 
this section, we will develop the noise analysis for the proposed system. Equation (4.14) can 
be rewritten by setting 𝑘 = 𝑚 + 𝛾 + 1: 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖) =   𝑃Rx,ℎ(0)  cos
𝑘(𝜃𝐿𝑖),     (4. 11) 
In the case of a noise-free scenario, from (4.17), we also have: 
𝜃𝐿𝑖 = cos
−1 (√
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
𝑃Rx,ℎ(0) 
𝑘
).      (4. 12) 
Fig. 4. 4 Two Txs indoor positioning system. 
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However, if there are noises with the powers of 𝑃𝑛𝑖 and 𝑃𝑛𝑜 that are present at the receiver 
position and underneath the transmitter, respectively, these noises will be added to the 
measured received optical powers 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖) and 𝑃Rx,ℎ(0) at distances of Li and h 
respectively and are given by: 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖) + 𝑃𝑛𝑖  = (𝑃Rx,ℎ(0) + 𝑃𝑛𝑜)cos
𝑘(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖),   (4. 13) 
where 
𝜃𝐿𝑖 + ∆𝜃𝐿𝑖 = cos
−1 (√
(𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)+𝑃𝑛𝑖)
(PRx,ℎ(0) +𝑃𝑛𝑜)
𝑘
),     (4. 14) 
∆𝜃𝐿𝑖 = cos
−1 (√
(𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)+𝑃𝑛𝑖)
(𝑃Rx,ℎ(0) +𝑃𝑛𝑜)
𝑘
) − cos−1 (√
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
PRx,ℎ(0) 
𝑘
),  (4. 15) 
Therefore, the link SNR is given by: 
SNR = 10 log (
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
<𝑛𝑖
2>
)    ⇔    snr =  
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
<𝑛𝑖
2>
 .   (4. 16) 
where snr and SNR are the linear and logarithmic values of signal-to-noise ratio respectively. 
Note that the noises 𝑛𝑖 and 𝑛𝑜 have normal distributions (i.e. AWGN) and the average noise 
power can be written as: 
Fig. 4. 5 top view of the 2-D positioning system. 
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𝑃𝑛𝑖  =   
𝑓(𝑛)i 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
snr
 ,      (4. 17) 
Where 𝑓(𝑛𝑖) = N(𝜇, 𝜎) is AWGN (𝜇 is mean and is equal to zero and 𝜎  is the variance of 
noise and is equal to one). Substituting for the noise in (4.21), we have: 
∆𝜃𝐿𝑖 = cos
−1 (√
(𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)+𝑓(𝑛)𝑖 𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)/snr)
(𝑃Rx,ℎ(0) +𝑓(𝑛)0 𝑃Rx,ℎ(0) /snr)
𝑘
) − cos−1 (√
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
𝑃Rx,ℎ(0) 
𝑘
), 
= cos−1 (√
(𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)[𝑠𝑛𝑟+𝑓(𝑛)𝑖 ])
(𝑃Rx,ℎ(0)[𝑠𝑛𝑟+𝑓(𝑛)0 ])
𝑘
) − cos−1 (√
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖)
𝑃Rx,ℎ(0)
𝑘
).  (4. 18) 
Equation (4.24) shows the relationship between ∆𝜃𝐿𝑖 and SNR. From (4.15), it is possible to 
calculate the horizontal distance under the condition of without and with noise as shown in 
(4.15) and (4.25), respectively. 
𝑑𝑖 + ∆𝑑𝑖 = ℎ ∗ tan(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖).      (4. 19) 
Therefore, the distance difference due to noise is given by: 
∆𝑑𝑖 = ℎ ∗ tan(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖) − ℎ ∗  tan 𝜃𝐿𝑖 , 
= ℎ ∗ (tan(𝜃𝐿𝑖 + ∆𝜃𝐿𝑖) − tan(𝜃𝐿𝑖)).     (4. 20) 
From the above equations ((4.24) and (4.26)), the relationship between ∆𝜃𝐿𝑖 or ∆ 𝑑𝑖 and SNR 
at any position in the room is determined. 
4.4. Results and Discussions  
4.4.1. System Setup 
The proposed 2-Tx indoor positioning system as shown in Fig. 4.4 is simulated and 
evaluated using MATLAB. The coordinator generates different location codes [117, 142] 
for the two transmitters based on the transmitters’ positions and combines them to the 
transmitted data as shown in Fig. 4.2. The receiver on the other side recovers the data based 
on OOK-TDM (time division multiplexing) scheme and hence obtains the locations of 
transmitters from the transmitted location codes. During the location code transmission, only 
 101 
 
one LED is active at a time to ensure that the receiver receives the correct code from a 
dedicated LED. The positioning algorithm then uses the transmitters’ positions and received 
power levels. The main simulation parameters adopted are presented in Table 4.1. Each Tx 
contains a number of LEDs whose parameters match those of commercially available LED 
devices. 
4.4.2. The Transmitters’ Positions 
The proposed system is evaluated in four scenarios where the positions of the two 
transmitters mounted on ceiling are changed as shown in Fig. 4.6 (a). The positioning 
performance is evaluated at 169 points (i.e. on a 13×13 grid) on the floor of the room. These 
scenarios are summarised in Table 4.2. In each scenario, we test five different transmitter 
positions to evaluate the proposed approach. 
 
Table 4. 1 Simulation parameters for the proposed VLC positioning system using two transmitters. 
Parameters Values 
Size of room 
Length(m) × Width(m) × Height(m) 3 × 3 × 3 
Number of LED-based transmitters (using for localisation) 2 
Transmitters locations as in Fig. 4.6 (a) 
The LED’s semi-angle at half power (FWHM) 70ᵒ 
Transmitted power per Tx as in Table 4.3 
Receiver plane above the floor 0.5 m 
Active area (AR) of receiver 50 mm2 
Half angle FOV of receiver 600 
Detector orientation: tilt horizontal (elevation) 0ᵒ 
Detector orientation: tilt vertical (azimuth) 0ᵒ 
Refractive index of lens at PD 1.5 
Receiver sensitivity (used with the AD8015 trans-impedance amplifier)[23] -36 dBm 
X-Y sweep resolution (m) 0.25 × 0.25 
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In scenario (1), the two transmitters are located at the corners of the room and are then 
moved towards the middle of the wall by a 25 cm step. Five different positions were tested 
where Fig. 4.7 (a) shows the average position error against the SNR for all possible positions 
in a typical room. In all cases, all curves are close to each other, and the average positioning 
error (for the entire room) tends towards zero for SNR more than 25 dB (i.e. for high SNR 
values). In the second scenario (2), when the transmitters are away from the wall (i.e.; 𝑦Txi 
= 25 cm), the distance between the two transmitters is decreased by 50 cm in every step (i.e. 
Tx1 and Tx2 are moved towards each other by 25 cm in each step). The relationship between 
the SNR and the average error is plotted in Fig. 4.7 (b). The obtained average positioning 
errors is slightly higher than that of the first scenario because there are two solutions when 
solving equation (10) and equation (11). Each solution can be equally considered as the user's 
location. Therefore, we can consider that the receiver is in a bigger area whereas there is a 
Table 4. 2 The simulated scenarios of the transmitters' positions. 
 
Scenario (1) when Txi coordinate  𝑥Tx𝑖 > 0 and  𝑦Tx𝑖  = 0 
Scenario (2) when Txi coordinate 𝑥Tx𝑖 > 0 and 𝑦Tx𝑖  = 25 cm 
Scenario (3) when Txi coordinate 𝑥Tx𝑖 = 𝑦Tx𝑖  
Scenario (4) when Txi coordinate 𝑥Tx𝑖 = 0 and 𝑦Tx𝑖  > 0 
Fig. 4. 6 (a) Different positions of transmitters in the proposed VLC positioning system and (b) the blind 
spot and the working area. 
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blind zone for determining the receiver position if it moves to the small area between Txs 
and the wall as illustrated in Fig. 4.6 (b). Note that in Fig. 4.6 (b), there is two possible 
solutions due to the intersection of the power circles of Tx1 and Tx2. The blind zone is shown 
as the line drawn through the top intersection points (red points).Within the blind zone, we 
cannot determine the accurate position of the receiver. Outside this blind zone (i.e. working 
area), the system should operate normally. 
We have also carried out the evaluation of scenarios (3) and (4) to explore the system 
performance under different transmitter configurations. The relationships between SNR and 
average errors are plotted in Fig. 4.7 (c) and (d) for scenarios (3) and (4) respectively. For 
the third scenario the average positioning error is higher than those of the first and second 
scenarios. For instance, for the transmitters’ positions of (1.00, 1.00), (2.00, 1.00) m and 
(0.25, 0.25), (2.75, 0.25) m at an SNR of 15dB, the average position errors are 51.24 cm and 
28.77 cm. This is due to the presence of the blind spot as was the case for the second scenario. 
As shown, Fig. 4.7 (c) and (d) are approximately similar and both show a significant average 
error compared to scenarios (1) and (2). The minimum positioning errors in a blind zone for 
scenarios (3) and (4) are 0.5, 1, 1.5, 2 meters when the y-coordinate is 25, 50, 75, 100 
centimetres, respectively, for the four different positions. 
Note that in scenario (1) there is no blind zone whereas the blind zone slowly emerges in 
scenario (2). In some suggested environments, there does not exist a blind zone problem 
when transmitters’ positions are located at the corners (i.e.; scenario (1)). However, in the 
proposed environment, and other similar environments, the proposed environment, the 
second position of transmitters is optimal (i.e.; scenario (2)), and at the same time, the blind 
zone is small. Then, it does not affect the positioning error except in 16% of the total area. 
Therefore, we suggest that this area (i.e.; the blind zone) does not use for users but it can be 
used for furniture. 
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We have applied different SNR values to the process. At very high SNRs, the average 
error (across the room) in scenario (2) is a marginally higher than in scenario (1) (see the 
range of SNR above 22 dB in both Fig. 4.7 (a) and (b)). It is also shown that the performance 
obtained is similar for low SNRs. However in scenario (3) and (4), both poor SNR and the 
locations of transmitters contribute towards a worse performance (see Fig. 4.7 (c) and (d)). 
From the evaluation, it can be noted that the best locations for the transmitters are those 
Fig. 4. 7 Average position errors against the SNR of LOSNLOS scenario for four scenarios and different 
transmitters’ locations: (a) Scenario (1) with 𝑦Tx𝑖  = 0 cm, (b) Scenario (2) with 𝑦Tx𝑖= 25 cm, (c) Scenario 
(3) with 𝑥Tx𝑖= 𝑦Tx𝑖 , and (d) Scenario (4) with 𝑥Tx𝑖= 0 (see Table 4.2 and Fig. 4.6 (a)) from the extending 
proposed positioning system (End-to-end proposed positioning system). 
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shown in Fig. 4.7 (a) (i.e.; from the first scenario). However, there are many possible 
positions of Tx1 and Tx2. Note that the locations of these transmitters will have an impact on 
the transmission power in VLC. Ideally, the power should be minimum whilst maintaining 
a proper operation. Next, we investigate the minimum transmission power required to 
achieve accurate positioning where the received power needs to meet the sensitivity given  
in Table 4.3. Table 4.3 depicts the transmission power obtained for scenarios (1) and (2). As 
Table 4. 3 The required transmission power as a function of the transmitters’ positions. 
No. Position of Tx1 (m) Position of Tx2 (m) 
Required transmitted power 
of Txi (W) 
Scenario (1) 
1 (0,0) (3,0) 10 
2 (0.25,0) (2.75,0) 9 
3 (0.50,0) (2.50,0) 8 
4 (0.75,0) (2.25,0) 7 
5 (1.00,0) (2.00,0) 6 
Scenario (2) 
1 (0,0.25) (3,0.25) 10 
2 (0.25,0.25) (2.75,0.25) 8 
3 (0.50,0.25) (2.50,0.25) 7 
4 (0.75,0.25) (2.25,0.25) 6 
5 (1.00,0.25) (2.00,0.25) 6 
Fig. 4. 8 Received optical power distribution for two transmitters 
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it can be seen, a reduction in transmission power levels is observed when two transmitters 
are close to one another. This result indicates that the optimum transmission power requires 
the lighting distribution to be as flat as possible. Fig. 4.8 shows that the received optical 
power distribution for position number (2) in Table 4.3 (i.e. the transmitters positions being 
(0.25 0) & (2.75, 0) m) has flatness. 
Therefore, a compromise between the power and the lighting should be reached. Note 
that the minimum received power is above the receiver sensitivity meaning that the VLC 
positioning process reaches the best position for scenario (1). This proposed configuration 
(the transmitters positions) being (0.25, 0) & (2.75, 0) m) is practical for environments such 
as long corridors, tunnels and areas close to buildings etc. where the lighting units along 
small corridors are typically placed at the intersection line between the wall and ceiling. 
Another application could be in areas that are close to buildings such as gardens as shown 
in Fig. 4.9 (a) and (b). We have performed the same approach for scenario (2) by selecting 
the transmitters’ positions (1&2) at (0.25, 0.25) & (2.75, 0.25) m which are the optimum 
positions for scenario (2). The layout of LEDs in the configurations in scenario (2) are 
Fig. 4. 9 Different applications for the proposed system:(a) & (b) the best options for the scenario (1) and 
(c) the best case for scenario (2). 
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practically related such that one could use a line of LEDs for localization compared to more 
than two LEDs in the traditional IPSs. Similarly, this configuration (i.e. the transmitters 
positions (1&2) being (0.25, 0.25) & (2.75, 0.25) m) may also be adopted in a room or a hall 
using the extra illumination sources for positioning system when the main illumination 
source is used for lighting only as shown in Fig. 4.7 (c). 
4.4.3. The Impact of Noise on Angular Error and 
Distance Error 
In the subsequent investigation, using (4.15), we have determined and plotted the 
relationships between the angular error ∆𝜃𝐿𝑖 (note that ∆𝜃𝐿1 is the angular error of Tx1 and 
∆𝜃𝐿2 is the angular error of Tx2) for a range of SNR. Fig.4.10 (a) shows these relationships 
when the receiver is at the centre of the room. It is noted that the angular error is very 
sensitive to the signal quality; however, it is more stabilized at high SNR levels. In addition, 
the relationship between the horizontal distance error ∆𝑑𝑖  (where ∆𝑑1 and ∆𝑑2 are the 
horizontal distance errors for Tx1, and Tx2 respectively) and the SNR is determined using 
(4.26) and is plotted in Fig.4.10 (b). The results are shown for the optimum positions of the 
first and second scenarios. 
4.4.4. Positioning Error and its Distributions 
4.4.4.1. LOS Approach 
We also investigate the positioning error (the difference between the estimated position 
and the actual position) in the noisy and noiseless cases for the LOS approach only (i.e.; the 
effect of reflections are ignored). This can be expressed as: 
𝐸 = √(𝑥𝑒𝑠𝑡 − 𝑥𝑟𝑒𝑎𝑙)2 + (𝑦𝑒𝑠𝑡 − 𝑦𝑟𝑒𝑎𝑙)2   (4. 21) 
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For the investigation considering the noiseless care (i.e. ideal case), we present two 
optimum positions of the two transmitters as mentioned in the previous section. Fig. 4.11 
(a) depicts the 2-D localization error distribution of this algorithm for the best position of 
scenario (1) when the transmitters’ positions (1&2) are (0.25m, 0m) and (2.75m, 0m). 
Fig.4.11 (b) shows the distance error distribution for the best position of scenario (2) when 
the transmitters’ positions (1&2) are (0.25m, 0.25m) and (2.75m, 0.25m). From these 
figures, an error of less than one cm is observed for the best position of scenario (1). 
Fig. 4. 10 (a) The angular error vs SNR, (b) the horizontal distance error vs SNR for the optimum 
transmitter’s positions for scenarios (1) and (2) when the receiver’s position is (1.50m, 1.50m). 
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However, there is a clear distance error in the area under the transmitters in the best 
position of scenario (1) due to the directionality of Lambertian. On the other hand, a 
similar result is observed in the best position of scenario (2) but the distance error is 
slightly high in the area under the transmitters which also stems from to the directionality 
of Lambertian. 
We have further investigated the system performance in the presence of noise. The 
simulations are at the two positions mentioned above. Firstly, the results presented here are 
the selected localization error distributions (depicted in Fig. 4.12) as well as the real vs 
estimated positions (plotted in Fig. 4.13) for the best position for scenario (1) (i.e. when the 
transmitters’ positions (1&2) are (0.25m, 0m) and (2.75m, 0m)). These figures show the 
impact of noise on the positioning error distributions for different values of SNR (i.e. SNR 
of 10 dB, 15 dB, 20 dB and 30 dB) for the best position of scenario (1). For example, in Fig. 
4.12 (b), the positioning error is less than 10 cm in all positions except the area that is under 
the transmitters when SNR = 15 dB. The maximum and minimum positioning errors, mean 
and standard deviation are summarized in Table 4.4. As can be clearly seen, there is a 
remarkable decline of the average positioning error when the SNR is increased. Furthermore, 
we also investigate the best position for scenario (2) using the LOS approach when the 
Fig. 4. 11 Spatial distribution of positioning error without considering noise for LOS scenario and 
when the transmitters’ positions (1&2): (a) are (0.25m, 0m) & (2.75m, 0m) (b) are (0.25m, 0.25m) 
& (2.75m, 0.25m). 
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transmitters’ positions (1&2) are at (0.25m, 0.25m) and (2.75m, 0.25m). Fig.4.14 shows the 
positioning error distributions when the SNR is equal to 10 dB, 15 dB, and 20 dB, whereas 
Fig.4.15 presents the estimated and real positions among the four values of SNR which are 
10 dB, 15 dB, and 20 dB. For instance, from Fig.4.14, we can see that the distance error is 
less than 10 cm in most locations in the typical room. The mean score for the distance error 
is around 12 cm. Table 4.4 provides the summary statistics for the positioning error. It can 
be observed that there is a significant decrease in the average positioning error when the 
SNR is increased especially for values higher than 15 dB. There are results from ROP 
distributions approach for positioning using two transmiters see Appendix C. 
Fig. 4. 12 Positioning error distributions for the LOS scenario when the transmitters’ positions (1&2) 
are (0.25m, 0m) & (2.75m, 0m) and  (a) SNR = 10 dB, (b) SNR = 15 dB, (c) SNR = 20 dB and (d) 
SNR = 30 dB. 
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Table 4. 4 Statistical standards of the positioning error for the LOS scenario. 
Positions of 
transmitters 
SNR 
(dB) 
Max. value 
(cm) 
Min. value 
(cm) 
The mean 
(cm) 
Standard deviation (cm) 
Tx1 (0.25, 0) 
Tx2 (2.75, 0) 
0 153.432 7.851 85.180 30.638 
5 69.499 6.548 47.016 17.140 
10 59.773 3.119 21.712 10.414 
15 35.077 0.156 9.107 6.178 
20 21.025 0.716 4.424 3.725 
25 18.675 0.113 2.197 1.914 
30 7.019 0.150 1.522 1.130 
35 7.147 0.287 1.285 0.968 
40 5.009 0.014 1.167 0.842 
Tx1 (0.25, 0.25) 
Tx2 (2.75,0.25) 
0 161.880 1.095 90.876 36.014 
5 118.046 1.460 53.260 23.735 
10 80.183 0.768 26.163 17.061 
15 55.126 0.841 12.392 11.455 
20 40.925 0.775 6.393 7.783 
25 34.191 0.205 4.189 6.195 
30 29.172 0.435 3.394 5.407 
35 25.659 0.366 3.182 5.101 
40 26.179 0.561 3.084 5.149 
Fig. 4. 13 Positioning error distributions for the LOS scenario when the transmitters’ positions (1&2) are 
(0.25, 0.25) & (2.75, 0.25) m and (a) SNR = 10 dB, (b) SNR = 15 dB, (c) SNR = 20 dB and (d) SNR = 
30 dB. 
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Fig. 4. 14 Estimated and real positions for the LOS scenario when the transmitters’ 
positions (1&2) are (0.25m, 0m) & (2.75m, 0m) and  (a) SNR = 10 dB, (b) SNR = 15 dB, 
(c) SNR = 20 dB. 
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Fig. 4. 15 Estimated and real positions for the LOS scenario when the transmitters’ positions (1 &2) 
are (0.25, 0.25) m & (2.75, 0.25) m and (a) SNR = 10 dB, (b) SNR = 15 dB, (c) SNR = 20 dB. 
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4.4.4.2. LOSNLOS Approach 
This section presents an analysis of the system performance for a LOSNLOS approach. 
The positioning error was investigated under the effect of noise and without the presence 
of any noise in the positioning system (i.e. ideal system) to determine the effect of light 
reflections on the positioning error. Overall, there was no significant difference between 
the two approaches in the whole room except at the positions near the walls as shown in 
Fig.4.16. Figure 4.16 (a) provides the positioning error distribution for the best position 
of transmitters for scenario (1) where the mean is around 4.7 cm and the maximum is 
around 40 cm. The reason behind the disparity between the mean and the maximum 
values is due to the reflections of light. In addition, we have investigated the distance 
error for the best position for scenario (2) without considering any noise as shown in 
Fig.4.16 (b). Note that the mean in this case is approximately 8.4 cm while the maximum 
value is around 41 cm. This is also due to presence of light reflections as was the case for 
scenario (1) above. 
Fig. 4. 16 Spatial distribution of the positioning error without considering noise for the LOSNLOS 
scenario and when the transmitters’ positions (1&2): (a) are (0.25m, 0m) & (2.75m, 0m) (b) are 
(0.25m, 0.25m) & (2.75m, 0.25m). 
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In the case of the presence of noise, we have simulated the LOSNLOS approach by 
following the same procedure adopted in the LOS approach above. The positioning error 
distributions for the best position of scenario (1) (i.e. when the transmitters’ positions are 
(0.25m, 0m) & (2.75m, 0m)) are presented in Fig.4.17 at SNR values of  10 dB, 15 dB, 
20 dB and 30 dB. The single most significant observation to emerge from the results is 
that the positioning error declines significantly but is slight high when the receiver 
approaches the walls. Fig. 4.18 shows the estimated and real positions when SNR = 10 
dB, 15 dB, and 20 dB for the best position of scenario (1). From these sub-figures, we 
can see the effect of light reflections on the positioning error at wide range of SNR. 
We have also simulated the best position for scenario (2) to determine the effect of the 
reflections on the positioning error when we have small blind area due to the same reason 
discussed above. Fig. 4.19 shows the results for the positioning error distributions 
obtained from the simulations to evaluate the indoor positioning system at different values 
of SNR. Fig. 4.19 (b) shows that the average of positioning error is less than 15 cm when 
the SNR is 15 dB. Fig. 4.20 depicts the estimated and real positions for the best position 
of scenario (2) for the proposed positioning system. Finally, Table 4.5 illustrates a 
summary of statistics for the positioning error (i.e. the maximum values, minimum values, 
the mean of positioning error and the standards deviation). Data from this table show that 
there is a significant decline in the positioning error average especially when the SNR is 
more than 15 dB. 
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Fig. 4. 17 Positioning error distributions for the LOSNLOS scenario when the transmitters’ positions 
(1&2) are (0.25m, 0m) & (2.75m, 0m) at (a) SNR = 10 dB, (b) SNR = 15 dB, (c) SNR = 20 dB and (d) 
SNR = 30 dB. 
 
Fig. 4. 19 Positioning error distributions for the LOSNLOS scenario when the transmitters’ positions 
(1&2) are (0.25, 0.25) & (2.75, 0.25) m and (a) SNR = 10 dB, (b) SNR = 15 dB, (c) SNR = 20 dB and 
(d) SNR = 30 dB. 
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Fig. 4. 18 Estimated and real positions for the LOSNLOS scenario when the transmitters’ positions 
(1&2) are (0.25m, 0m) & (2.75m, 0m) at (a) SNR = 10 dB, (b) SNR = 15 dB, and (c) SNR = 20 dB. 
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Fig. 4. 20 Estimated and real positions for the LOSNLOS scenario when the transmitters’ positions 
(1 &2) are (0.25, 0.25) m & (2.75, 0.25) m and (a) SNR = 10 dB, (b) SNR = 15 dB, and (c) SNR = 
20 dB. 
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4.5. Comparison with Previous Works 
We have comparatively evaluated the proposed two-transmitters approach with the 
existing three-transmitters [46] one by studying their average errors as shown in Fig. 4.21 
(a). It is observed that there is a small difference between the two transmitters and the three 
transmitters methods. Note that there are two different geometry setups for the three-
transmitters system investigated here. The first setup (the green curve in Fig. 4.21(a)) uses 
four LEDs as illumination sources but two of these LEDs are also used in the two-transmitter 
system (the result is shown in the red curve of the Figure). Three of the LEDs are selected 
among four of them for localization. In the second setup we also use four LEDs but their 
positions are selected for the best illumination profile (i.e. the light intensity across the room 
is flat). The result obtained in this case is represented by the black curve. 
We also note that the effect of the blind zone is small in the second scenario based on the 
best position (0.25, 0.25) and (0.25, 2.75) as shown in Fig. 4.21 (a) (red curve). The effect 
is in a small area underneath the two transmitters but in other areas of the room the 
positioning error is the same as shown in Fig. 4.21 (b). Fig. 4.21 (b) shows the estimated 
Table 4. 5 Some statistical standards of the positioning error for the LOSNLOS scenario. 
Positions of 
transmitters 
SNR 
(dB) 
Max. value 
(cm) 
Min. value 
(cm) 
The mean 
(cm) 
Standard deviation (cm) 
Tx1 (0.25, 0) 
Tx2 (2.75, 0) 
0 158.503 6.261 86.938 31.607 
5 98.127 2.333 48.734 17.109 
10 65.883 3.174 23.509 10.752 
15 49.553 0.492 11.082 7.132 
20 43.243 1.068 6.335 5.014 
25 43.025 0.198 4.389 4.453 
30 44.160 0.752 3.670 4.358 
35 43.027 0.104 3.422 4.292 
40 43.237 0.182 3.377 4.282 
Tx1 (0.25, 0.25) 
Tx2 (2.75,0.25) 
0 161.533 4.503 93.127 36.703 
5 118.484 1.994 55.330 23.572 
10 82.399 1.643 28.629 16.672 
15 62.949 0.531 15.118 12.433 
20 44.760 2.100 10.227 9.763 
25 40.156 0.683 8.115 8.670 
30 40.499 1.256 7.149 7.799 
35 40.829 0.541 6.928 7.881 
40 40.918 1.095 6.820 7.737 
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positions for both cases where the two transmitters are presented by blue circles, the three 
transmitters by red circles and the real position of the user by green squares. 
4 .6. Summary 
The proposed indoor 2D positioning was theoretically modelled and numerically 
evaluated. The investigation was based on the received optical power distributions as well 
as the RSSI technique using LED ceiling lamps as the transmitters. The approach used only 
two equations to estimate the user location (in a full 2D receiving plane) and its performance 
has been thoroughly explored. A comprehensive analysis of the angular error and the 
horizontal distance errors have been carried and verified through simulations. We have also 
investigated the balance of lighting distribution and its impact on the positioning 
performance as well as the optimised transmitted power. Statistical data have been obtained  
to carry out the evaluation. The study has also shown the power distributions map, distance 
estimation and position estimation with distance error in both the ideal and noisy conditions. 
Fig. 4.21 (a) A comparison of the average error between the proposed positioning system using two 
transmitters (for two scenarios) and  the positioning system using three transmitters (b) the distribution 
of the real position (green squares) and the estimated position for the positioning system using two 
transmitters (blue circles) and three transmitters (red circles). Note that there is no blue-dot in the blind 
zone in the two-transmitters case. 
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Note that this method does not require synchronization between the transmitters (LEDs) 
and the receiver. The simulation results of this system indicate that the device position 
estimation accuracy is acceptable. For LOS scenario, this positioning algorithm was able to 
determine the user position with an average error was between 9.1 and 21 of centimetres for 
the best position for scenario (1) whereas the average error was between 12.1 and 26.1 of 
centimetres for the best position for scenario (2) when the SNR is between 10 dB and 15 dB. 
For LOSNLOS scenario, the average error between 11 and 23.5 of centimetres for the best 
position for scenario (1) whereas the average error was between 15.1and 28.6 of centimetres 
for the best position for scenario (2) when the SNR is between 10 dB and 15 dB. The average 
error was much reduced when the SNR was increased. 
Compared to a conventional three-transmitters scheme, the proposed system offers a 
simpler approach and can be readily applied to some cases. This offers a complementary 
method to existing trilateration to reduce the complexity when appropriate. 
The next chapter will review information security and more details on cryptography. It 
will also investigate the impact of encryption on SISO VLC system performance with 
different cryptographic keys length for both LOS and LOSNLOS scenarios. 
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Chapter Five 
Protection of VLC Systems 
5.1. Introduction 
The requirement of data security inside an organization has undergone two major 
changes in the recently time. Firstly, the need for automated tools for protecting 
information and other information stored on a computer became evident. Secondly, the 
need of network security measures are to protect information during transmission process. 
The process of security has six phases which can be detailed as follows: 
1. Identify your assets: assets are the things or services that need protection such as 
computer hardware, financial data, and research activities etc. 
2. Analyse the risk of attack: risks categorise anything that threaten the assets such as 
files damage in computers. 
3. Establish your security policy: the security policy defines the protection needed to 
achieve the security goals and requirements. This policy works to balance the 
probability (the likelihood) of damage and assets. 
4. Implement your defences: the previous phase establish the overall security policy 
needed. In this phase, this policy is implemented. 
5. Monitor your defences: there are three famous operating systems (i.e. Windows, 
Linux, and Mac OS) that help monitor computer activities to collect  full information 
and observe if the problem happens again. 
6. Recover from attacks: if any attack occurred, a recovery process is carried out to 
assess the impact of the attack and to re-establish security defences. 
There are three general properties of security, which are: 
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1. Confidentiality: the information must not be released to unauthorized persons. 
2. Integrity: the information does not have to be modified during transmission to 
deliver it invalid. 
3. Availability: the need to restore and use the information should be easy. 
These properties are often referred to as the CIA properties and there exists security 
measures to maintain these properties. Confidentiality, integrity, availability, 
authentication and non-repudiation are security services which exist to preserve the CIA 
properties [42, 45, 164]. 
5.1.1. Threats to Information 
In insecure channels, various individuals and/or organizations attempt to obtain the 
communicated information. In normal circumstances, the information (for example files) 
flow from the information source to the information destination as depicted in Fig. 5.1 
(a). The other sub-figures show the following four classifications of attacks on 
communications networks: 
 Interruption is any attack that causes a destruction of transmitted files or make such 
files unavailable. This type of attack targets the “availability”, which is one of the 
assets of the system as shown in Fig. 5.1 (b). 
 Interception is any attack that is able to copy the transmitted files through an 
unauthorized user during the transmission process. This type of attack is on 
“confidentiality”, which is also an asset of the system as illustrated in Fig. 5.1 (c). 
 Modification is any attack that is able to gain, modify and resend the transmitted files 
to an information destination by an unauthorized user. This attack targets the 
“integrity” asset of the system as depicted in Fig. 5.1 (d). 
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 Fabrication is any attack that is able to generate files by an unauthorized user and send 
them to the information destination as legitimate transmission files. This attack targets 
the “authenticity” asset as illustrated in Fig. 5.1 (e). 
However, another classification of types of security offenses is made in terms of the 
passive or active nature of the attacks. Passive attacks are divided into two types which are 
the relief of message fillings and traffic analyses. There is no alteration of the information 
as a result of passive attacks and as such, they are very difficult to detect. Active attacks on 
the other hand can be divided into four types of classifications: modification, replay, 
masquerade and denial of service [44, 45, 165]. 
5.1.2. Information Protection 
There are numerous security products and policies that fit the needs of different 
security built on the requirements of the individual or the association. To achieve the 
security requirements, we need to address the requirements and approach the available 
security products and policies in a systematic way. For instance, for information security, 
Fig.5.1 General classifications of attacks (a) Normal flow (b) Interruption (c) Interception (d) 
Modification (e)  Fabrication. X represents an information source, y is an information destination 
and z is the attack entity. 
 125 
 
one must consider the security mechanism and the security service, whereas to provide 
the service, we often use one or more security mechanisms. To prevent loss of data 
availability or its recover, we can use authentication and encryption or some type of 
physical layer security. 
We can protect the information using “access control”, which is defined as the ability 
to control any right of entry through communication links to limit access to operating 
systems and their applications and stop unauthorized use of a service. This control of each 
user access is achieved by identified or authenticated access rights. 
On the other hand, there are often several security features that can be added to the 
software layer to protect the integrity and guarantee the privacy of data. Not all data can 
be safe as it is often available to public access or transmitted via email or web transactions 
and as a result, this data is susceptible to unauthorized access. Furthermore, data is 
sometimes susceptible to internal access as well. Cryptographic techniques are the most 
common methods to protect confidentiality of data from misuse by external or internal 
unauthorized users. The process of these techniques can convert the data into an 
unreadable format to be stored or transported. There are several security services but there 
is no single mechanism which can provide or implement all these services 
simultaneously. However, cryptography is one specific technique that motivates most of 
the security mechanisms in use. Encipherment or encryption is the most common 
mechanism to provide some of security services [43-45, 165-167]. 
5.2. A Review of Cryptography 
Cryptology derives from two words of Greek: kryptós that means "hidden" and logos 
that means "by the word". Cryptology science is the knowledge which studies the security 
of information communication where every transmitter and receiver must be able to 
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transform plaintext into ciphertext using a secret key. Cryptology consists of two main 
parts which are cryptography part and cryptanalysis part. 
Cryptography techniques offer the capability in that information can be hidden in 
ciphers and can only then be detected by the authorized users who have the valid secret 
key, thus making it impossible, very difficult or computationally infeasible for the 
message to be cracked by unauthorized recipients. 
Furthermore, cryptanalysis also derives from two Greek words, namely, “kryptós” and 
analyein, which mean “to loosen” and “to untie” respectively. Cryptanalysis is the 
knowledge of studying methods and techniques that recover information from 
encryptions without any knowing of the secret key and the encryption details. 
In cryptography, there are three main elements, namely, data encryption, data 
decryption and the key management unit as shown in Fig. 5.2. The encryption module 
(enciphering) includes the operations of converting the data stream into an unreadable 
form (i.e. cryptogram) to all except the intended recipient. At the receiver, the decryption 
module deciphers the encrypted message using the given which is akin to a password. It 
is the opposite of the encryption process or the unlock method of the locked message. 
The key management system manages the generation, distribution, recognition and 
reception of the cryptographic keys, which is the most decisive element in any 
cryptographic system. The Encryption process uses a different system or algorithm to 
change the text of the original message (i.e.; plaintext) into an cryptogram form of the 
message (i.e.; ciphertext or enciphered). Cryptographic techniques (encrypted and 
decrypted keys as well as transition functions) equate individual letters in the original 
message using various keys, that are numbers or strings of characters. These 
cryptographic functions can be addressed as [43]: 
The encryption process: 
𝐶𝑦 = 𝐸𝑦(𝑀𝑡, 𝐾𝑒)      (5. 1) 
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where 𝐶𝑦 is the cipher, ciphertext or unreadable text, 𝐸𝑦 is encryption algorithm that is 
based on the type of encryption key 𝐾𝑒 and 𝑀𝑡 is the transmitted message or plaintext. 
The decryption process: 
𝑀𝑟 = 𝐷𝑦(𝐶𝑦, 𝐾𝑑) = 𝐷𝑦(𝐸𝑦(𝑀𝑡, 𝐾𝑒), 𝐾𝑑)     (5. 2) 
where that 𝑀𝑟 is the received message, 𝐷𝑦 is decryption algorithm that is based on the 
type of decryption key 𝐾𝑑. There are several goals of cryptography which cover the 
efforts to achieve a secure transmission channel and implement different aspects of 
confidentiality, data integrity, authentication and non-repudiation. At the same time, there 
are numerous methods to implement these goals such as physical protection, 
mathematical algorithms and the ability to prevent data manipulation by unauthorized 
users. The authenticated information delivered contains of origin, date of origin, 
transmitted data, time of sending… etc.[43, 45, 165-170]. 
5.2.1. Symmetric Ciphers 
Symmetric ciphers are a format of cryptosystem in which use the same key to 
performed encryption and decryption processes. It is also known as single-key encryption 
or conventional encryption. Symmetric encryption converts the original message into 
encrypted text utilizing a single secret key and an encryption process in a transmitter side, 
Fig.5.2 General cryptographic functions [37]. 
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whereas, the same single secret key and a decryption process use to recover the original 
data from the ciphertext in the receiver side. There are two types of attack on an 
encryption algorithm, thich are cryptanalysis science depending on the encryption 
algorithm possessions, and the second type is brute-force, that consists demanding all 
possible keys. 
There are two necessities for the safe use of a traditional encryption: a robust encryption 
technique, as well as the providing of copies of the secret key to the transmitter and 
receiver using a secure method to distribute them. Fig. 5.3 shows the model of 
conventional cryptosystem [45, 164]. 
 5.2.1.1 Substitution Techniques 
In a substitution cipher algorithm, Each symbol in the original message is replaced for 
another different symbol in encrypted message. The receiver opposites the substitution 
process on the encrypted message to recover the original message. If theoriginal message 
is seen as a bits sequence, then the replacement process contains exchanging the bit 
patterns for plaintext with bit patterns for ciphertext. In traditional cryptography, the 
substitution ciphers have been divided into four types as follows: 
 A simple substitution cipher, monoalphabetic cipher such as The Playfair. 
 A homophonic substitution cipher. 
Fig.5. 3 Model of conventional cryptosystem. 
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 A polygram substitution cipher such as Hill cipher. 
 A polyalphabetic substitution cipher such as Caesar cipher, Vernam cipher, one time 
key and a running-key cipher [45]. 
5.2.1.2. Transposition Techniques 
In present, all the techniques observed contain the replacement of an encrypted text 
symbol for a symbol in the original message. A very various kind of mapping achieves 
using performing some types of permutation on the characters in the plaintext. This 
technique is known as a transposition cipher as well. In a pure transposition cipher, there 
are the same letter rates in plaintext and ciphertext as result, it is easily recognized. 
However, in columnar transposition, cryptanalysis science is obviously straightforward 
as well as it contains order out the ciphertext in a matrix and playing around utilizing the 
positions of letters in a column. Figure and trigram frequency tables can be suitable [45]. 
5.2.1.3. Product Ciphers 
In the beings of manual cryptography, product ciphers were a convenient techniques 
for the cryptographer. In fact, double transposition ciphers on keyword-based matrices 
were vastly used. There were also fractionation systems that have been used as a particular 
class of product. In a fractionation system, a substitution is first made from characters in 
the original message to multiple different characters which are usually pairs in the 
ciphertext. In this case, it is known as a bilateral cipher, which is then super-encrypted 
using transposition techniques. The ADFGVX cipher is one of the most famous ciphers 
in fractionation systems. [43-45]. 
5.2.1.4. Block Ciphers  
To the present, the most important encryption algorithm is the Data Encryption 
Standard (DES). A detailed study of DES gives an sympathetic of the basic used 
principles in the modern symmetric ciphers. The most used encryption schemes are based 
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on DES. The algorithm itself is also indicated to as the Data Encryption Algorithm 
(DEA). However, for DES, data is divided in 64-bit blocks and encrypted using a 56-bit 
key. The DES algorithm convert 64 bits from plaintext using series of steps into a 64-bit 
output as ciphertext. In transmitter side, the same steps and the same key are used in the 
decryption process. Triple DES uses three stages of the DES algorithm and uses two or 
three distinguished keys as well. 
The most important outcome of this study is the approval of the Advanced Encryption 
Standard (AES). The designed symmetric encryption algorithm is to replace DES and 
triple DES and is likely to grow into the most Large-scale used symmetric encryption 
algorithm and RC4 as well [42, 164, 167, 169, 171]. 
5.2.2. Asymmetric Ciphers 
In the entire cryptographic history, the public–key cryptography development is the 
greatest and possibly the only true revolution. Asymmetric cryptography is sometimes 
also pointed out as Public key cryptography. Public–key cryptography gives a radical 
dismissal from all that needed it. For one thing, public–key algorithms are depend on 
mathematical roles whereas traditional algorithms are based on permutation and 
substitution. Most importantly, public–key cryptography is including the use of two keys 
independently. In contrast to traditional encryption which uses only one key for 
encryption and decryption processes. The use of two keys has weighty results for 
authentication, confidentiality, and key distribution [45]. 
A cryptosystem involving a set of encryption transformations 𝐸𝑒 and a set of 
decryption transformations 𝐷𝑑. For each key pair [e, d], The encryption key e, and it is 
known as public key, that is made publicly available, whereas the decryption key d, called 
the private key, is kept secret. The cryptosystem must satisfy the property that it is 
computationally infeasible to calculate d from e. Public-key algorithms depend on one 
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for enciphering and another different but related key for deciphering. These algorithms 
have some important characteristics as follows: 
 It is computationally difficult to calculate the private key given only knowledge of 
the deciphering algorithm and the public key. 
 Private key can be used for enciphering while public key can be used for decryption 
process. 
Using the system in Fig. 5.4, we can provide confidentiality. The mesaage source 
produces a message in plaintext 𝑋 = (𝑋1, 𝑋3, … . . 𝑋𝑀) whereas that 𝑀 elements of 𝑋 are 
letters with finite alphabet. The message is prepared for destination 𝐵. The destination 𝐵 
generates a related pair of keys: a public key 𝐾𝑈𝑏 and a private key 𝐾𝑅𝑏. 𝐾𝑅𝑏 is secret 
and known only to the distination 𝐵, whereas 𝐾𝑈𝑏 is publicly available and therefore it 
is accessible by the source 𝐴. When the message 𝑋 and the encryption key 𝐾𝑈𝑏 are inputs 
of the encryption algorithm, therefore, the outcome is the ciphertext (𝑌1, 𝑌2, … . . . , 𝑌𝑁): 
𝑌 =  𝐸𝐾𝑈𝑏(𝑋 )       (5. 3) 
𝑋 =  𝐷𝐾𝑅𝑏( 𝑌 )      (5. 4) 
5.2.2.1. Applications for Public-Key Cryptosystems 
One aspect of asymmetric cryptosystems worthy illumination is that asymmetric 
systems are distinguished by the use of algorithmic cryptographic type using two keys: 
One held private key and one obtainale publicly. Relying on the application, the 
Fig.5. 4 Public-key cryptosystem to provide secrecy. 
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transmitter uses either the transmitter's private key or the receiver's public-key, or both to 
perform some type of the function of cryptography. In general terms, we can be able to 
classify the use of asymmtric cryptosystems into three classes: 
 Encryption and decryption: the transmitter encrypts a message using the recipient's 
public key. 
 Digital signature: the dispatcher "signs" a message using its private key. Signing is 
accomplished using an applied algorithm of cryptography to the message or to a small 
part of transmitted data which is a function of message. 
 Key exchange: the sender and receiver participate to interchange a session key. there 
are possible several different approaches to achieve the exchange of private keys. 
There are some asymmetric algorithms that are appropriate to achieve all three 
previous application [45, 168, 169]. There are two well-known public key algorithms: 
The RSA and the Elliptic curve cryptography (ECC). Though ECC is an emerging 
encryption algorithm. 
5.2.2.2. The RSA Algorithm 
RSA comes from the first character for each Rivest, Shamir and Adleman. It is an 
asymmetric cryptographic algorithm that does encryption and decryption using different 
key lengths. The use a long key for enhancing the security whereas a short key for to 
obtain the efficiency. The key of 512 bits for RSA algorithm is the most commonly used. 
The block size of unencrypted data in RSA algorithm is variable and it must be smaller 
than the key length. The length of encrypted block will be the length of the key. The RSA 
algorithm is a block cipher in which the unencrypted data and ciphertext are integers 
between 0 and 𝑛 − 1 for some 𝑛. Where 𝑛 is 309 decimal digits or 1024 bits. The RSA 
algoritm makes use of an exponential expression. Data is encrypted in blocks, with each 
block having a value less than  𝑛. Where the block size must be less than or equal to 
log2(𝑛). Paractically, the block size is k bits (2𝑘 < 𝑛 ≤ 2𝑘 + 1). 
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Both encryption and decryption processes need to know the value of 𝑛. The source 
knows the value of e and only the receiver knows the value of 𝑑. Thus, this an asymmetric 
encryption algorithm use a public-key of 𝐾𝑈 =  (𝑒, 𝑛) and a private key of 𝐾𝑅 =
 (𝑑, 𝑛). For asymmetric encryption, the RSA algorithm is satisfactory. 
5.2.2.2.1. Key Generation Process 
In RSA algorithm, public and private keys are created using mathematical steps as: 
 Generate two large different prime numbers 𝑝 and 𝑞. 
 Compute 𝑛 = 𝑝 ∗ 𝑞. 
 Calculate the Euler Totient Function: 𝑓(𝑛) = (𝑝 − 1)(𝑞 − 1). 
 Select a random encryption key 𝑒, where 1 < 𝑒 < 𝑓(𝑛), 𝑔𝑐𝑑(𝑒, 𝑓(𝑛)) = 1. 
 Calculate the private exponent value for the decryption key 𝑑 such that; 
 𝑑 = (𝑒 − 1) 𝑚𝑜𝑑 (𝑛). 
Therefore, the private key consists of (𝑑, 𝑛) and the public key consists of (𝑒, 𝑛).  
5.2.2.2.2. Encryption/Decryption 
The transmitted message 𝑀𝑡  (0 ≤ 𝑀𝑡 <  𝑛) is encrypted by the public key at the 
sender by applying the following expression: 
𝐶 =  𝑀𝑒(mod 𝑛)       (5. 5) 
At the receiver, the original message will be recovered by [172]: 
𝑀 =  𝐶𝑑mod 𝑛 = (𝑀𝑒)𝑑 mod 𝑛 = 𝑀𝑒𝑑 mod 𝑛    (5.6) 
5.2.2.3. The Security of RSA 
There three possible methodologies to attacking the RSA algorithm that can be 
smentioned as following: 
1. Brute force: this includes trying all possibilities to find private keys. 
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2. Mathematical attacks: there several methodologies, all equivalent in effect to 
factoring the product of two primes. 
3. Timing attacks: these rely on the running time of the decipher algorithm. 
The protection of RSA algorithm from the brute force process is by a large keys as for 
other cryptosystems. Thus, more robust for the RSA algorithm against brute force is using 
the larger the number of bits in e and d. On the other side, there are huge calculations in 
encryption/decrytpion processes and key generation, that are more complex as a result, 
the system will be slower [172]. 
5.2.2.3.1. The Factoring Problem 
Recently, although the complexity has been reduced but the factoring is still a difficult 
problem for a large 𝑛. There are two threats of larger keys which are computing power 
and the continuing improvement of the factoring procedures. That the move to a various 
algorithm resulted in an incredible speedup have been seen recently. We can anticipate 
further improvements in the generalized number field sieve (GNFS), and the use of an 
even better algorithm. In fact, a related algorithm, the numbers can be factored using 
special number field sieve (SNFS) faster than the generalized number sieve with a 
specialized form considerably. For example, we need to be cautious in selecting a key 
length for RSA [43, 172, 173]. 
5.2.2.3.2. Timing Attacks 
Practically, The implementations of modular exponentiation do not include such 
excessive timing variations in which the enforcement time of a single iteration can be able 
to exceed the mean execution time of the full algorithm. Notwithstanding, there is enough 
divergence to make this timing attack practical. Though the timing attack is a dangerous 
threat,  there are simple treatments against this threat which can be used as: 
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• Constant exponentiation time: we have to ensure that all exponentiation equation pick 
the same amount of time before returning a result. This is a simple resolve but it will 
degrade the performance of a system.  
• Random delay: we can add a random delay to the exponentiation algorithm to achieve 
the best performance result to confuse the timing attack. 
• Blinding: we can multiply a random number in the ciphertext before exponentiation 
process to prevent the attacker from knowing what ciphertext bits are being processed 
and therefore this prevents the bit-by-bit analysis of timing attack [45]. 
5.2.2.4. Advantages and Disadvantages of the RSA Technique  
As mentioned earlier, the RSA algorithm is a public key technique. Therefore, it has 
the advantages and disadvantages of public key methods. In asymmetric encryption/ 
decryption, the public key is used to encrypt and it is different from the private key that 
is used to decrypt in the RSA encryption and decryption algorithms, respectively. The 
encryption key is available to the public, whereas the private key is kept secret by each 
individual person. 
5.2.2.4.1. Advantages of Public-Key Cryptography 
1. The private key must be kept a secret only, however, the authenticity of public key 
must be guaranteed. 
2. Depending on the type of the use, we have ability able to unchanged the private and 
public keys for many sessions even several years. 
3. The number of cryptographic keys may be smaller than in the traditional encryption 
scenario in a large networks. 
4. There is no any restriction of shared secret keys between two users that need to contact 
with each other and therefore this is the idea behind asymmetric cryptography. The 
key which is shared between parties can be not used to communicate with another 
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party. In asymmetric encryption/decryption, Each party can be able to create a pair of 
keys where the public key is distributed to the other while the private key is kept. Each 
party is independent but the pair of keys created can be used to contact any other party. 
5. The number of keys needed has been reduced extremely. In this system, for example, 
we need two million keys only for one million users, not half a billion as was the case 
in secret key encryption [173]. 
5.2.2.4.2. Limitations of the RSA Method  
The complexity problem is the most disadvantages of the public key technique. If the 
RSA technique is to be an effective method, we must have large prime numbers of 𝑝 and 
𝑞. There are some of The RSA limitations as follows: 
1. Speed of implementation: the process to convert the plaintext tociphertext using long 
keys takes long time. This is the main reason that public key encryption is not suitable 
for large text. 
2. There must be the authentication for public key in RSA encryption: The sender must 
used a public key to encrypt the original message. Thus, the authenticated user can 
be participated in the encryption process. 
3. Loss of private key threatens the security: private key is most important for RSA 
security in the decryption procedure that it is used to decrypt the original message. If 
one person who is unauthorized obtains on the private key, the whole RSA algorithm 
security is exposed. 
4. Attacks on RSA: There are different attacks on the RSA cryptography, for example,  
the factorization problem, short message, common modulus, low decryption 
exponent, periodic attacks and so on. The security of RSA algorithm can breach using 
these types of attacks. To present, there is not proven to be unbreakable. The 
supercomputers are able to break this technique and have feature to work in a parallel 
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procedure. However, depending on the presumed difficulty of small set of numberic 
theoretic issues thus, the public key cryptography algorithms is still the most 
effective to protect the data [42, 43, 45, 167, 174]. 
5.2.2.5. Related Works 
The RSA security depends on the large prime numbers but they are easily factorized and 
decomposed [175]. Ren and Miao have implemented a novel approach based on DES and 
RSA algorithms in Bluetooth Communication. That are using to encrypt transmitting data 
and the keys of DES, respectively [176]. In [175],a new approach RSA algorithm by Sonal 
Sharma et al, which uses modified Sum Cryptosystem based on subset sum of two numbers 
over RSA public key. In [177], Sami A. Nagar and Saad Alshamma have proposed the high 
speed implementation of RSA algorithm as well as they have modified keys exchange 
between Gateways using structured query language (SQL) server. B. Persis Urbana Ivy et 
al. have used ‘n’ number to generate public and private keys. That are not easily decomposed 
or factorized to getting high security and efficiency through a network [178]. 
5.3. Impact of Protection on the VLC Systems 
5.3.1. VLC System Simulation Setup 
The VLC system shown in Fig. 5.5 is adopted for a standard room of size 5×5×3 m3 
(width, length, height) where there are four transmitters with each transmitter consisting 
of several LEDs to provide good room illumination coverage. The receiver plane is 0.75m 
above the floor. The data signal is generated using a pseudo random bit stream (PRBS) 
of the length (210 − 1). The data is encrypted using the RSA technique which will be 
detailed in the next subsection. The transmitted data is modulated using OOK modulation 
via the SISO-TDM scheme. The IM/DD technique is employed to generate the 
transmission signal after it has been up-sampled by 10 times. The signal is convoluted 
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with the impulse response of the LED, which possesses the same impulse response as that 
discussed in (3.29) and Fig. 3.8 (a), Chapter 3. Here, in the encrypted VLC system, we 
have used the measured impulse response of OSRAM with LED, which has a raw 
bandwidth of 2.5 MHz (see Fig. 3.8 (a)). Here, we consider two scenarios to modulate the 
VLC channel: LOS scenario and LOSNLOS scenario. These are also detailed in 
subsections 3.4.1 and 3.4.2. of Chapter 3. The noise in the proposed VLC system is 
considered as AWGN due to ambient light sources, thermal noise and shot noise. The 
system is numerically simulated using MATLAB. 
5.3.2. Proposed VLC Scheme with Encryption and 
Decryption 
Without loss of generality, it is assumed that the public and private keys are provided at 
the transmitter and receiver (i.e. during the initialization session connections or presetting). 
Fig. 5.6 illustrates the system block diagram of the RSA algorithm adopted in the VLC system 
shown in Fig. 5.5 The binary stream (data) is converted into 𝑘-bit parallel blocks (𝑘 =
 8, 16, 32), where 𝑘 is chosen to be of the same or a longer length as the key. These blocks 
are then converted into decimal values and encrypted by the pre-defined public key as 
described in (5.11). The encrypted data is passed through a parallel-to-serial converter with 
an output in OOK-NRZ format which is used to intensity-modulate the LED. At the receiver 
end, following optical detection, the reverse process of transmitter is implemented to recover 
the original data signal. The private key is employed for decryption as described in (5.12). 
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Fig.5. 5 A typical indoor VLC system environment. 
Fig.5. 6 Block diagram of RSA applied in a VLC system. 
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5.4. Results and Performance Evaluation 
The secure VLC system is simulated using MATLAB to determine the impact of security 
implementation on the LED-based VLC system. The key simulation parameters are presented 
in Table 5.1. The key system performance indicators to investigate are the BER and the power 
penalty. The VLC model is based on the equations from (3.29) to (3.36) whereas the data 
encryption layer is implemented following the steps formulated in (5.6) to (5.12). In this 
chapter, the maximum encryption key length used for simulations is limited to several bits. 
This is due to the constraints of computational power of PC and the simulator. However, the 
same procedure can be adopted for longer key lengths as in practical applications. 
Furthermore, we have kept the ratio between input and output data to and from the RSA 
encryption block the same (see Fig. 5.6)  (i.e.; the number of input bits is equal to the number 
of output bits).  In other words, there is no extra data due to protection. For instance, if the 
input data in each block is 16 bits, then the output data from encryption is also 16 bits. 
However, the simulation results obtained are still valid for predicting the impact of encryption 
on VLC communications. 
 
Table 5. 1 The simulation parameters of the secure VLC system 
Parameters Values 
Room size: Length, (X), Width, (Y), Height (Z) 5m × 5m × 3m 
Receive Plane above the floor 0.75 m 
LED half power angle 𝜙1/2 70 deg. 
Wall reflection coefficient ρ 0.7 
Number of reflections 1 
Reflective area of wall dAwall 0.02 m2 
Transmitter coordinates (4 arrays of LEDs) 
(1.25, 1.25) (3.75, 1.25)  
(1.25, 3.75) (3.75, 3.75)  
Transmitted data rate 𝑅𝐵 1 Mbps - 12 Mbps 
Concentration lens refractive index at PD n 1.5 
Optical filter gain Ts(ψ) 1 
PIN detector FOV 60 deg. 
Active area (𝐴𝑅) of receiver 50×10
-6 m2 
Transmit optical power Ptx 10 W 
Data format NRZ-OOK 
LPF cut-off frequency 𝑅𝐵 
Key length 8 and 16 bits 
Data block 8 and 16 bits 
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In these simulations, we transmit over one million bits over the channel and assume perfect 
synchronization between the transmitter and receiver. At the receiver end, following the 
capture of all transmitted bits, we have converted these bits into 𝑘-bit-parallel  (8-bits, 16-bits 
or ……), we have called encrypted block or encrypted frame. These are the data patterns 
which are compared with the transmitted bits. For detection, we sample every bit at its centre 
and compare the sampled value with a threshold level set to half the mean signal amplitude. 
As only one million bits are sent with every iteration of the simulation, we know exactly 
where the encrypted code begins and ends, hence, there is no need for a preamble header and 
footer bits to be inserted into the code. However, in real practical applications, both pre- and 
post-ambles are required. 
The subsequent figures represent the simulated BER performance against the received 
SNR for the VLC system with and without encryption. In Fig. 5.7 (a), the data rate  is 2 Mbps 
which is well within the 3-dB bandwidth of LED (approx. 3 MHz). At a BER of 10-3, for the 
LOS scenario, power penalties P of 1.05 dB and 1.64 dB are obtained compared to the back-
to-back cases for encryption block lengths of 8 bits and 16 bits, respectively. On the other 
hand, for the LOSNLOS scenario, power penalties 𝑃 of 1.10 dB and 1.61 dB are recorded 
for encryption block lengths of 8 bits and 16 bits respectively. The power penalties are due to 
the block errors occurring in the encrypted VLC system rather than individual bit error in an 
unsecured VLC system. In secured VLCs, when an error occurs, the receiver cannot decrypt 
the whole block thus resulting in a block error. However, at lower data rates, the power 
penalties induced are much smaller i.e. < 1 dB. 
In Fig. 5.7 (b), the data rate is 6 Mbps, which is much higher than the LED 3-dB 
modulation bandwidth. This test provides a good view of the excess power penalty due to 
“block error”. For the same BER performance, the system requires slightly higher SNR (e.g. 
additional ~3 dB at a BER of 10-3). The power penalties for the LOS scenario have slightly 
increased to 1.21 dB and 1.68 dB for 8 bits and 16 bits of encryption block lengths 
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respectively, whereas for the LOSNLOS scenario, the penalties have also slightly increased 
to 1.42 dB and 2.13 dB for 8 bits and 16 bits, respectively. 
In Fig.5.7 (c), the data rate is 10 Mbps and one can see that for the same BER performance, 
the system requires much higher SNR (i.e.; additional ~ 11 dB at a BER of 10-3). The power 
penalties for the LOS scenario have significantly increased to 1.68 dB and 2.12 dB for 8 bits 
and 16 bits of encryption block lengths respectively whereas for the LOSNLOS scenario, the 
power penalties also show significant increases to 1.79 dB and 3.15 dB for 8 bits and 16 bits, 
respectively. 
We have further investigated the evaluation of the proposed VLC system with and without 
encryption when the position of the receiver is at the corner. The first set of analysis examines 
(a) (b) 
(c) 
Fig.5. 7  BER vs. SNR of the received light beam for the back-to-back VLC and encrypted links at: (a) 
2 Mbps, (b) 6 Mbps and (c) 10 Mbps when the receiver’s position is in the middle of the room. 
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the impact of the LOS and LOSNLOS on the BER performance. We have compared the 
results from the LOS scenario and the LOSNLOS scenario for four channels. We can note 
that the BER performance against SNR is different from one channel to another based on the 
distance between the transmitter and the receiver in the previous proposed model as shown 
in Fig. 5.8 and Fig. 5.9. In Fig. 5.8, when the data rate is 2 Mbps, the block length is 8 bits 
and the distance is shortest (between Tx1 and Rx), the power penalty is approximately 1.5 dB 
for the LOS and the LOSNLOS scenarios and is 1 dB for the secure and unsecure VLC system 
as shown in Fig. 5.8 (a) for the same BER performance. In Fig. 5.8 (b) and (c), when the 
distance is slightly longer between Tx2 , Tx3 and Rx, the power penalty is around 1.2 dB for 
the secure and unsecure system but it is higher for the LOS and the LOSNLOS scenarios 
(around 2.75 dB at BER of 10−3). However, in Fig. 5.9 (d), the distance is much longer 
between Tx4 and Rx and the power penalty is 1.2 dB between the cases of with and without 
encryption for the LOS scenario whereas it is 1.7 dB for the LOSNLOS scenario. 
Furthermore, the power penalty is more than 5 dB between the LOS and  the LOSNLOS 
scenarios. 
In Fig. 5.9, when the data rate is 2 Mbps and the block length is 16 bits, there is clearly an 
increase in power penalty compared to 8 bits. Firstly, in Fig. 5.9 (a), when the distance is 
short (between Tx [1] and Rx), the power penalty is approximately 1.6 dB between the secure 
and unsecure cases for the LOS and the LOSNLOS scenarios, whereas it is 1.4 dB between 
the LOS and the LOSNLOS scenarios for secure or unsecure VLC system. Secondly, in Fig. 
5.9 (b) and (c), the power penalty is around 1.6 dB between the secure and unsecure cases for 
the LOS scenario but it is around 2 dB for the LOSNLOS scenario. However, the power 
penalty is 2.7 dB between the LOS and the LOSNLOS scenarios in the absence of encryption 
and it is 3 dB in the presence of encryption. Finally, in Fig. 5.9 (d), the power penalty is 1.5 
dB between the secure and unsecure cases for the LOS scenario whereas it is 2.7 dB for the 
LOSNLOS scenario. We also note from the same figure that power penalty increases 
 144 
 
significantly between the LOS scenario and the LOSNLOS scenario. It is 4.7 dB and 5.9 dB 
for an unsecured and a secured VLC system respectively. 
 
Fig.5. 8 Performance of BER against SNR of unsecure VLC system and secure VLC system with 
block length = 8 bits for (a) Channel [1] (b) Channel [2] (c) Channel [3] (d) Channel [4] for 
considering LOS scenario and LOSNLOS scenario when the Rx is in the corner of the room and 
data rate is 2 Mbps. 
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Figure 5.10 illustrates the power penalty against the data rate for 8 and 16 bits encryption 
block lengths at a BER of 10−3 for the LOS and LOSNLOS scenarios. Firstly, we consider 
the LOS scenario when the position of the receiver is in the middle of the room. For the 8-bit 
case (see Fig. 5.10, red curve), the power penalty is approximately 1 dB for data rates up to 
7 Mbps increasing to over 1.5 dB at a data rate of 10 Mbps. For the 16-bit case (see Fig. 5.10, 
blue curve), the power penalty profile is similar to the 8-bit case but it is on average higher 
by 1.5-2.0 dB. Secondly, we consider the LOSNLOS scenario when the position of receiver 
is at the corner of the room. For the 8 bit encryption block (Fig. 5.10, green curve), the power 
penalty is between 1 dB and 1.5 dB for data rates up to 7 Mbps whereas it is increases to over 
3 dB at 9 Mbps. On the other hand, for the 16 bit encryption block case (Fig. 5.10, black 
Fig.5. 9 The performance of BER against SNR for unsecure VLC system and secure VLC system 
when block length = 16 bits for (a) Channel [1] (b) Channel [2] (c) Channel [3] (d) Channel [4] 
when considering LOS and LOSNLOS scenarios, the Rx is in the corner of the room and data rate 
is 2 Mbps. 
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curve), the power penalty is between 1.5 and 2 dB for data rates up to 6 Mbps, increasing to 
around 4 dB at for data rates of 9 Mbps. 
Though the performance of a secured VLC system is heavily dependent on the encryption 
block lengths, it is noted that the redundancy is relatively small. As the encryption block 
length increases the redundancy is further minimized. 
5.5. Summary 
This chapter has fast reviewed information security with different techniques. We focused 
on cryptography and its techniques which were divided into symmetric and asymmetric 
ciphers. Furthermore, we also studied in detail the RSA technique. 
The chapter has also investigated the VLC system performance with and without 
encryption in the MAC layer and physical layer for both the LOS and LOSNLOS scenarios. 
The results showed that the block error severely affects the system BER performance 
especially for the 16-bit encryption key length.  The proposed secured VLC system requires 
more SNR to obtain the same BER performance. The power penalties observed ranged from 
1 dB to 1.7 dB for the 8-bit encryption block length and 1.6 dB to 2.7 for the 16-bit encryption 
Fig.5. 10 Power penalty vs. the data rate for the LOS scenario of secure VLC system when the 
receiver’s position is the middle of the room and the block lengths are 8 bits (red curve) and 
16 bits (blue curve) as well as for LOSNLOS scenario when the receiver’s position is the corner 
of the room and the block lengths are 8 bits (green curve) and 16 bits (black curve). 
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block lengths and for different distances between Txs and Rx within the 3 dB LED bandwidth. 
We have also investigated the BER performance against SNR with different data rates for 
unsecured and secured VLC system. Overall, these results highlight the presence of power 
penalties between ~ 1 dB and ~3.5 dB for data rate from 1 Mbps to 10 Mbps, respectively, 
for both LOS and LOSNLOS scenarios. 
Though the selected key lengths in this chapter were small mainly due to the limitation of 
the computer and the simulator computational powers, the results have generically indicated 
the trend of trading-off and error propagation as well as showing the minimum bandwidth 
loss of the secured VLC system. 
The next chapter will discuss the design of a novel secure MIMO VLC system based on 
the position of the user and the RSA encryption in MAC layer with different key lengths and 
more ability to control the size of the encrypted VLC cell based on the user environment. 
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Chapter Six 
Secure MIMO-VLC System 
6.1. Introduction 
The high data rates can readily be exploited to create optical MIMO communication 
systems. MIMO-VLC systems have thus become an attractive approach for increasing the 
channel capacity, particularly in an indoor environment. Such systems have already been 
demonstrated to achieve Gbps data rates and been reported in [66, 84, 85]. However, security 
in wireless telecommunication systems is a common concern, especially in MIMO VLC 
systems. What is known about security is largely based upon empirical studies that 
investigate how to implement the techniques to achieve a required purpose. RSA is more 
widely used in many security systems and still guarantees security of the system if the key 
length is long enough. [44, 45]. Several studies investigating RSA algorithm have been 
carried out on an improvement of security and overcome on the limitation in RSA method 
such as speed, computational cost, loss of private key sometimes result break the security 
and some types of attacks for example factorization problem or short message. Some of these 
studies have been mentioned in Chapter 5. Consequently, in this work, we have opted to 
adopt the RSA technique as outlined in subsequent sections. 
Indeed and at the present time of writing, there are only a few number of researches that 
studied security in VLC systems as mentioned earlier in Chapter 5. Therefore, the main 
objectives of this chapter are three fold and can be summarized as follows: (𝑖) development 
of a mathematical modell of positioning in non-imaging MIMO-VLC systems, (𝑖𝑖) design 
of novel secure MIMO-VLC system based on user’s location and encryption without 
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affecting the efficiency in both ideal and real scenarios and (𝑖𝑖𝑖) deployment of RSA 
encryption at the MAC layer with no overhead data and with the ability to control the size 
of the encrypted VLC cells based on the user environment. 
6.2. Positioning in MIMO VLC System 
We have used the RSSI technique of indoor positioning using three transmitters with the 
trilateration method. The method recovers the channel characteristics from the incident light 
and estimates the receiver location by analytically solving the Lambertian equations. 
6.2.1. Mathematical Modelling of Positioning Algorithm 
The following algorithm calculates the path loss as a result of attenuation. From equations 
(2.36) and (3.33), which is a basic equation, one can calculate the power distribution in a 
VLC environment for any location inside a room. The received optical power at a distance 
𝐿 utilizing (6.1) with the assumption of 𝜓𝐿𝑖𝑗 = 𝜃𝐿𝑖𝑗 can be expressed as: 
 𝑃PD,𝐿𝑗 (𝜃𝐿𝑖𝑗 , 𝜓𝐿𝑖𝑗) = 𝑃tx.
(𝑚+1)
2𝜋𝐿𝑖𝑗
2  . cos
𝑚(𝜃𝐿𝑖𝑗). 𝑇𝑠 (𝜓𝐿𝑖𝑗) . 𝑔𝑠 (𝜓𝐿𝑖𝑗) . cos (𝜓𝐿𝑖𝑗) ,   (6. 1) 
Thus, the received optical power underneath the transmitter, i.e. at a distance ℎ as shown in 
Fig. 6.1. ( 𝜓𝐿𝑖𝑗 = 𝜃𝐿𝑖𝑗 = 0), is given as: 
 𝑃PD,𝐿𝑗(0,0) = 𝑃tx𝑖
(𝑚+1)
2𝜋ℎ𝑗
2  .     (6. 2) 
From equations (6.1) and (6.2), assuming 𝑇𝑠(𝜓). 𝑔𝑠(𝜓) = 1, (meaning that we do not have 
any attenuation or amplification for the received optical signal from these stages because of 
the employed positioning VLC technique here is RSSI technique which is depended on the 
received power level  as well as  𝐿𝑖𝑗 =
ℎ
cos 𝜃𝐿𝑖𝑗
⁄ ). Therefore, the mathematical model of 
RSSI technique can be written as: 
 𝑃PD,𝐿𝑖𝑗(𝜃𝐿𝑖) =  𝑃PD,ℎ𝑖𝑗(0). cos
𝑚+𝛾+1(𝜃𝐿𝑖𝑗)    (6. 3) 
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where 𝑖 =  𝑗 = 1,2,3 𝑜𝑟 4 represents the number of transmitter and photodetectors in the 
room and 𝛾 = 2 is a path-loss exponent correction factor [31, 48, 93]. 
6.2.1.1. Horizontal Distance Estimation 
From equation (6.3) we can measure the angle of irradiance (𝜃𝐿𝑖𝑗) using measurements 
of the received power at a distance ℎ (𝑃PD,h(0)) and store it at receiver which uses it along 
with the received power at distance  𝐿𝑖𝑗 for all positions in the room. The final step calculates 
the horizontal distance estimation using simple trigonometry [48]: 
𝑑𝐿𝑖𝑗 = ℎ. tan 𝜃𝐿𝑖𝑗       (6. 4) 
6.2.1.2. Trilateration Method  
The process of locating absolute or relative locations of targets by measuring the distances 
using the geometry of circles is shown in Fig. 6.2. As the figure illustrates, there are four 
power levels to be measured at the receiver. However, the receiver will select only the three 
maximum power levels that will be used in the positioning algorithm in order to determine 
the location of the user. So, we can use the RSSI algorithm to calculate 𝜃𝐿𝑖𝑗 (i.e., 𝜃𝐿1j, 𝜃𝐿2j 
and 𝜃𝐿3j) and then calculate 𝑑𝐿1j, 𝑑𝐿2j and 𝑑𝐿3j using (6.3) and (6.4) respectively. Now, the 
trilateration method can be used to determine the position of user by obtaining the 
intersection point from the three following equations: 
Fig. 6. 1 side view of 1-D indoor MIMOVLC system 
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{
(𝑥PD𝑗 − 𝑥tx1)
2 + (𝑦PD𝑗 − 𝑦tx1)
2 = 𝑑𝐿1𝑗
2
(𝑥PD𝑗 − 𝑥tx2)
2 + (𝑦PD𝑗 − 𝑦tx2)
2 = 𝑑𝐿2𝑗
2   
(𝑥PD𝑗 − 𝑥tx3)
2 + (𝑦PD𝑗 − 𝑦tx3)
2 = 𝑑𝐿3𝑗
2   
    (6. 5) 
where 𝑑𝐿1𝑗 , 𝑑𝐿2𝑗  and 𝑑𝐿3𝑗 are the horizontal distances between the transmitters and receivers 
and (𝑥tx1, 𝑦tx1),(𝑥tx2, 𝑦𝑡𝑥2) and (𝑥tx3, 𝑦tx3) are position coordinates of the transmitters; while 
(𝑥PD𝑗 , 𝑦PD𝑗) is the coordinates of the photodetector in the receiver array [110]. 
6.2.2. Centre of Receiver Calculations 
The receiver array has two different designs based on the directional order of 
photodetectors as shown in Fig. 6.3. There are two configurations for designing the receiver 
array: (𝑖) anticlockwise configuration (𝑖𝑖) clockwise configuration. If the coordinates of each 
of photodetector 1 (𝑥PD1, 𝑦PD1) and photodetector 2 (𝑥PD2, 𝑦PD2) are known, we can 
calculate the coordinates of both photodetectors 3 and 4 (in an anticlockwise configuration) 
from the following expressions: 
Fig. 6. 2 top view of 2-D system for positioning system using trilateration method 
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𝑥PD3 = 𝑥PD2    and    𝑦PD3 = 𝑦PD2 + ∆𝑦     (6. 6) 
𝑥PD4 = 𝑥PD1    and    𝑦PD4 = 𝑦PD1 + ∆𝑦     (6. 7) 
Note that in this proposed system, the requirement is to calculate the coordinates of the 
centre of the receiver (CORA) and not the coordinates of each photodetector in the receiver 
array. The estimation of the coordinates of CORA can be calculated using the following 
equations to reduce the positioning error: 
𝑥CORA = 
1
𝑁
 ∑ (𝑥PDj + {
∆𝑥
2
      if 𝑗 = 1,4
−
∆𝑥
2
    if 𝑗 = 2,3 
)𝑁𝑗=1     (6. 8) 
𝑦CORA = 
1
𝑁
 ∑ (𝑦PDj + {
∆𝑦
2
      if 𝑗 = 1,2
−
∆𝑦
2
    if 𝑗 = 3,4 
)𝑁𝑗=1     (6. 9) 
6.3. Secure VLC-MIMO System Description 
The security task in wireless communications has become a matter of concern due to the 
possibility of unauthorised access to transmitted data. This stems from the fact that all users 
use the same channel. However, in a VLC system, this issue is less pronounced because of 
the inability of light to through the walls. Recently, several types of researches have been 
proposed on security at the physical layer to encrypt the user’s data [179, 180]. A typical 
MIMO-VLC system is designed to broadcast signals and hence any user in the VLC cell 
Fig. 6. 3 the receiver array (a) anticlockwise configuration (b) clockwise configuration. 
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range can receive the transmitted data inside the illumination coverage area. This 
communication system does not have a secured transmission link for each user. 
6.3.1. Block Diagram of the Proposed Secure System 
Figure 6.4 shows the block diagram of the proposed end-to-end secure MIMO-VLC 
system. It consists of a transmitter and a receiver, as well as 4 × 4 MIMO-VLC channels 
acting as the downlink and an RF or IR channel acting as the uplink due to the VLC system 
not possessing an uplink. This still presents the biggest challenge in VLC systems, and as 
such an RF/IR uplink was adopted. At the transmitter side, there is a coordinator that has the 
location codes of the transmitters’ positions. We have considered two cases when (i) the user 
is new, and (ii) the user is not new and there is a possibility to move to a new location as 
follows: 
Case I: the user is new, the coordinator sends locations codes only to the receiver via the 
MIMO-VLC channel. The receiver receives four signals using four photodetectors and 
recovers data by the MMSE equaliser. In the next stage, it calculates the user’s location 
based on the RSSI technique that has been discussed in the previous section. The receiver 
can select the public and private keys from keys’ store based on its location, and then sends 
the public key and power levels to the transmitter via the RF/IR channel. The transmitter 
subsequently receives them, and decides if the MIMO-VLC channel is suitable for data 
transmission. 
Case II: the coordinator encrypts the user’s data utilizing the public key and combines 
them with the location codes and sends the data via the MIMO-VLC channel. At the receiver 
side again, all four signals pass the photodetectors stage, the positioning stage and finally 
the decryption process using the private key to decrypt the data. In the positioning stage, if 
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the new location is not the same as the previous one, the receiver generates another key based 
on the new location using the cryptographic keys stage. 
6.3.2. Modified RSA Algorithm and Encrypted Cells 
In Fig. 6.4 there is a stage at the receiver side that generates public and private keys. In 
this section, we explain the modified RSA algorithm that produces a number of encryption/ 
decryption keys and distributes them on encrypted VLC cells. All frames from the 
transmitted data are divided into 𝑘-bit parallel blocks (𝑘 = 8, 16, 32, 64,....), where k is 
chosen to be the same length as the key, which is generated by this modified RSA algorithm. 
The modified RSA algorithm is given in Algorithm 1 below. We have modified the RSA 
algorithm for two main reasons; the first is the need to encrypt data without an increase in 
data length compared with plaintext data and as such to maintain the capacity of the channel. 
This means that the transmitted message per block 𝑚𝑡(𝑖) must not be more than 𝑛 (0 < 𝑚𝑡 <
Fig. 6. 4 Bock diagram of a secure MIMO-VLC system. 
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 𝑛). For instance, if we have a block of 8 bits then 𝑛 must be less than 255. However, there 
is a difficulty to find two prime numbers (𝑝 and 𝑞) of which their multiplication result is 
exactly equal to 𝑚. Therefore, we select a percentage which is called maximum percentage 
of unencrypted data (MPUED) between data that is encrypted and data that cannot be 
encrypted (because it is more than 𝑛). The second reason is the requirement to generate a 
number of keys that are enough for every encrypted VLC cell. In the modified RSA 
technique, we are adding another level of ambiguity by not encrypting all transmitted data 
that is less than five percent. In this secure system, the problem of keys distribution has been 
solved using the generation of cryptographic keys in receiver (i.e.; at user) and sending the 
public key to transmitter only [173, 181-184]. 
The second process in this part relates to the distribution of the keys on the encrypted 
VLC cells. In Fig. 6.5, the standard VLC room has been divided into small square areas 
called the Encrypted VLC cells, where each encrypted cell has only one centre called the 
centre of encrypted cell (COEC). This means that every estimated user’s location approaches 
the closest cell’s centre due to the presence of a localization error based on positioning 
techniques and SNR. This approximation is the reason why it is difficult to make encrypted 
VLC cells smaller than this area. This system represents a flexible scheme in that it is able 
to control the size of encrypted cell. 
In Fig. 6.5, we have three sub-figures which show three different sizes of the encrypted 
VLC cells. We have tested 4, 16 and 49 receivers for different lengths of cells, which are 
0.50m, 1.00m and 1.50m, respectively. Therefore, all receivers in encrypted VLC cells have 
 156 
 
only COEC (i.e., all positions inside cell approaches to one position which is COEC), and 
then all receivers have the same identification but they will take different public and private 
keys. Therefore, if one reduces the size of encrypted cells then the number of receivers will 
decrease as well. For example, if we decrease the length of encrypted VLC cell from 1.5 m 
to 1.0 m, at that point then, the number of receivers will decrease from 49 to 16 receivers as 
well. The reason being that we have assumed different environments such as convention 
hall, large office having approximately 16 users and small office has around four users. In a 
convention hall, the length of encrypted cell (LEC) is assumed 0.5m because the number of 
users is large and close to each other and every user has two or three devices. In addition, 
these devices have the same COEC due to its deployment/use by one user. In the proposed 
model, there will not be computational complexity because every receiver generates 
cryptographic keys based on its location and implements a decryption process as well. 
 Choose key’s length 𝑚 = 2𝑘𝑙,  MPUED 
 Generate prime numbers (𝑃(: ), 𝑄(: )) ≤ 𝑚 
 Generate 𝑛(: ) = 𝑃(: ) ∗ 𝑄(:) , ∅𝑛(: ) = (𝑃(: ) − 1)(𝑄(: ) − 1) 
 If 𝑛(𝑖)  > 𝑚 or 𝑃(𝑖) == 𝑄(𝑖) or 𝑛(: ) <= (𝑛 − 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒) 
delete  𝑃(𝑖), 𝑄(𝑖) 𝑎𝑛𝑑 ∅𝑛(: ) 
 Generate prime numbers less than ∅𝑛(: ) to get public key (e(:), n(:)) 
 If gcd(𝑒(𝑖), ∅(𝑖))== 1 
𝑒(: ) ← 𝑒(𝑖) 
 Generate prime numbers less than ∅𝑛(: ) to get private key (d(:), n(:)) 
 If 𝑒(𝑖) ∗ 𝑑(𝑖)𝑚𝑜𝑑 ∅(𝑖) == 1 
𝑑(: ) ←   𝑑(𝑖) 
 If 𝑒(𝑖)~ = 𝑑(𝑖) or 𝑒(𝑖) ∗ 𝑑(𝑖)~ = 𝑑(𝑖) ∗ 𝑒(𝑖) 
𝑒(: ) ← 𝑒(𝑖) and 𝑑(: ) ←   𝑑(𝑖) 
Algorithm 1 Generation of public and private keys based on block’s length. 
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6.3.3. Encryption/Decryption in MIMO-VLC System 
The receiver generates the public and private keys based on the user’s location, and sends 
the public key only to the coordinator at the transmitter side by the RF/IR uplink channel. 
The coordinator converts the data (the binary stream) into 𝑘-bits parallel blocks (𝑘 = 8, 12, 
16, …) based on the public key’s length which is generated and transmitted by the receiver. 
These blocks are then converted into decimal values and encrypted using the RSA encryption 
formula: 
𝐶 =  𝑚𝑡
𝑒(𝑖)
 𝑚𝑜𝑑 𝑛(𝑖)     (6. 10) 
Fig. 6. 5 The encrypted VLC cells with the centers of encrypted cells (COECs). Green square is 
COEC, red circles are the positions of the users, and blue square areas are examples of encrypted 
VLC cell size for different length of encrypted cell (LEC) (a) LEC=0.50m (b) LEC=1.00m and (c) 
LEC=1.50m. 
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where (𝑒(𝑖), 𝑛(𝑖), 𝐾𝑙) is the public key, 𝑚𝑡 is the parallel transmitted and it is function of 
𝐾𝑙 and 𝐶 encrypted data, respectively. The parallel encrypted data is converted into serial 
data with an output in an OOK-NRZ format as shown in upper part  of Fig. 6.6. The bottom 
part of the figure depicts a block diagram of the RSA decryption after recovering the original 
data signal. The receiver converts the data from serial to parallel blocks and applies the RSA 
decryption using the private key that already exists at the receiver side using the following 
formula: 
𝑚𝑟 = 𝐶
𝑑(𝑖) 𝑚𝑜𝑑 𝑛(𝑖)      (6. 11) 
 
Fig. 6. 6 The RSA encryption/decryption applied in MIMO VLC system. 
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where (𝑑(𝑖), 𝑛(𝑖), 𝐾𝑙) is the private key and 𝐶 and 𝑚𝑟 are the parallel encrypted and received 
data, respectively. In the final stage in the process, all decrypted parallel data are converted 
into decrypted serial data and passed through the upper layers. 
A comparison between the traditional RSA algorithm and the modified RSA algorithm is 
outlined in Table 6.1 and it has shown the security and speed of modified RSA algorithm 
are improved. 
6.4. Results and Analysis 
6.4.1. Test Parameters 
 The proposed system described in the previous block diagrams of Fig. 6.4 and Fig. 6.6 
is simulated and evaluated using MATLAB. The coordinator generates the location codes 
depending on the transmitter's positions on the ceiling and combines them to the transmitting 
data signal 𝑥(𝑡) to be sent to the receiver by an LED. The transmitted signal is modulated 
utilizing an OOK modulation scheme. Each transmitter contains a number of LEDs whose 
parameters are similar to typical commercially LED devices. There are two types of noise 
Table 6. 1 The comparison between the RSA algorithm and the modified RSA algorithm  
No. The RSA Algorithm The Modified RSA Algorithm 
1 
We must select 𝑝 and 𝑞 to determine common 
modulus 𝑛. 
We have calculated 𝑝 and 𝑞 based on encryption 
block’s lengths to get common modulus. 
2 
The large prime number  only depends on two 
variables 𝑝 and 𝑞 to provide the strength of 
the algorithm. 
The strength of the algorithm is based on three 
variables 𝑝, 𝑞 and 𝑘𝑙. Therefore, it is more difficult 
to break.  
3 
All parameters and calculations to select and 
generate p, q, e, d are at the time of data 
transmission.  
All parameters and calculations to generate the 
number of public and private keys with different 
block’s lengths are stored in database table at the 
receiver. 
4 
We have used (𝑒, 𝑛) as public key and 
(𝑑, 𝑛) as private key for encryption and 
decryption, processes, respectively. 
We have used (𝑒(𝑖), 𝑛(𝑖), 𝐾𝑙) as public key and 
(𝑑(𝑖), 𝑛(𝑖), 𝐾𝑙) as private key for encryption and 
decryption processes, respectively. 
5 
We need to secure channel between Tx and 
Rx to exchange the keys, especially, private 
key.  
We just need to send public key from Rx to Tx 
because the keys are generated at the receiver side 
based on the position of the user. 
6 
The user has just one public key and one 
private key and are changed based on the time 
period where it is sometimes longer. 
The user has a number of public and private keys and 
are changed based on the position of the user and 
from time to time as well. 
7 
The RSA algorithm is applied in application 
layer. 
The modified RSA algorithm is applied in MAC 
layer. 
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associated with proposed system: thermal noise and shot noise. In this study, we have 
calculated the transmission matrix (CSI) from (2.36) which is then used to find y matrix 
from (2.35). Furthermore, at the receiver side, the transmission matrix is available and we 
have used this matrix to estimate the data using (2.48). we have considered that the noise in 
general is an additive white Gaussian noise (AWGN) added to the MIMO signals. The main 
parameters of the proposed system are presented in Table 6.2 below. 
6.4.2. The Evaluation of MIMO-VLC System 
We have also investigated the BER against a wide range of SNR in three different cases. 
Firstly, BER against SNR for single-input-single-output (SISO) VLC system was studied as 
shown in Fig. 6.7 (green curve) without the encryption. Secondly, we simulated a MIMO-
VLC system (blue curve) without the encryption as well. Lastly, a BER against to SNR was 
simulated for a secure MIMO-VLC system using key lengths: 8 bits (red curve) and 16 bits 
(black curve) . In all cases, the receiver's position is in the middle of a standard room Rx's 
Table 6. 2 Simulation parameters for proposed secure MIMO VLC system 
Parameters Values 
Size of room 
Length (m) × width (m) × height (m) 5×5×3 
Transmitters 
Number of LED-based transmitters 4 
Transmitters Locations 
(1.25,1.25), (1.25,3.75), 
(3.75,1.25), (3.75,3.75) 
The LED’s semi-angle at half power (FWHM) 70 deg. 
Transmitted power per Tx (watt) 10, 100 
Optical Receivers 
Number of PD-based receivers 4 
The dimensions of the receiver 10 cm × 10 cm  
Receiver plane above the floor 0.75 m 
Active area (AR) of receiver 50×10-6 m2 
Half angle FOV of receiver 70 deg. 
Detector orientation: tilt horizontal (elevation) 0 deg. 
Detector orientation: tilt vertical (azimuth) 0 deg. 
Gain of the optical filter 𝑇𝑠 1 
Lens refractive index 𝑛𝑟 1.5 
Transmitted data rate RB  0.5 Mb/s, 1 Mb/s 
Receiver sensitivity (used with the AD8015 trans-impedance amplifier) -36 dBm 
LPF cut-off frequency 0.7*RB 
X-Y sweep resolution 0.25 × 0.25 m 
Encryption/Decryption 
Encrypted VLC cells size See Fig. 6.5 
Length of encrypted cell (LEC) (m) 0.5, 1.0, 1.5 
The length of encrypted keys (bits) 8, 12, 16 
Maximum percentage of unencrypted data (MPUED) 0.05, 0.005, 0.0002 
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position is (2.5, 2.5) m. This means that the distances are equal between the transmitters and 
receiver but the results in Fig. 6.1 have generated from the total bits that have sent to four 
channels. Note that at BER of 10−3 there is around 4 dB power penalty between the SISO-
VLC and MIMO-VLC systems. However, the power penalty  is around 1.4 dB for secure 
with key length =8 bits and unsecure MIMO-VLC system but it is approximately 0.7 dB 
between using key lengths 8 bits and 16 bits for secure MIMO-VLC system. 
6.4.3. Positioning Error Distributions 
The proposed 2D indoor positioning system described in Fig. 6.1 and Fig. 6.2 is simulated 
and evaluated using MATLAB. The coordinator generates different location codes based on 
the positions of transmitters and send them after the full state information (CSI) stage. The 
receiver consists of four photodetectors and uses only two of the four signals to recover the 
location codes and hence determines the locations of the two photodetectors. Therefore, we 
Fig. 6. 7 BER against SNR when the receiver is in the middle of typical room Rx (2.5, 2.5)m 
for a SISO-VLC system without encryption (Green curve), and a MIMO-VLC system without 
encryption (blue curve) and with encryption when the key length is 8 bits (red curve) and 16 
bits (black curve). 
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can calculate the positions of the other two photodetectors based on the size of Rx and the 
direction of the order of the photodetectors, (i.e. clockwise or anticlockwise as mentioned 
above). We have also investigated the localization error (The difference between the 
estimated position and the actual position). In the first approach, the system is considered an 
ideal system with no noise present at any stage in the aforementioned MIMO VLC system. 
The results are based on a LOS procedure and in the absence of any reflections from wells 
as shown in Fig. 6.8 (a). Furthermore, all statistical standards indicate there is a free error in 
the entire room. In the second approach, we further investigate the case when noise is 
existing. Here, the same positioning algorithm is applied but with the addition of noise to 
the received optical signal. The noise is modelled as an additive Gaussian distribution noise 
over an SNR range of 0 to 30 dB. The selected localization error distributions of the centre 
of the receiver at 15 dB and 20 dB are shown in Fig. 6.8 (b), and (c), respectively. 
Fig. 6. 8 Spatial distribution of localization error for (a) ideal system (without noise) (b) when 
SNR = 15 dB (c) when SNR = 20 dB. 
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6.4.4. BER Distribution from Ideal System 
We have also studied the BER distribution of the system using two scenarios. The first 
scenario is for an ideal system with no added noise. Fig. 6.9, plots sub-figures of the BER 
for a typical VLC room. We have tested authorised users for different encrypted VLC cells 
based on the size of the cell in different places in the VLC room (i.e.; up to 4, 16, and 49 
users when LEC = 0.5, 1.0, 1.5 m, respectively). This means that the authorized users (4,16, 
49 users) inside the cell have the same centre of the encrypted cell. Thus, they have the same 
public and private keys. As a result, they can receive the originally transmitted data while 
all users outside this cell cannot recover the data. For instance, in Fig. 6.9 (a) the centre of 
encrypted VLC cell is (1.5, 1.5) m so all users nearest to this centre are able to decrypt the 
data which was sent from the four transmitters for the whole room. Note that the BER is 
Fig. 6. 9 BER of an ideal MIMO-VLC system for different encrypted VLC cells when (a) COEC is (1.5, 
1.5) m and LEC=0.5m (b) COEC is (1.0, 3.0) m and LEC= 1.0 m (c) COEC is (3.0, 3.0) m and LEC 
=1.5m. 
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free, but it is capped to 10−6 to clarify the difference between the authorised users and 
unauthorized users outside this cell. The cases in Fig. 6.9 (b), and (c) are similar to the 
previous example but with different COECs and different LEC. 
6.4.5. BER Distribution from Real System 
The second scenario studied is for a MIMO-VLC system with added noise which was 
modelled as an AWG noise for the wide range but we have selected only when SNR range 
of 20 dB. Fig. 6.10 (a) shows the comparison between BER distributions for authorized users 
inside the encrypted cell and all users outside this cell. Note that BER ~10−3 for authorized 
users whereas unauthorized users cannot recover the transmitted data. Other BER 
distributions are also presented for different COECs and different length of encrypted cell 
(Fig. 6.10 (b) and (c)) as done in the previous scenario. 
Fig. 6. 10 The BER of an MIMO-VLC system with noise when SNR = 20 dB for different encrypted VLC 
cells when (a) COEC is (1.5, 1.5) m and LEC=0.5m (b) COEC is (1.0, 3.0) m and LEC= 1.0 m (c) COEC 
is (3.0, 3.0) m and LEC =1.5 m. 
 165 
 
6.5. Summary 
In this chapter, we have discussed the design of a new secure MIMO-VLC system using 
a modified RSA technique to encrypt the transmitted data in the MAC layer based on the 
location of the user. One of the most important findings to emerge from this study is that the 
generation of a number of public and private keys with different lengths of keys are enough 
to distribute them on encrypted VLC cells that have different sizes. In this secure system, 
the problem of keys distribution has been solved by generating keys at the receiver and send 
the public key to transmitter only. The ability to control the size of the encrypted VLC cell 
(LEC) based on the user environment was also demonstrated. Furthermore, no extra data is 
needed due to the use of the cryptography process, thus maintaining the capacity of the 
channel. We have also shown that the positioning error was less than 5 cm when SNR=15 
dB and have studied the distance error in both ideal and noisy conditions. Moreover, the 
paper has also presented a study on the BER distribution for authorized users in the encrypted 
VLC cell and unauthorized users (or eavesdropper) both in an ideal condition and when SNR 
= 20 dB. Finally, we investigated BER vs SNR for SISO-VLC and MIMO-VLC systems, 
which showed that the proposed system is working as expected. 
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Chapter Seven 
Conclusion and Future Work 
7.1. Conclusions 
The main aim of this research was to explore methods and techniques to overcome 
challenges in indoor VLC positioning and security in VLC system. In the beginning of this 
investigation, an overview of indoor VLC systems, indoor MIMO VLC systems and indoor 
VLC positioning systems were provided. Additionally, several features of OWC systems 
were highlighted and compared to RF communication systems. Furthermore, some of 
challenges facing OWC systems were also explored and discussed. In particular, two of the 
most significant challenges facing current OWC technology are indoor positioning and 
indoor security in VLC systems, both of which were tackled in this thesis. In addition, it also 
set out to review all stages, from the source of data to its destination, of a VLC system. The 
advantages of LEDs and LDs were mentioned and a mathematical model of the transmitted 
optical power was investigated . Furthermore, a mathematical model of the impulse response 
of the VLC channel for both LOS and NLOS paths was studied as well. There are two 
common photodetectors deployed in OWC systems and are used in a wide range of 
applications, namely, PIN photodiode and APDs. In this study, PIN photodiode (PD) with a 
responsivity of -36 dBm (i.e. with a sensitivity, ℛ, of 0.6) was used because it is 
commercially available and relatively cheap. The majority of practical VLC systems employ 
the IM/DD scheme for both indoor and outdoor applications. As such, the main metrics of 
the OOK modulation scheme and the electrical PSD for OOK-NRZ and OOK-RZ were all 
studied. Three types of noise impacting the signal quality were also discussed in this 
overview which are dark noise, shot and thermal noises. Furthermore, the MIMO VLC 
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system was studied in order to provide illumination and high data transmission and the 
channel coefficients (i.e. CSI matrix) were calculated. To recover the data at receiver side, 
the ZF and MMSE equalizers were used. Finally, an overview of indoor positioning 
techniques was provided in this chapter along with the basic mathematical model of each 
technique. This thesis has proposed five contributions as follows: 
Firstly, an indoor VLC system which employs two types of illuminations, using single 
and four cells configurations, has been proposed. The ROP distributions were evaluated 
when OLO was used and a semi-angle at half power was 70ᵒ. This study has found a number 
of relationships between the ROP, the semi-angle at half power of LED, the maximum 
horizontal distance and the transmitted power level at different levels of receiver sensitivity.  
Secondly, the work has also proposed a 2D indoor positioning system using three 
transmitters and the trilateration method based on the RSSI technique. The positioning 
accuracy was not affected by using different location codes. The proposed positioning 
algorithm is able to determine the location of the user with an average error of 5 cm for the 
LOS scenario and 8 cm for the LOSNLOS scenario when the SNR is 15 dB. Furthermore, 
the average positioning error decreases dramatically when the SNR is increased above 15 
dB. A comparison between the obtained results of the proposed positioning system and 
previous works was carried out and the results suggest that our technique outperforms offers. 
The thesis has also proposed the design and evaluation of a new scheme for recovering 4×4 
MIMO VLC data with partial CSI knowledge (due to shadowing or blocking) for noisy and 
noiseless cases. The scheme was based on the location of the receiver using the RSSI 
technique. 
Thirdly, a novel indoor VLC positioning scheme was theoretically modelled and 
evaluated based on the RSSI technique in a full 2D receiving plane and using only two LED 
ceiling lamps as transmitters. A comprehensive analysis of the angular and horizontal 
distance errors was carried out and validated through simulations. For the LOS scenario, the 
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positioning algorithm was able to determine the user position with an average error ranging 
from 9.1 to 21 of centimetres for the best position for scenario (1), whereas the average error 
was between 12.1 and 26.1 centimetres for the best position for scenario (2) when the SNR 
was between 10 dB and 15 dB. For the LOSNLOS scenario, an average error between 11 
and 23.5 of centimetres for the best position for scenario (1) was obtained, whereas it was 
between 15.1and 28.6 centimetres for the best position for scenario (2) when the SNR was 
between 10 dB and 15 dB. The average error was substantially reduced when the SNR was 
increased to more than 15 dB. The final part of this work reported a comparison of the 
proposed VLC system and a conventional three-transmitter system. The proposed VLC 
positioning system offers a complementary method to existing trilateration to reduce the 
complexity when appropriate. 
Fourthly, the impact of data encryption on VLC systems was investigated and the findings 
suggest that the proposed secure VLC system requires more SNR to obtain the same BER 
performance especially for long encryption key lengths. The power penalties observed 
ranged from 1 dB to 1.7 dB for the 8-bit encryption block length and 1.6 dB to 2.7 for the 
16-bit encryption block length and for various distances between Txs and Rx within the 3 
dB LED bandwidth. The more significant findings related to the presence of power penalties 
between ~ 1 dB and ~3.5 dB for data rates from 1 Mbps to 10 Mbps respectively for both 
the LOS and LOSNLOS scenarios. 
Finally, another important contribution of this thesis, a new secure MIMO VLC system 
using an encryption based on the location of the user was proposed, designed and evaluated. 
The proposed design uses a modified RSA technique to encrypt the transmitted data in the 
MAC layer with no extra data needed, thus maintaining the capacity of the channel. 
Subsequently, the design focused on the generation of a number of public and private keys 
with different length of keys based on the encrypted block in the receiver. The demonstration 
of the proposed system ability to control the size of the encrypted VLC cell in different 
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environment was implemented. Following this, to determine the user’s location, RSSI 
algorithm was used in the MIMO VLC system with a trilateration method. The results of 
this technique show that the positioning error was less than 5 cm when SNR=15 dB. 
Furthermore, an analysis of the BER distribution performance for authorized users in the 
encrypted VLC cell and unauthorized users out of the encrypted VLC cell for noisy and 
noiseless cases was given. This analysis along with a study of the relationship between BER 
vs SNR have shown that the proposed secure MIMO VLC system is working as intended. 
7.2. Recommendations for future work 
Although the aims and objectives set out in Chapter 1 of this thesis have all been 
accomplished, it is essential to recommend a few suggestions for future work which is 
necessary to make the accomplishments of this thesis more efficient and effective. In the 
following, we suggest a number of recommendations for future work: 
 Indoor VLC positioning system using three transmitters was simulated and evaluated in 
Chapter 3, but only one modulation scheme, OOK modulation, was used. We 
recommend the use of other modulation schemes such as M-PPM, PAM, OFDM, and 
m-CAP and evaluate the positioning accuracy for both LOS and LOSNLOS scenarios. 
Furthermore, it might be necessary to perform this work experimentally and compare 
the experimental results with those obtained from simulation and subsequently 
implement a self-correcting MIMO VLC system using localization experimentally with 
different modulation schemes. 
 In Chapter 4, an indoor VLC positioning system using two transmitters was proposed, 
designed and simulated. As a future work, it would be interesting to implement this 
system experimentally with different modulation schemes, positioning techniques and 
environments. Furthermore, the technique can be implemented in a Wi-Fi environment 
to realise indoor positioning using two transmitters to reduce the complexity. 
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 In Chapter 5, a secure SISO VLC system based on the TDM scheme was proposed and 
evaluated. However, this system was implemented using RSA technique.  It would be 
interesting to implement this system using different encryption techniques such as AES 
and one-time key to possibly achieve further enhancements for the speed of 
implementation and power penalties. 
 A secure MIMO VLC system based on the location of the user was proposed and 
validated in Chapter 6 for various environments. We recommend implementing this 
proposed secure system experimentally. Furthermore, the proposed secure system could 
also be implemented in a Wi-Fi environment. 
 We recommend a comprehensive investigation on the speed impact of RSA technique in 
MAC layer and the complexity. 
 In this thesis, there is no mobility of the receiver which has only one orientation (i.e.; the 
irradiance angle (𝜓)= the incidence angle (𝜃), as the transmitter and the receiver are 
assumed to be in parallel planes). Therefore, the mobility is the most challenge in the VLC 
systems and it is still an open research issue. 
 In Chapter 3 and Chapter 4, the positioning error slightly increases near the walls due to 
the directionality of Lambertian. It would be interesting to analyse the effect of 
directionality of Lambertian on the positioning errors in an indoor positioning VLC 
system. 
 In Chapter 6, we have divided the typical room into a number of encrypted VLC cells. 
However, we did not consider the user mobility for different speeds between these cells. 
Therefore, the user mobility in secure VLC systems is still an open research challenge. 
 
  
 
Appendices 
Appendix A: 
The VLC Channel Modelling Based on ROP Distributions 
The relationship between the transmitted optical power, 𝑃Tx, and the received optical 
power, 𝑃Rx,  is been given in equation (3.33) of Chapter 2. We propose to rewrite the channel 
gain as follows [185]: 
𝐻(0) =  ∑ (𝐻ch,LOS𝑖(0) i + ∫  𝑑𝐻ch,NLOS𝑖(0)𝑤𝑎𝑙𝑙𝑠 ),    (A.1) 
where 𝑖 is the index of the 𝑖th transmitter, LOS is the line-of-sight and ch, NLOS𝑖 is the 
diffused configurations (non-LOS).  The system here is used for localisation and as result 
we only consider low data rates (i.e. kbps) for the identification (ID) of LEDs). Therefore, 
the bit duration is much larger than the channel delay spread for both LOS and NLOS. For 
the LOS configuration, the received optical power is given by [55]: 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖 , 𝜓𝐿𝑖) =  {
𝑚+1
2π𝐿2
 𝑃Tx𝐴𝑅cos
𝑚(𝜃𝐿𝑖) cos(𝜓𝐿𝑖)Ts(𝜓𝐿𝑖)g(𝜓𝐿𝑖);     0 ≤ 𝛹 ≤ FOV  
0;                                                                                       otherwise        
,(A.2) 
where 𝜃𝐿𝑖 is the angle of irradiance of the Txi,  𝛹𝐿𝑖 is the angle of incidence at the Rx, Ts(𝜓𝐿𝑖) 
is the gain of an optical filter, g(𝜓𝐿𝑖)  is the gain of an optical concentrator, 𝐴𝑅 is the PD 
effective area, FOV is the field of view of the Rx and 𝑚 is the order of Lambertian emission 
defined in  (2.10).  Here Ts (𝜓𝐿𝑖) and g (𝜓𝐿𝑖) are assumed to be unity in our investigation as 
we use bare PD (i.e. without the optics). On the other hand, the received optical power from 
NLOS is given as [55]: 
𝑃Rx,𝐿𝑖(𝜃𝐿𝑖 , 𝜓𝐿𝑖) = {
𝑚+1
2π2𝐿1
2𝐿2
2  𝑃Tx𝜌𝑑𝐴𝑤𝑎𝑙𝑙cos
𝑚(𝜃𝐿𝑖) cos(𝜓𝐿𝑖) cos(𝛼) cos(𝛽) Ts(𝜓𝐿𝑖)g(𝜓𝐿𝑖);     0 ≤ 𝛹 ≤ FOV  
0;                                                                                                                                 otherwise        
,    (A.3) 
where 𝜌 is the reflectance factor and 𝑑𝐴𝑤𝑎𝑙𝑙 is a reflective area of small region. We have 
used (A.2) and (A.3) to generate the following results.  
  
 
Appendix B 
Results of an indoor VLC positioning system using three transmitters from ROP 
distributions approach. 
Appendix.B.1 
Spatial distribution of the localization error of the positioning VLC system for noiseless LOS 
scenario from ROP distributions approach. 
 
Appendix.B.2 
Spatial distribution of the localization error of the positioning VLC system for the noisy LOS 
scenario when SNR = 15 dB from ROP distributions approach. 
 
  
 
Appendix.B.3 
Estimated (blue circles) and real positions (green squares) for the real system at SNR=15 dB 
from ROP distributions approach. 
 
Appendix.B.4 
The relationship between the positioning error average and the SNR from ROP distributions 
approach for LOS scenario. 
 
  
 
Appendix.B.5 
The statistical standards for the LOS scenario from ROP distributions approach. 
 
 
 
 
Appendix C :  
Appendix.C.1 
The average position errors against the SNR of LOS scenario for four procedures and 
different transmitters’ locations: (a) procedure (1) with 𝑦Tx𝑖 = 0 cm, (b) procedure (2) with 
𝑦Tx𝑖= 25 cm, (c) procedure (3) with 𝑥Tx𝑖= 𝑦Tx𝑖, and (d) procedure (4) with 𝑥Tx𝑖= 0 from the 
extending proposed positioning system (End-to-end proposed positioning system) 
SNR (dB) Max. (cm) Mean (cm) Standard Deviation 
0 62.04 20.39 11.31 
5 21.56 7.52 4.05 
10 7.35 2.41 1.25 
15 2.23 0.83 0.43 
20 1.01 2.5e-1 1.48e-1 
25 2.21e-1 7.6e-3 4.09e-2 
30 7.58e-2 2.66e-2 1.35e-2 
  
 
Appendix.C.2 
The average position errors against the SNR of LOS scenario for four scenarios and different 
transmitters’ locations: (a) scenario (1) with 𝑦Tx𝑖 = 0 cm, (b) scenario (2) with 𝑦Tx𝑖= 25 cm, 
(c) scenario (3) with 𝑥Tx𝑖= 𝑦Tx𝑖, and (d) scenario (4) with 𝑥Tx𝑖= 0 from ROP distributions 
approach. 
 
Appendix.C.3 
Spatial distribution of localization error without considering noise when the transmitters’ 
positions (1&2): (a) are (0.25m, 0m) & (2.75m, 0m) (b) are (0.25m, 0.25m) and (2.75m, 
0.25m) from ROP distributions approach. 
 
  
 
Appendix.C.4 
(a) Positioning error distribution when the transmitters’ positions (1&2) are (0.25m, 0m) & 
(2.75m, 0m) at SNR = 15 dB. (b) Estimated and real positions when the transmitters’ 
positions (1&2) are (0.25m, 0m) & (2.75m, 0m) at SNR = 15 dB from ROP distributions 
approach. 
 
Appendix.C.5 
(a) Positioning error distribution when the transmitters’ positions (1&2) are (0.25, 0.25) & 
(2.75, 0.25) m and SNR =15 dB. (b) Estimated and real positions when the transmitters’ 
positions (1 &2) are (0.25, 0.25) m & (2.75, 0.25) m and SNR = 15 dB from ROP 
distributions approach. 
 
  
 
 
Appendix.C.6 
 
 
 
  
Table shows some statistical standards for positioning error from ROP distributions approach. 
Positions of 
transmitters 
SNR 
(dB) 
Max. value (cm) The mean (cm) Standard deviation (cm) 
Tx1 (0.25, 0) 
Tx2 (2.75, 0) 
10 142.57 40.12 26.20 
15 82.95 13.28 12.14 
20 36.70 4.420 5.740 
25 14.36 1.390 2.27 
Tx1 (0.25, 
0.25) 
Tx2 (2.75,0.25) 
10 135.70 36.38 26.38 
15 119.79 28.77 21.43 
20 62.36 7.500 13.40 
25 53.68 5.41 13.45 
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